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Abstract

1 Introduction and motivation

The increasing distribution of data, computation, and decision-making across modern digital
infrastructures has transformed the design, training, and deployment of Machine Learning
(ML) models. Current networked environments are no longer composed only of isolated
systems or centralized data repositories. They increasingly involve multiple participants,
organizations, devices, sensors, and edge nodes that generate and process information locally.
This evolution is particularly relevant in the Internet of Things (IoT) and other distributed
environments, where data are generated, processed, and governed by multiple participants
across industrial, healthcare, vehicular, tactical, and cyber-physical settings, among others.
In these scenarios, data are naturally distributed, and centralization may be impractical,
costly, or undesirable due to technical, regulatory, privacy-related, or operational constraints
[1L2]. In this context, the ability to extract knowledge from distributed information sources
is essential to support data-driven monitoring, automation, and decision-making processes.
However, participant diversity and environmental dynamism increase the complexity of
building learning systems that are reliable, efficient, and compatible with local data
ownership. These constraints motivate learning mechanisms that operate close to the data
generation process, while still enabling participants to benefit from collaborative model
training.

Artificial Intelligence (AI), and particularly ML, has become a fundamental mechanism
for exploiting the value of distributed data. Nevertheless, conventional ML approaches
usually assume that data can be collected, transferred, and processed on a centralized
infrastructure. This assumption is increasingly difficult to maintain when participants are
geographically distributed, data may be sensitive, devices operate with limited computa-
tional or energy resources, and communication links are unstable or intermittent [3]. In
such cases, transferring all local data to a central location may impose technical and orga-
nizational constraints. It can increase communication and latency costs, expose sensitive
information, and create governance or operational dependencies on a single infrastructure
[4,5]. These limitations are more pronounced when data are generated continuously at the
network edge or when participants belong to different administrative domains. Accordingly,
the problem shifts from training accurate models in isolation to designing collaborative
learning mechanisms that exploit local information without assuming that all data can be
aggregated at a single point for processing.

Federated Learning (FL), originally proposed by Google in 2016, emerged as a collab-
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orative learning paradigm designed to support the training of privacy-preserving models
without the need to store raw data at a single central point [6]. In FL, participants train
models with their local data and exchange model-related information rather than raw
datasets. This approach enables the development of shared learning capabilities while
keeping data locally stored, which is particularly relevant for distributed and privacy-aware
ML. The most common FL configuration has traditionally followed a centralized archi-
tecture, where a server coordinates the training process, receives local model updates,
aggregates them, and redistributes the resulting global model [4]. Consequently, Centralized
Federated Learning (CFL) has become a widely studied approach, with extensive work
on optimization, communication, privacy, personalization, robustness, and system design
across multiple application domains [5]. Nevertheless, the effectiveness of CFL depends on
the coordinating entity being able to manage communication, aggregation, synchronization,
and trust-related assumptions throughout the training process.

Although its advantages make it suitable under certain circumstances, CFL introduces
structural limitations that become critical in several real-world scenarios. The central server
may become a bottleneck as the number of participants grows or as the size of the exchanged
models increases. It may also become a single point of failure when the coordinating
entity is interrupted, overloaded, attacked, or disconnected [7, [§]. In addition, centralized
coordination concentrates trust in a single entity, which may be unsuitable for environments
that comprise autonomous participants, mobile nodes, different administrative domains,
or infrastructures where no stable and universally trusted coordinator can be assumed [9].
These limitations are particularly evident in distributed, mobile, and tactical environments,
where communication links change over time, and participants may need to operate under
partial connectivity or operational constraints. Under these conditions, the server-based
architecture of CFL can disrupt the continuity of the learning process and reduce the ability
of the system to adapt to changes in topology, resources, or availability. These limitations
justify the research on alternative forms of collaborative learning architectures in which
aggregation and coordination responsibilities are not concentrated in a single entity.

Decentralized Federated Learning (DFL) arises in this context as a paradigm in which
participants collaborate without relying on a central aggregation server. Instead of sending
updates to a single coordinator, participants exchange information directly with other nodes
through peer-to-peer communication, neighbor-based aggregation, consensus mechanisms,
or related decentralized coordination strategies [7) [10]. This decentralization can reduce
dependence on a given central infrastructure and may improve fault tolerance, scalability,
and resilience in scenarios with intermittent connectivity or where the existence of a
trusted central server cannot be guaranteed [8, 9]. DFL is therefore especially valuable
when autonomous participants need to collaborate under distributed, resource-constrained,
and intermittently connected conditions [I]. However, decentralization also modifies the
assumptions of the learning process. Participants may have only partial knowledge of the
federation, communicate with a limited set of neighbors, and make aggregation decisions
from locally available information. DFL is consequently not only an architectural variation
of CFL, but a distinct collaborative learning paradigm with its own system, communication,
optimization, and security challenges.

The absence of a central coordinator changes the nature of the learning problem.
In CFL, responsibilities such as aggregation, synchronization, participant coordination,
reliability assessment, and, in some cases, security monitoring are typically handled by
the central server. In DFL, these responsibilities must instead be distributed among
the participating nodes [10]. This redistribution introduces new challenges related to
communication management, topology design, convergence, robustness, trust distribution,

viii PhD Thesis — Enrique Toméas Martinez Beltran



Robust Decentralized Federated Learning in Heterogeneous Environments

privacy, security, and performance evaluation [I1]. The design of DFL systems requires
careful consideration of aspects such as coordination, communication, aggregation, reliability
assessment, evaluation criteria, and the types of information exchanged among participants.
In addition, the communication structure itself becomes part of the learning mechanism,
since the topology determines how knowledge propagates throughout the federation and
how local biases can affect neighboring participants. For this reason, the value of DFL
lies not merely in eliminating a central server, but in providing mechanisms that enable
decentralized participants to collaborate reliably under realistic conditions.

A first implication of this redistribution concerns reliability and robustness. Since DFL
participants make communication and aggregation decisions based on locally available
information, the system must preserve collaborative learning even when some nodes are
unreliable, communication conditions vary, or the updates exchanged may be affected by
adversarial behavior. Participants may be affected by communication failures, mobility,
operational disturbances, or compromised behavior [12]. In centralized architectures, a
server may support monitoring, filtering, or coordination tasks. However, in DFL, there
is no central authority with a global view of the federation, and the attack surface is
redistributed across the communication and aggregation processes [13| [14]. This lack of
centralized oversight increases the need for decentralized mechanisms capable of estimating
the reliability of exchanged information, reducing the influence of potentially harmful
contributions, and preserving collaborative learning under adverse conditions [I5, [16]. As
a result, robustness in DFL depends not only on the learning algorithm but also on the
interaction between topology, communication, participant behavior, and the criteria used to
accept, weight, or discard information. The distributed nature of the federation amplifies
these issues because a compromised or unreliable participant can influence its neighbors
and subsequently affect other parts of the network.

In dynamic and adversarial DFL environments, robustness cannot be assessed only
from the consistency of model updates. The reliability of a contribution may also depend
on the operational context in which it is generated, including communication stability,
resource availability, mobility, sensing conditions, and potentially compromised behavior.
These factors are particularly relevant because existing DFL approaches still provide limited
support for scenarios in which mobility, unreliable communications, adversarial behavior, and
decentralized aggregation must be handled jointly [I7]. Situational awareness, traditionally
understood as the perception, comprehension, and projection of relevant elements in a
changing environment, provides a conceptual basis to connect model-level evidence with
contextual information in decentralized collaboration [I8]. From this perspective, robust
DFL requires reliability-aware mechanisms that evaluate exchanged information not only by
its learning behavior, but also by the conditions under which participants interact. Tactical
and defense-oriented scenarios provide a demanding example of these conditions, as they
combine decentralized collaboration with mobility, constrained communication, operational
uncertainty, and potentially adversarial behavior [I9]. Within this category, military aerial
reconnaissance is particularly relevant because UAVs and other military aerial vehicles may
need to jointly perform sensing, computation, communication, and learning while changing
position, operating under intermittent connectivity, and facing hostile actions that affect
both mission conditions and the collaborative training process [20, 21]. It therefore provides
a bounded but demanding setting in which the reliability of DFL can be examined from
both model-related and operational perspectives.

A second major challenge concerns heterogeneity, which affects both the participating
nodes and the data they hold. Real decentralized environments are rarely composed of
participants with identical data, resources, connectivity, or operational conditions. Devices
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may differ in resources, connectivity, mobility, availability of local data, and participation
patterns over time [22]. Their datasets may also follow non-Independent and Identically
Distributed (non-I1ID) distributions, which means that participants may observe different
classes, feature distributions, label proportions, or local data patterns [11], 23]. These forms
of heterogeneity can affect training stability, aggregation quality, convergence behavior, and
final model performance [24, 22]. In CFL, a central server can coordinate participation, apply
global aggregation rules, or monitor local update behavior. In DFL, these responsibilities are
distributed, and the effect of heterogeneity may propagate through local neighborhoods. For
this reason, DFL requires mechanisms that can operate under unequal resource conditions,
skewed data distributions, and partial visibility into the global federation.

Heterogeneity becomes even more complex when learning scenarios involve multiple
data modalities. Many applications do not rely on a single source of information, but
combine images, audio, text, sensor measurements, telemetry, structured signals, or other
forms of data [25] 26]. In decentralized settings, not all participants necessarily have access
to the same modalities. Some clients may observe only one modality, others may have
complete multimodal samples, and others may experience missing modalities in part of their
local data [27]. This situation creates a significant challenge because knowledge must be
exchanged and fused without assuming homogeneous data availability across participants.
When modalities are missing or unevenly distributed, conventional mechanisms based on
the exchange of full model parameters may become inefficient or insufficiently adapted to
the structure of the problem [28, 29]. Furthermore, multimodal learning requires not only
aggregation, but also representation alignment, modality fusion, and the ability to preserve
discriminative information between clients with different local observations. For this reason,
multimodal DFL requires communication and learning strategies able to represent useful
information even when local data are incomplete, statistically unbalanced, and distributed
among participants with different sensing capabilities [30]. This requirement motivates
representation-level communication mechanisms that do not rely exclusively on exchanging
complete model parameters or gradients.

Prototype-based learning has gained attention in this context because compact, class-
level, or modality-aware representations can facilitate knowledge sharing while reducing
the communication burden associated with high-dimensional model updates. In CFL,
prototype exchange has been used to mitigate data heterogeneity by sharing abstract
class representations rather than full gradients or parameters [31], [32]. In decentralized
settings, prototype sharing has also been explored to reduce communication overhead
and improve model consistency between neighboring clients [33]. For multimodal FL,
cross-modal prototype mechanisms have been proposed to address severe missing-modality
conditions and representation misalignment [34], while partial-modality missing has moti-
vated specific aggregation and regularization strategies in federated systems [35]. These
developments enable heterogeneous data integration, representation-level knowledge ex-
change, and communication-efficient collaboration without requiring the systematic exchange
of complete model parameters. They also illustrate a broader research direction in which
information exchanged during federation may consist of compact representations encoding
discriminative knowledge. This perspective is central to DFL, where communication occurs
among participants, and reducing network consumption may be necessary to maintain
collaboration under resource-constrained conditions.

Overall, the literature suggests that DFL is a relevant paradigm for collaborative
learning in distributed environments, but its practical adoption remains dependent on a
broader set of foundational, methodological, and operational challenges. First, the field
needs a systematic understanding of its fundamentals, including architectures, topologies,
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communication mechanisms, robustness, security and privacy approaches, key performance
indicators, frameworks, application scenarios, trends, and open challenges [7, [I1]. Second,
decentralized learning must be made more robust to adversarial and dynamic conditions, in
which there is no central authority with a complete view of the federation, and harmful
behavior may affect both communication and aggregation [15]. Third, DFL systems must
address statistical, resource, communication, and multimodal heterogeneity, particularly
when clients operate with non-IID data distributions, incomplete modality availability, or
different communication capacities [25]. Finally, communication-efficient mechanisms are
needed to make DFL viable in resource-constrained settings where full model exchange may
be costly or unstable.

Based on these considerations, this PhD thesis investigates how DFL can be advanced
toward robust, adaptive, and communication-efficient collaborative learning in heteroge-
neous environments. It studies DFL as a paradigm that reduces dependence on a central
aggregation entity while redistributing the responsibilities for communication, trust, relia-
bility, robustness, and performance assessment among the participating nodes. Within the
broader DFL research landscape, the thesis focuses on a coherent subset of problems: the
foundational characterization of the field, decentralized reliability under bounded adver-
sarial and dynamic conditions, and communication-efficient learning under statistical and
multimodal heterogeneity, including non-IID distributions and missing modalities. From
this perspective, the thesis is guided by the following research questions:

e RQ1: What are the fundamentals, frameworks, application scenarios, metrics, limita-
tions, and challenges that define the current state of DFL?

e RQ2: How can the reliability and robustness of DFL be reinforced against adversarial
behavior, operational perturbations, and potentially compromised nodes?

¢ RQ3: What mechanisms can support decentralized multimodal learning under non-
IID data and missing-modality conditions while preserving collaborative learning
performance?

e RQ4: How do communication-efficient mechanisms affect communication cost and
collaborative learning performance in DFL under heterogeneous multimodal settings?

2 Objectives

The main goal of this PhD thesis is to advance DFL as a paradigm for robust, adaptive,
and communication-efficient collaborative learning in heterogeneous environments. More
specifically, the thesis examines DFL as a decentralized learning approach in which partici-
pants collaborate without a central aggregator while facing heterogeneous data, changing
communication conditions, and potentially adversarial behavior.

The thesis addresses three complementary aspects of DFL, organized as a conceptual
progression from foundational characterization to targeted technical responses. First, it
analyzes the fundamentals of DFL, including architectures, topologies, communication
mechanisms, security and privacy approaches, performance indicators, frameworks, appli-
cation scenarios, trends, and open challenges. This foundational analysis identifies the
challenges posed by decentralization and motivates the need for mechanisms that support
reliability, robustness, heterogeneity management, and communication efficiency. On this
basis, the thesis articulates two complementary technical lines derived from the challenges
identified in the state of the art. The first line examines the adversarial dimension of DFL
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by studying how situational awareness can support decentralized reliability in dynamic
scenarios affected by operational perturbations, communication attacks, and attacks on the
collaborative learning process. The second line addresses statistical and multimodal hetero-
geneity through prototype-based communication mechanisms, with particular attention to
non-IID class distributions, missing modalities, and communication-efficiency constraints.
The following specific objectives define the scientific scope of the thesis and indicate their
corresponding research questions:

0O.1. Analyze the current state of the art regarding DFL through a comprehensive review,
analysis, and comparison of its fundamentals, architectures, topologies, communi-
cation mechanisms, security and privacy approaches, key performance indicators,
optimization mechanisms, frameworks, and application scenarios (RQ1).

0.2. Building on the characterization established in O.1, identify and critically assess the
main limitations, research gaps, trends, and open challenges in DFL that reveal the
need for robust, adaptive, and communication-efficient mechanisms in decentralized
federated environments (RQ1).

0.3. Design and evaluate a technical solution for DFL in dynamic and adversarial scenarios,
considering contextual and operational information to support decentralized reliability

(RQ2).

0.4. Assess the robustness of the proposed solution derived from 0.3 against operational
perturbations, communication attacks, and attacks affecting the collaborative learning
process in a bounded adversarial scenario (RQZ2).

0.5. Design and evaluate a prototype-based technical solution for DFL with heterogeneous
multimodal data, considering non-IID class distributions and missing modalities across
participants (RQ3).

0.6. Evaluate the communication efficiency and collaborative learning performance of
multimodal prototype exchange within the solution proposed in O.5, in comparison
with approaches based on the exchange of full model parameters or complete model
updates (RQ4).

3 Methodology

This PhD thesis was conducted using a scientific approach that combined a comprehensive
review of the state of the art, the design of technical solutions, and the evaluation of
results across successive research stages. Since the thesis is presented as a compendium of
publications, its methodology is articulated through three journal articles that examine
the same overarching problem from complementary angles. The first article provides a
foundational characterization of DFL and establishes the diagnostic basis for the thesis
by identifying the main limitations, trends, and open challenges of the field. From this
analysis, two particularly relevant challenges were selected for further technical development:
decentralized reliability under adversarial and dynamic conditions, and collaborative learning
under statistical and multimodal heterogeneity. Together, these publications form a coherent
methodological sequence that supports the common objective of advancing robust, adaptive,
and communication-efficient DFL in heterogeneous environments.

The first stage addressed RQ1 and objectives O.1 and O.2 by providing a structured
view of DFL as an emerging research paradigm. A comprehensive review of the litera-
ture was conducted to identify the aspects that distinguish DFL from CFL, including
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federation architectures, network topologies, communication mechanisms, security and
privacy approaches, key performance indicators, optimization mechanisms, frameworks, and
application scenarios. The reviewed literature was categorized and analyzed to establish the
conceptual structure of the field, identify commonly used mechanisms, compare available
frameworks, and determine the most relevant trends, lessons learned, and open challenges.
This analysis provided the terminology, taxonomy, and analytical basis required to un-
derstand why DFL needs solutions specifically designed for decentralized, dynamic, and
heterogeneous environments. It also established the diagnostic stage of the thesis, since the
subsequent technical contributions are positioned as responses to some of the limitations
and opportunities identified in this foundational analysis. These considerations led to the
first publication of this PhD thesis, [Decentralized Federated Learning: Fundamentals, State]
lof the Art, Frameworks, Trends, and Challenges| (Article [1}-IEEE_COMST)).

After completing the state-of-the-art analysis and identifying the main gaps in DFL, the
methodology then focused on the adversarial dimension of decentralized learning, addressing
RQ2 and objectives 0.3 and O.4. This transition was motivated by the need to make
DFL more reliable and robust in realistic decentralized settings, where the absence of
a central coordinator shifts reliability assessment, aggregation decisions, and responses
to perturbations to the participating nodes. In this stage, the research investigated how
DFL could be reinforced in dynamic scenarios in which participants collaborate without
relying on a central coordinating entity, and where malicious or unreliable behavior may
affect the learning process. Military aerial reconnaissance was considered a demanding
application setting for evaluating this research direction, as it combines mobile participants,
changing connectivity, predefined operational constraints, and potential perturbations
affecting both the mission context and the collaborative learning process. Accordingly, the
methodological design combined threat modeling, the development of a solution based on
situational awareness, and controlled empirical evaluation to investigate whether contextual,
operational, and model-related information could support reliability-oriented decentralized
aggregation under adversarial conditions.

The evaluation of this second stage was conducted in a bounded military aerial re-
connaissance scenario using Synthetic Aperture Radar (SAR) data, four aerial vehicles,
and various flight formations under adversarial conditions that affected both the mission
context and the collaborative training process. This setting enabled evaluation of whether
contextual and model-related indicators could support decentralized aggregation decisions
when participants are subject to mobility and communication constraints, operational
perturbations, and potentially malicious behavior [21]. By combining these conditions in a
controlled scenario, this stage examined how situational awareness can be used to reinforce
robust and adaptive DFL under bounded adversarial assumptions. The resulting work led to
the second publication of this PhD thesis, [Flighter: Decentralized Federated Learning and|
[Situational Awareness for Secure Military Aerial Reconnaissance| (|Article [2|-TEEE_COMMAG)).

Once the adversarial and operational dimension of DFL were studied, the third method-
ological stage focused on statistical and multimodal heterogeneity in decentralized federated
environments, tackling RQ3, RQ4, and objectives O.5 and O.6. This stage covered
scenarios in which clients differ in their local data distributions, class distributions are
non-I1ID, modalities may be missing, and exchanging complete model parameters or full
models may create excessive communication overhead [30]. To address this problem, a
prototype-based technical solution for multimodal DFL was designed. The methodology was
based on exchanging compact, modality-aware class representations rather than complete
model parameters or gradients, allowing participants to share knowledge with neighboring
clients in a decentralized manner while reducing communication overhead [36]. In this stage,
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robustness was characterized primarily by the ability to preserve collaborative learning
performance under heterogeneous client data distributions, incomplete modality availability,
and constrained communication resources. This methodological decision directly links
heterogeneity management to communication efficiency, two dimensions that are central to
the general objective of the thesis.

The methodological design of this third contribution incorporated mechanisms to handle
missing modalities, align representations, weight modality contributions, and fuse multi-
modal information under heterogeneous conditions. It also included theoretical analysis and
experimental validation. The theoretical component examined convergence and communica-
tion costs, while the empirical component evaluated the approach on established multimodal
benchmarks, non-IID data configurations, missing-modality settings, and comparisons with
relevant federated and decentralized baselines [29]. In this way, the third methodological
stage combined model design, decentralized knowledge exchange, formal analysis, and
empirical assessment without assuming the presence of a central aggregation entity. This
stage resulted in the third publication of this PhD thesis, |Decentralized Federated Learning]
with Multimodal Prototypes for Heterogeneous Datal (Article |3} ELSEVIER_IF)).

In general, these methodological stages form a coherent storyline that links the foun-
dational characterization of DFL with two targeted technical dimensions: adversarial
reliability through situational awareness and heterogeneous multimodal learning through
communication-efficient prototype exchange. This progression provides the methodological
basis for the next section, which synthesizes the analytical, empirical, and theoretical results
obtained from the three publications.

4 Results

The results of this PhD thesis are synthesized according to the objectives presented in
Section [2} Since the thesis is conceived as a compendium of publications with an integrative
memory, the results do not derive from a single experimental campaign. Instead, they
emerge from a coherent sequence of three scientific contributions addressing DFL from
complementary perspectives. The first contribution provides the foundational and analytical
basis of the thesis by offering a systematic characterization of DFL. It organizes the field
around architectural, communication, security, evaluation, and application dimensions, and
identifies trends, lessons learned, and open challenges. The second contribution moves from
conceptual analysis to technical evaluation by studying DFL in dynamic and adversarial
scenarios using a solution based on situational awareness. The third contribution addresses
heterogeneous and multimodal DFL through a prototype-based solution designed to operate
under non-IID data distributions, missing modalities, and communication constraints.
Together, these results support the general objective of advancing robust, adaptive, and
communication-efficient DFL in heterogeneous environments.

The publication [Article [IFIEEE_COMST] provides a comprehensive study of DFL and
the conceptual foundation needed to understand the remainder of the dissertation. In
the reviewed literature, the publication also positioned DFL as requiring a dedicated
analysis rather than treating it only as a subsidiary topic within broader surveys on
CFL. The work identified and organized the main fundamentals that define DFL as a
research paradigm, including federation architectures, network topologies, communication
mechanisms, security and privacy approaches, key performance indicators, and optimization
mechanisms. It also reviewed available frameworks, application scenarios, current trends,
lessons learned, and future challenges. This contribution is relevant because it establishes
that DFL cannot be understood only as the removal of the central server from classical FL.
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Instead, decentralization redefines the distribution of responsibilities among participants and
introduces new challenges in coordination, communication, trust distribution, robustness,
heterogeneity, and performance assessment.

The survey identified that DFL mitigates some limitations of CFL, particularly de-
pendence on a central aggregation entity, the presence of a single point of failure, and
bottlenecks associated with server-based coordination. However, it also introduces specific
technical challenges. These include the need to manage decentralized aggregation, main-
tain communication among participants, handle heterogeneous data and devices, define
suitable topologies, assess performance through appropriate KPIs, and address security
and privacy concerns without relying on a central trusted authority. A central result of
[Article [IFTEEE_COMST] is therefore the identification of DFL as a paradigm whose practical
adoption requires mechanisms specifically designed for decentralized and heterogeneous
environments, rather than direct adaptations of certain CFL assumptions.

This first contribution supports O.1 and O.2, which together provide the basis for
answering RQ1. Regarding O.1, it offers a structured analysis of the state of the art in DFL
and defines the conceptual and technical elements used throughout the thesis. With respect
to 0.2, it identifies limitations, trends, and open challenges that motivate subsequent
technical contributions. In particular, the survey explains why robustness, adaptation,
communication efficiency, and heterogeneity management are central issues in DFL.

The results of [Article[TFTEEE_COMST|further contribute to the global storyline of the thesis
by identifying the main application scenarios where DFL may be relevant. These scenarios
include healthcare, Industry 4.0, mobile services, military environments, and vehicular
systems, among others. The relevance of these scenarios lies not only in their diversity,
but also in the recurring constraints that they expose: data are distributed, centralization
may be undesirable or impractical, participants may be heterogeneous, and communication
conditions may vary over time. In the context of this thesis, this scenario-level analysis serves
as a bridge between the foundational survey and the subsequent technical contributions. It
shows that the challenges identified in [Arficle [FIEEE_COMST| can be instantiated along two
complementary research directions: decentralized reliability under dynamic and adversarial
conditions, addressed in[Article[2FIEEE_COMMAG], and communication-efficient learning under
heterogeneous multimodal data availability, addressed in [Article [3FELSEVIER_IF| For this
reason, the adversarial aerial reconnaissance scenario considered in [Article [2F-TEEE_COMMAG]
and the heterogeneous multimodal learning scenario considered in [Article [3FELSEVIER_IF
are not treated as isolated case studies, but as targeted responses to two major challenges
identified in the foundational analysis.

The publication [Article [2F TEEE_COMMAG] focuses on the robustness and adaptation of
DFL in dynamic and adversarial scenarios. It proposes Flighter, a situational-awareness
solution for DFL, and evaluates it in a bounded adversarial aerial reconnaissance scenario.
The publication considers several aerial vehicles that collaborate to train models for enemy
vehicle detection without relying on a central coordinating server. This setting is demanding
because participants are mobile, communication links may be unstable, and adversaries
may affect both the operational context and the collaborative learning process [20]. The
main result of this publication is that situational awareness can be integrated into DFL to
support decentralized reliability decisions during collaborative training.

Flighter incorporates contextual, operational, and model-related information into the
defense process. Its defense module combines model similarity with situational-awareness
indicators: flight formation, geopositioning, interconnection behavior, and resource usage.
These indicators reflect limitations previously identified for DFL in dynamic and adversarial
settings, where participants may be mobile, communication links may be unstable, opera-
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tional behavior may deviate from expected patterns, and malicious contributions may affect
decentralized aggregation. The indicators are normalized and combined into a weighted
defense score that represents the estimated reliability of each participant. This score is eval-
uated against a dynamic threshold that adapts during training. Participants whose scores
exceed the threshold receive greater influence during decentralized aggregation, whereas
the aggregation weights of participants below the threshold are reduced. If low reliability
persists across multiple rounds, the corresponding connections may be severed to protect
the collaborative learning process. This design addresses 0.3 and contributes to answering
RQ2 by showing how a situational-awareness solution can support reliability-oriented de-
centralized aggregation in a dynamic and adversarial environment. Consequently, Flighter
is considered in this thesis to be a bounded contribution to robustness and adaptation in
adversarial DFL, rather than a general-purpose defense mechanism for every decentralized
federated setting.

The empirical results of [Article 2FIEEE_COMMAG] support O.4, further contributing to
RQ2. The publication evaluated Flighter in a simulated military aerial reconnaissance
scenario involving four SAR-equipped aircraft, several flight formations, and adversarial
conditions affecting geopositioning, trajectory behavior, and collaborative training. The
quantitative results reported in the paper correspond to the VGG16-based evaluation on
three SAR datasets: MSTAR for military ground targets [37], SAMPLE for measured and
synthetic SAR target pairs [38], and OpenSARShip for maritime SAR ship classification
[39]. The comparison was performed against a state-of-the-art DFL baseline that mirrored
the training process, model architecture, data processing, and federation rounds, but
excluded the defense module based on situational awareness. In the baseline reconnaissance
scenario, Flighter achieved Fl-score values of 95.8% on MSTAR, 97.5% on SAMPLE,
and 79.1% on OpenSARShip. Resource usage remained moderate in this configuration,
with CPU usage around 57% and RAM usage around 1.7 GB, while packet loss and
round times remained stable, around 0.7% packet loss and 5.3 s per round in the baseline
setting. Despite geopositioning deviations, Flighter maintained F1-score values of 91.8%
on MSTAR, 90.3% on SAMPLE, and 72.0% on OpenSARShip, with packet loss below 1%
and only slight increases in round time. The evaluation also reported F1-score values of
92.5%, 89.8%, and 70.1% under collision-course manipulation on MSTAR, SAMPLE, and
OpenSARShip, respectively. In contrast, adversarial data-poisoning scenarios yielded F1-
score values ranging from 52.1% to 90.1%, depending on the dataset and attack configuration.
These results should be interpreted in the context of the specific datasets, attacks, model
architecture, baseline, and simulation conditions reported in the publication.

The publication [Article BFELSEVIER_IF| addresses heterogeneous and multimodal DFL.
It examines collaborative learning scenarios in which participants present non-IID data
distributions, uneven availability of modalities, missing modalities, and communication con-
straints. To address these challenges, the publication proposes Modalis, a prototype-based
solution for multimodal DFL built around a communication-efficient prototype-exchange
protocol. Rather than transmitting complete model parameters or high-dimensional up-
dates, Modalis enables participants to exchange compact, modality-aware class prototypes
that summarize class-discriminative information learned from heterogeneous local data.
This design is central to the thesis because it connects two major challenges identified
in the survey: heterogeneity management and communication efficiency. In addition to
empirical validation, the publication provides theoretical support through a convergence
result and a communication-cost analysis, framing prototype exchange as a mechanism
that contributes to both multimodal collaborative learning and communication-efficient
decentralized collaboration.
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Beyond the communication protocol, Modalis incorporates mechanisms for handling
missing modalities, aligning multimodal representations, weighting modality contributions,
and fusing information under heterogeneous data availability. In particular, contextual
null embeddings provide substitute representations when a modality is absent, adaptive
gating adjusts the relevance of available modalities, and the multimodal fusion component
integrates partial information into a shared representation. These mechanisms are comple-
mented by representation-alignment objectives that encourage consistency between local
multimodal embeddings and exchanged prototypes. As a result, participants can benefit
from decentralized collaboration even when their local data are incomplete, statistically
skewed, or limited to a subset of the modalities available in the federation. This result
supports O.5 and contributes to answering RQ3 by showing that a prototype-based ap-
proach can be designed and evaluated for DFL with non-IID class distributions and missing
modalities across participants, without relying on a central entity to perform multimodal
fusion or handle missing modalities.

The experimental results reported in [Article[3FELSEVIER_IF|show improved performance
under heterogeneous multimodal DFL conditions. The evaluation considered four multi-
modal datasets: AVMNIST for audio-visual spoken digit recognition [40], CREMA-D for
audio-visual emotional speech analysis [41], UCI-HAR for human activity recognition using
accelerometer and gyroscope data [42], and CRISIS-MMD for image-text crisis event classi-
fication from social media [43]. Non-IID class skew was controlled through g € 1.0,0.5,0.1,
and missing-modality configurations were controlled through p,, € 0.0,0.25,0.5. The exper-
iments involved 20 clients connected through a static Erdés—Rényi graph with pgr = 0.9
for the main reported results, and Modalis was compared against a centralized upper
bound and several FL./DFL baselines, including FedAvg, FedProto, FediInMM, CreamFL,
PmcmFL, FedMAC, and MFCPL [31], 28], 29, [34]. Under high heterogeneity, the article
reports a relative Fl-score gain of up to approximately 4.0% over the next-best competing
method. The results also show that performance degradation increases as label skew
and missing information become more severe, although Modalis generally exhibits smaller
relative performance losses than the compared methods.

A particularly relevant result concerns clients with only one available modality. In
the most challenging configuration analyzed in the article, Modalis supported cross-modal
knowledge transfer for unimodal clients, achieving an F1 score of 82.1% on AVMNIST
for image-only clients, corresponding to a 19.9% relative gain over FedAvg. This result
suggests that prototype exchange can help decentralized participants benefit from knowledge
associated with modalities not locally available, although this interpretation remains
contingent on the datasets, modality configurations, baselines, and experimental assumptions
documented in the publication. The article also reports a cross-dataset transferability
analysis in which an AVMNIST-tuned Modalis configuration incurred only modest F1-score
decreases on CREMA-D, UCI-HAR, and CRISIS-MMD while retaining the best absolute
scores among the compared methods. These results support robustness to hyperparameter
transfer under the evaluated conditions, but they do not imply zero-shot generalization
across incompatible datasets.

Modalis also supports O.6 and contributes to answering RQ4, through its communication-
efficiency results. In the computation-intensive AVMNIST configuration with high label
skew and missing modalities, Modalis reported an average communication cost of approxi-
mately 0.11 MB per client message and an F1 score of 83.4%. This communication payload
is more than 40x smaller than that of communication-heavy methods such as FedAvg and
PmcmFL, which transmit around 4.75-4.80 MB per round. This result is central to the
thesis because communication efficiency is a structural requirement for DFL: in decentralized
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settings, excessive exchange of model parameters may limit scalability, increase latency, or
reduce applicability in resource-constrained scenarios. The resource analysis also reported
approximately 44% CPU utilization, 70% GPU utilization, and 31% RAM utilization on
the evaluation node, placing Modalis close to advanced multimodal FL baselines in terms
of computational footprint.

Taken together, the three publications provide the analytical and empirical basis for
addressing the doctoral problem from complementary perspectives. [Arficle [IFTEEE_COMST]
establishes the conceptual structure of DFL and identifies the challenges that motivate the
subsequent technical work. [Article P TEEE_COMMAG| demonstrates, in a bounded adversarial
aerial reconnaissance scenario, how situational awareness can support reliability-oriented
decentralized aggregation amid mobility, communication instability, and adversarial be-
havior. [Article |3FELSEVIER_IF| shows how multimodal prototype exchange can support
collaborative learning under non-IID data, missing modalities, and communication con-
straints. These results connect the foundational characterization of DFL with two targeted
technical responses to robustness, heterogeneity, and communication-efficiency challenges
in decentralized federated environments.

5 Conclusions and future work

This PhD thesis has studied how to advance DFL toward more robust collaborative learning
in heterogeneous, adversarial, and communication-constrained environments through three
core journal publications that address four complementary research questions. RQ1
examined the fundamentals, frameworks, application scenarios, metrics, limitations, and
challenges that define DFL. RQ2 focused on how reliability and robustness can be reinforced
against adversarial behavior, operational perturbations, and potentially compromised nodes.
RQ3 addressed decentralized multimodal learning under non-I1D data and missing-modality
conditions, while RQ4 examined the effect of efficient information-exchange mechanisms
on communication cost and collaborative learning performance. These questions were
addressed through three complementary contributions: a foundational characterization
of DFL [Article [IF TEEE_COMST} a solution based on situational awareness evaluated in
a bounded adversarial scenario [Article PFTEEE_COMMAGE and a prototype-based solution
for heterogeneous multimodal DFL [Article [BF ELSEVIER_IF} Together, these contributions
support the central argument of the thesis: DFL can reduce some structural limitations of
CFL, but its practical adoption requires mechanisms specifically designed for decentralized,
heterogeneous, dynamic, and potentially adversarial environments.

With respect to RQ1, the thesis concludes that DFL constitutes a specific form of
collaborative learning that reduces the need to share raw data, in which the absence
of a central aggregation entity changes how coordination, communication, aggregation,
trust, and evaluation must be designed. The analysis conducted in [Article [IFIEEE_COMST]
shows that decentralization redistributes responsibilities across the federation, including
communication, aggregation, topology management, robustness, privacy, trust distribution,
and performance assessment. This contribution addresses 0.1 and O.2 by organizing the
main foundations of DFL and identifying the limitations, trends, lessons learned, and open
challenges that motivate the development of robust, adaptive, and communication-efficient
mechanisms for heterogeneous and dynamic environments.

For RQ2, the thesis concludes that, within the bounded adversarial conditions evaluated,
combining model-related information with contextual and operational awareness can support
reliability-oriented decentralized aggregation and improve robustness against the considered
perturbations. The contribution developed in [Article [2F-TEEE_COMMAG| proposed Flighter
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as a technical solution for dynamic and adversarial DFL scenarios. By incorporating
indicators such as model similarity, flight formation, geopositioning, resource usage, and
interconnection rate, Flighter supports reliability-oriented aggregation decisions without
relying on a central supervisor. Its evaluation in a bounded SAR-based aerial reconnaissance
scenario indicates that situational awareness can support decentralized robustness under
the adversarial conditions considered. This contribution addresses 0.3 and 0.4, while
keeping the military setting as an evaluation scenario rather than the general thematic
scope of the thesis.

Regarding RQ3 and RQ4, the thesis concludes that prototype-based knowledge ex-
change is a suitable mechanism for supporting decentralized multimodal learning under
non-I1ID data and missing-modality conditions, while reducing communication costs in the
evaluated settings. The contribution reported in [Arficle [3FELSEVIER_IF] proposed Modalis,
a prototype-based technical solution that replaces full model-parameter exchange with
compact, modality-aware class prototypes. These representations allow participants to
share discriminative knowledge with neighboring clients while supporting missing-modality
handling, representation alignment, modality weighting, and multimodal information fusion.
The reported results indicate that Modalis improves collaborative learning in the heteroge-
neous configurations evaluated and reduces communication costs compared to full-model
exchange approaches. This contribution addresses O.5 and O.6 by linking the management
of multimodal heterogeneity to communication-efficient decentralized collaboration.

The scope of the thesis is also defined by several limitations. First, the foundational
analysis conducted in [Article[IFTEEE_COMST]|is necessarily time-bound, since DFL is an active
research area in which new frameworks, optimization strategies, privacy mechanisms, and
application scenarios continue to emerge. Moreover, although the work examined security
and privacy as fundamental dimensions of DFL, it did not provide a dedicated threat-
centric analysis of adversaries, attack surfaces, and attack—defense relationships, which have
subsequently received more specialized attention [8]. Its taxonomy, trends, lessons learned,
and open challenges should therefore be understood as a structured characterization of
the field at the time of publication, rather than as a definitive or exhaustive description
of DFL. Second, the two technical contributions, [Article 2-TEEE_COMMAG| and [Article [3H
were evaluated in controlled evaluation settings, which support analytical
clarity and reproducibility but limit direct generalization to operational deployments. In
the case of Flighter, the main limitations concern external validity beyond the simulated
setting, scalability to larger and more heterogeneous federations, and coverage of additional
adversarial strategies, communication regimes, and operational disturbances. In the case of
Modalis, the main limitations concern benchmark-driven evaluation, controlled heterogeneity
generation, and predefined assumptions about decentralized communication. Further
validation would be needed to assess its behavior under naturally heterogeneous data
streams, dynamic topologies, heterogeneous device capabilities, energy constraints, and
real edge-network conditions. Finally, although prototype exchange reduces communication
costs by avoiding transmission of full model parameters, compact representations should
not be interpreted as providing formal privacy protection on their own. A dedicated privacy
analysis, which could include differential privacy, secure aggregation, or leakage assessment
mechanisms, remains outside the empirical scope of this thesis. These limitations delimit the
methodological and empirical conditions under which the conclusions should be interpreted.

The results of this thesis open up several lines for future research. A first direction is to
evaluate DFL solutions under deployment conditions that are closer to those expected in real
decentralized systems. The evaluations conducted in this thesis provide controlled evidence
on specific adversarial and heterogeneous settings, but real deployments may involve larger
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numbers of participants, dynamic neighborhood relationships, intermittent availability,
heterogeneous computational capabilities, and unstable communication links. These factors
should not be treated as isolated sources of degradation, as changes in topology, participant
availability, communication quality, and device resources may jointly affect convergence,
robustness, and communication efficiency. Future work should therefore examine how DFL
mechanisms behave when these constraints evolve simultaneously during training, especially
in edge-oriented and mobile collaborative environments where the federation cannot be
assumed to remain stable over time.

The second direction concerns extending situational awareness as a reliability mechanism
for decentralized collaboration. In Flighter, contextual and operational indicators are used to
support reliability-oriented aggregation decisions under bounded adversarial conditions. A
relevant next step is to study how such indicators should be selected, weighted, updated, and
validated when the operating context changes or when the available contextual information
is incomplete, noisy, or potentially manipulated. Addressing this research direction requires
moving beyond the specific indicators and assumptions evaluated in the thesis to examine
whether the reliability scores remain meaningful when participants differ in mobility
patterns, communication quality, computational resources, and behavioral consistency.
Future research should also analyze how much contextual information is needed to improve
robustness without introducing excessive communication overhead or new attack surfaces.

A third line of future work is the formal privacy analysis of prototype-based DFL. Modalis
reduces communication costs by exchanging compact, modality-aware class prototypes
instead of full model parameters, but these compact representations should not be assumed
to provide privacy guarantees on their own. Prototypes may still encode information
about local class distributions, feature representations, or patterns of modality availability,
especially when clients have small or highly skewed datasets. Future research should
quantify the potential leakage associated with prototype exchange and study privacy-
preserving mechanisms specifically adapted to decentralized prototype learning. Such
research may include differential privacy mechanisms, privacy-aware prototype construction,
secure aggregation among neighboring nodes, or empirical leakage assessment methods that
evaluate what an adversary could infer from the exchanged representations.

In summary, this PhD thesis advances the study of robust DFL in heterogeneous
environments through a coherent sequence of analytical and technical contributions. The
thesis shows that DFL can reduce dependence on a central aggregation entity while also
demonstrating that its practical adoption requires mechanisms designed for the challenges
introduced by decentralization. By characterizing the field, designing and evaluating
a situational-awareness-based technical solution for bounded adversarial scenarios, and
developing a prototype-based technical solution for heterogeneous multimodal learning, the
thesis contributes to a precise and empirically grounded understanding of how DFL can
evolve toward robust, adaptive, and communication-efficient collaborative learning.

XX PhD Thesis — Enrique Toméas Martinez Beltran



Resumen

1 Introduccién y motivacion

La creciente distribuciéon de los datos, la computacién y la toma de decisiones a través de
las infraestructuras digitales modernas han transformado el diseno, el entrenamiento y el
despliegue de modelos de Aprendizaje Automatico (ML). Los entornos conectados actuales
ya no estan compuestos tnicamente por sistemas aislados ni por repositorios centralizados
de datos. Cada vez implican a més participantes, organizaciones, dispositivos, sensores y
nodos frontera (edge) que generan y procesan informacion localmente. Esta evolucion es
particularmente relevante en el Internet de las Cosas (IoT) y en otros entornos distribuidos,
donde los datos se generan, se procesan y estan gobernados por multiples participantes
en contextos industriales, sanitarios, vehiculares, tacticos y ciberfisicos, entre otros. En
estos escenarios, los datos estan distribuidos de forma natural y centralizarlos puede
resultar impracticable, costoso o indeseable debido a restricciones técnicas, regulatorias, de
privacidad u operativas [I], 2]. En este contexto, la capacidad de extraer conocimiento a
partir de fuentes de informacién distribuidas es esencial para apoyar la monitorizacién, la
automatizacion y la toma de decisiones basadas en datos. Sin embargo, la diversidad de
participantes y el dinamismo del entorno aumentan la complejidad de construir sistemas
de aprendizaje fiables, eficientes y compatibles con la propiedad local de los datos. Estas
restricciones motivan mecanismos de aprendizaje que operen cerca del proceso que genera los
datos y que, al mismo tiempo, permitan a los participantes beneficiarse del entrenamiento
colaborativo de modelos.

La Inteligencia Artificial (IA), y particularmente ML, se ha convertido en un mecanismo
fundamental para explotar el valor de los datos distribuidos. No obstante, los enfoques
convencionales de ML suelen asumir que los datos pueden recopilarse, transferirse y proce-
sarse en una infraestructura centralizada. Esta suposicién resulta cada vez mas dificil de
mantener cuando los participantes estan geograficamente distribuidos, los datos pueden ser
sensibles, los dispositivos operan con recursos computacionales o energéticos limitados, y los
enlaces de comunicacion son inestables o intermitentes [3]. En tales casos, transferir todos
los datos locales a una ubicacién central puede implicar restricciones técnicas y organizativas.
Puede aumentar los costes de comunicacién y la latencia, exponer informacién sensible y
crear dependencias de gobernanza u operativas respecto a una unica infraestructura [4, [].
Estas limitaciones son mas pronunciadas cuando los datos se generan de forma continua en
el edge o cuando los participantes pertenecen a distintos dominios administrativos. Por
consiguiente, el problema pasa de entrenar modelos precisos de forma aislada a disenar
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mecanismos de aprendizaje colaborativo que exploten la informacién local sin asumir que
todos los datos pueden agregarse en un tinico punto para su procesamiento.

El Aprendizaje Federado (FL), propuesto originalmente por Google en 2016, surgio
como un paradigma de aprendizaje colaborativo disenado para apoyar el entrenamiento de
modelos con preservacién de la privacidad sin necesidad de almacenar datos sin procesar
en un dnico punto central [6]. En FL, los participantes entrenan modelos con sus datos
locales e intercambian informacién sobre los modelos en lugar de conjuntos de datos brutos.
Este enfoque permite desarrollar capacidades de aprendizaje compartido manteniendo los
datos almacenados localmente, lo cual es particularmente relevante para el ML distribuido y
consciente de la privacidad. La configuracién méas comtn de FL ha seguido tradicionalmente
una arquitectura centralizada, en la que un servidor coordina el proceso de entrenamiento,
recibe actualizaciones locales de los modelos, las agrega y redistribuye el modelo global
resultante [4]. En consecuencia, el Aprendizaje Federado Centralizado (CFL) se ha con-
vertido en un enfoque ampliamente estudiado, con un extenso trabajo sobre optimizacion,
comunicacién, privacidad, personalizacién, robustez y diseno de sistemas en multiples
dominios de aplicacion [5]. No obstante, la efectividad de CFL depende de que la entidad
coordinadora sea capaz de gestionar la comunicacién, la agregacién, la sincronizacién y la
cadena de confianza a lo largo de todo el proceso de entrenamiento.

Aunque sus ventajas lo hacen adecuado en determinadas circunstancias, CFL introduce
limitaciones estructurales que resultan criticas en varios escenarios reales. El servidor
central puede convertirse en un cuello de botella a medida que aumenta el ntimero de
participantes o el tamano de los modelos intercambiados. También puede convertirse en
un dnico punto de fallo cuando la entidad coordinadora falla, se sobrecarga, es atacada o
se desconecta [7, 8]. Ademas, la coordinacion centralizada concentra la confianza en una
sola entidad, lo que puede resultar inadecuado para entornos compuestos por participantes
auténomos, nodos moviles, diferentes dominios administrativos o infraestructuras en las que
no puede asumirse un coordinador estable y universalmente confiable [9]. Estas limitaciones
son particularmente evidentes en entornos distribuidos, méviles y tacticos, donde los enlaces
de comunicacién cambian con el tiempo y los participantes pueden necesitar operar con
conectividad parcial o con restricciones operativas. Bajo estas condiciones, la arquitectura
basada en un tnico servidor centralizado puede interrumpir la continuidad del proceso de
aprendizaje y reducir la capacidad del sistema para adaptarse a cambios en la topologia, los
recursos o la disponibilidad. Estas limitaciones justifican la investigaciéon sobre arquitecturas
alternativas de aprendizaje colaborativo en las que las responsabilidades de agregacion y
coordinacién no estén concentradas en una tnica entidad.

El Aprendizaje Federado Descentralizado (DFL) surge en este contexto como un
paradigma en el que los participantes colaboran sin depender de un servidor central
de agregacion. En lugar de enviar actualizaciones a un coordinador tnico, los partici-
pantes intercambian informacioén directamente entre si mediante comunicacién entre pares,
agregacion basada en vecinos, mecanismos de consenso o estrategias de coordinacién descen-
tralizada |7, [10]. Esta descentralizacion puede reducir la dependencia de una infraestructura
central determinada y mejorar la tolerancia a fallos, la escalabilidad y la resiliencia en
escenarios con conectividad intermitente o en los que no se puede garantizar la existencia de
un servidor central de confianza [8 [9]. Por tanto, DFL es especialmente valioso cuando los
participantes auténomos necesitan colaborar en condiciones distribuidas, con restricciones
de recursos y conectividad intermitente [I]. Sin embargo, la descentralizacion también
modifica las suposiciones del proceso de aprendizaje. Los participantes pueden tener solo
conocimiento parcial de la federaciéon, comunicarse con un conjunto limitado de vecinos
y tomar decisiones de agregacion a partir de la informaciéon disponible localmente. En
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consecuencia, DFL no es solo una variaciéon arquitectéonica de CFL, sino un paradigma
distinto de aprendizaje colaborativo con sus propios retos en los ambitos del sistema, la
comunicacion, la optimizaciéon y la seguridad.

La ausencia de un coordinador central cambia la naturaleza del problema de aprendizaje.
En CFL, responsabilidades como la agregaciéon, la sincronizacion, la coordinacion de
participantes, la evaluaciéon de la fiabilidad y, en algunos casos, la monitorizacién de la
seguridad suelen ser gestionadas por el servidor central. En DFL, estas responsabilidades
deben distribuirse, en cambio, entre los nodos participantes [I0]. Esta redistribucion
introduce nuevos retos relacionados con la gestién de la comunicacion, el disefio de topologias,
la convergencia, la robustez, la distribucién de la confianza, la privacidad, la seguridad y
la evaluacion del rendimiento [11]. El diseno de sistemas DFL requiere una consideracion
cuidadosa de aspectos como la coordinaciéon, la comunicacién, la agregacion, la evaluaciéon
de la fiabilidad, los criterios de evaluacién y los tipos de informacién intercambiada entre
los participantes. Ademas, la propia estructura de comunicacién se convierte en parte del
mecanismo de aprendizaje, ya que la topologia determina como se propaga el conocimiento
a través de la federacidon y cémo los sesgos locales pueden afectar a los participantes vecinos.
Por esta razoén, el valor de DFL no reside meramente en eliminar un servidor central, sino
en proporcionar mecanismos que permitan a participantes descentralizados colaborar de
forma fiable bajo condiciones realistas.

Una primera implicacién de esta redistribucion concierne a la fiabilidad y la robustez.
Dado que los participantes de DFL toman decisiones de comunicacién y agregaciéon basadas
en informacién localmente disponible, el sistema debe preservar el aprendizaje colaborativo
incluso cuando algunos nodos no son fiables, las condiciones de comunicacién varian o las
actualizaciones intercambiadas pueden verse afectadas por un comportamiento adversarial.
Los participantes pueden verse afectados por fallos de comunicacién, movilidad, perturba-
ciones operativas o comportamiento comprometido [I2]. En arquitecturas centralizadas,
un servidor puede apoyar tareas de monitorizacion, filtrado o coordinacién. En DFL, sin
embargo, no existe una autoridad central con una visién global de la federacion, y la
superficie de ataque se redistribuye mediante los procesos de comunicacién y agregaciéon
[13, 14]. Esta falta de supervision centralizada incrementa la necesidad de mecanismos
descentralizados capaces de estimar la fiabilidad de la informacién intercambiada, de re-
ducir la influencia de contribuciones potencialmente dafinas y de preservar el aprendizaje
colaborativo en condiciones adversas [I5], [16]. Por tanto, la robustez en DFL depende no
solo del algoritmo de aprendizaje, sino también de la interaccion entre la topologia, la
comunicacion, el comportamiento de los participantes y los criterios utilizados para aceptar,
ponderar o descartar la informacién. La naturaleza distribuida de la federacién amplifica
estos problemas, ya que un participante comprometido o poco fiable puede influir en sus
vecinos y, posteriormente, afectar a otras partes de la red.

En entornos DFL dindmicos y adversariales, la robustez no puede evaluarse tinicamente
por la consistencia de las actualizaciones del modelo. La fiabilidad de una contribucion
también puede depender del contexto operacional en el que se genera, incluyendo la es-
tabilidad de la comunicacion, la disponibilidad de recursos, la movilidad, las condiciones
de sensorizacién y el comportamiento potencialmente comprometido. Estos factores son
particularmente relevantes porque los enfoques actuales de DFL siguen ofreciendo un apoyo
limitado para escenarios en los que la movilidad, las comunicaciones no fiables, el compor-
tamiento adversarial y la agregacion descentralizada deben gestionarse conjuntamente [17].
La conciencia situacional, entendida tradicionalmente como la percepcién, comprension y
proyeccion de elementos relevantes en un entorno cambiante, proporciona una base con-
ceptual para conectar la evidencia a nivel de modelo con la informacién contextual en la
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colaboracion descentralizada [I8]. Desde esta perspectiva, un DFL robusto requiere mecan-
ismos conscientes de la fiabilidad que evalien la informacién intercambiada no solo por su
comportamiento en los procesos de aprendizaje, sino también por las condiciones en las que
los participantes interacttian. Los escenarios tacticos y orientados a la defensa constituyen
un ejemplo claro de estas condiciones, ya que combinan la colaboraciéon descentralizada
con la movilidad, las limitaciones de comunicacién, la incertidumbre operativa y un com-
portamiento potencialmente adversarial [19]. Dentro de esta categoria, el reconocimiento
aéreo militar resulta particularmente relevante, puesto que los UAV y otros vehiculos aéreos
militares pueden necesitar realizar conjuntamente tareas de sensorizacidén, computacion,
comunicacion y aprendizaje mientras cambian de posicién, operan con conectividad inter-
mitente y se enfrentan a acciones hostiles que afectan tanto a las condiciones de la misién
como al propio proceso de entrenamiento colaborativo [20, 2I]. Por tanto, este &mbito
proporciona un escenario acotado pero exigente en el que la fiabilidad del DFL puede
examinarse tanto desde la perspectiva del modelo como desde la operativa.

Un segundo reto importante concierne a la heterogeneidad, que afecta tanto a los
nodos participantes como a los datos que poseen. Los entornos descentralizados reales rara
vez estdn compuestos por participantes con datos, recursos, conectividad o condiciones
operativas idénticos. Los dispositivos pueden diferir en recursos, conectividad, movilidad,
disponibilidad de datos locales y patrones de participacion a lo largo del tiempo [22]. Sus
conjuntos de datos también pueden seguir distribuciones que no sean independientes entre
si ni idénticas (non-IID), lo que significa que los participantes pueden observar diferentes
clases, distribuciones de caracteristicas, proporciones de etiquetas o patrones locales de datos
[11} 23]. Estas formas de heterogeneidad pueden afectar la estabilidad del entrenamiento, la
calidad de la agregacién, el comportamiento de los procesos de convergencia y el rendimiento
final del modelo |24, 22]. En CFL, un servidor central puede coordinar la participacion,
aplicar reglas globales de agregacién o monitorizar el comportamiento de las actualizaciones
locales. En DFL, estas responsabilidades estan distribuidas y el efecto de la heterogeneidad
puede propagarse a través de vecindarios locales. Por esta razén, DFL requiere mecanismos
que puedan operar bajo condiciones desiguales de recursos, distribuciones de datos sesgadas
y una visibilidad parcial de la federacion global.

La heterogeneidad se vuelve atin més compleja cuando los escenarios de aprendizaje
involucran miltiples modalidades de datos. Muchas aplicaciones no dependen de una
unica fuente de informacién, sino que combinan imagenes, audio, texto, mediciones de
sensores, telemetria, senales estructuradas u otras formas de datos |25, 26]. En entornos
descentralizados, no todos los participantes necesariamente tienen acceso a las mismas
modalidades. Algunos clientes pueden observar solo una modalidad, otros pueden tener
muestras multimodales completas y otros pueden experimentar modalidades ausentes en
parte de sus datos locales [27]. Esta situacion plantea un reto significativo, ya que el
conocimiento debe intercambiarse y fusionarse sin asumir una disponibilidad homogénea
de datos entre los participantes. Cuando las modalidades estdn ausentes o distribuidas de
manera desigual, los mecanismos convencionales basados en el intercambio de parametros
completos del modelo pueden volverse ineficientes o insuficientemente adaptados a la
estructura del problema [28, 29]. Ademas, el aprendizaje multimodal requiere no solo
la agregacion, sino también la alineacién de representaciones, la fusiéon de modalidades
y la capacidad de preservar informacién discriminativa entre clientes con observaciones
locales distintas. Por esta razén, el DFL multimodal requiere estrategias de comunicaciéon y
aprendizaje capaces de representar informacién til incluso cuando los datos locales son
incompletos, estan estadisticamente desbalanceados y estan distribuidos entre participantes
con diferentes capacidades de sensorizacion [30]. Este requisito motiva mecanismos de
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comunicacion a nivel de representaciéon que no dependan exclusivamente del intercambio de
pardmetros completos del modelo o gradientes.

El aprendizaje basado en prototipos ha ganado atencién en este contexto porque las
representaciones compactas, a nivel de clase o conscientes de la modalidad, pueden facilitar
el intercambio de conocimiento al tiempo que reducen la carga de comunicacién asociada
a las actualizaciones de modelos de alta dimensionalidad. En CFL, el intercambio de
prototipos se ha utilizado para mitigar la heterogeneidad de datos mediante el intercambio
de representaciones abstractas de clases en lugar de gradientes o de parametros completos
[31,[32]. En entornos descentralizados, también se ha explorado el intercambio de prototipos
para reducir la sobrecarga de comunicaciéon y mejorar la consistencia del modelo entre
clientes vecinos [33]. Para FL multimodal, se han propuesto mecanismos de prototipos
cross-modal para abordar condiciones severas de ausencia de modalidades y desalineacién
de representaciones [34], mientras que la ausencia parcial de modalidades ha motivado
estrategias especificas de agregacion y regularizacion en sistemas federados [35]. Estos
desarrollos permiten la integracién de datos heterogéneos, el intercambio de conocimiento a
nivel de representacién y la colaboracion eficiente desde el punto de vista de las comuni-
caciones, sin requerir el intercambio sisteméatico de los pardametros completos del modelo.
También ilustran una direccién de investigaciéon mas amplia en la que la informacion inter-
cambiada durante la federaciéon puede consistir en representaciones compactas que codifican
conocimiento discriminante. Esta perspectiva es central para DFL, donde la comunicacién
ocurre entre los participantes, y reducir el consumo de red puede ser necesario para sostener
la colaboracion en condiciones de recursos limitados.

En general, la literatura sugiere que DFL es un paradigma relevante para el aprendizaje
colaborativo en entornos distribuidos, pero su adopcién practica sigue dependiendo de
un conjunto més amplio de retos fundacionales, metodologicos y operativos. Primero, el
campo necesita una comprension sistematica de sus fundamentos, incluyendo arquitecturas,
topologias, mecanismos de comunicacién, robustez, enfoques de seguridad y privacidad,
indicadores clave de rendimiento, marcos de trabajo, escenarios de aplicacién, tendencias y
retos abiertos [7), [I1]. Segundo, el aprendizaje descentralizado debe hacerse mas robusto
frente a condiciones adversariales y dindmicas, en las que no existe una autoridad central
con una vision completa de la federacién, y el comportamiento danino puede afectar tanto
a la comunicacion como a la agregacion [I5]. Tercero, los sistemas DFL deben abordar
la heterogeneidad estadistica, de recursos, comunicacional y multimodal, particularmente
cuando los clientes operan con distribuciones de datos non-IID, disponibilidad incompleta
de modalidades o diferentes capacidades de comunicacion [25]. Finalmente, se necesitan
mecanismos de comunicacion eficientes para hacer viable DFL en escenarios con recursos
limitados, donde el intercambio completo de modelos puede resultar costoso o ineficiente.

Con base en las consideraciones anteriores, esta tesis doctoral investiga como DFL puede
avanzar hacia un aprendizaje colaborativo robusto, adaptativo y eficiente en la comunicacién
en entornos heterogéneos. Estudia DFL como un paradigma que reduce la dependencia
de una entidad central de agregaciéon al tiempo que redistribuye las responsabilidades
de comunicacién, confianza, fiabilidad, robustez y evaluacién del rendimiento entre los
nodos participantes. Dentro del panorama de investigaciéon més amplio de DFL, la tesis
se centra en un subconjunto coherente de problemas: la caracterizacion fundacional del
campo, la fiabilidad descentralizada bajo condiciones adversariales y dinamicas acotadas, y
el aprendizaje eficiente en las comunicaciones bajo heterogeneidad estadistica y multimodal,
incluyendo distribuciones no IID y modalidades ausentes. Desde esta perspectiva, la tesis
esta guiada por las siguientes preguntas de investigacion:

e RQ1: ;Cuéles son los fundamentos, marcos de trabajo, escenarios de aplicacion,
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métricas, limitaciones y retos que definen el estado actual de DFL?

¢ RQ2: ;Como pueden reforzarse la fiabilidad y la robustez de DFL frente al com-
portamiento adversarial, las perturbaciones operativas y los nodos potencialmente
comprometidos?

¢ RQ3: ;Qué mecanismos pueden apoyar el aprendizaje multimodal descentralizado
bajo condiciones de datos non-IID y de modalidades ausentes, preservando al mismo
tiempo el rendimiento del aprendizaje colaborativo?

e RQ4: ;Coémo afectan los mecanismos de comunicaciéon eficientes al coste de dicha
comunicacion y al rendimiento del aprendizaje colaborativo en DFL en escenarios
multimodales heterogéneos?

2 Objetivos

El objetivo principal de esta tesis doctoral es avanzar DFL como paradigma para el
aprendizaje colaborativo robusto, adaptativo y eficiente desde el punto de vista de las
comunicaciones en entornos heterogéneos. Més especificamente, la tesis examina DFL como
un enfoque de aprendizaje descentralizado en el que los participantes colaboran sin un
agregador central, mientras se enfrentan a datos heterogéneos, condiciones de comunicacién
cambiantes y comportamientos potencialmente adversariales.

La tesis aborda tres aspectos complementarios de DFL, organizados en una progre-
sién conceptual que va desde la caracterizacion fundacional hasta las respuestas técnicas
especificas. En primer lugar, analiza los fundamentos de DFL, incluyendo arquitecturas,
topologias, mecanismos de comunicacién, enfoques de seguridad y privacidad, indicadores
de rendimiento, marcos de trabajo, escenarios de aplicacién, tendencias y retos abiertos.
Este analisis fundacional identifica los retos planteados por la descentralizacién y subraya la
necesidad de mecanismos que apoyen la fiabilidad, la robustez, la gestién de la heterogenei-
dad y la eficiencia de las comunicaciones. Sobre esta base, la tesis articula dos lineas técnicas
complementarias derivadas de los retos identificados en el estado del arte. La primera
linea examina la dimensiéon adversarial de DFL mediante el estudio de cémo la conciencia
situacional puede apoyar la fiabilidad descentralizada en escenarios dinamicos afectados por
perturbaciones operativas, ataques de comunicacién y ataques al proceso de aprendizaje
colaborativo. La segunda linea aborda la heterogeneidad estadistica y multimodal mediante
mecanismos de comunicacidén basados en prototipos, con especial atencién a distribuciones
de clases non-IID, modalidades ausentes y restricciones de eficiencia en la comunicacion.
Los siguientes objetivos especificos definen el alcance cientifico de la tesis e indican sus
preguntas de investigacién correspondientes:

O.1. Analizar el estado del arte actual relativo a DFL mediante una revision, anéalisis y
comparacion exhaustiva de sus fundamentos, arquitecturas, topologias, mecanismos de
comunicacion, enfoques de seguridad y privacidad, indicadores clave de rendimiento,
mecanismos de optimizacion, marcos de trabajo y escenarios de aplicacion (RQ1).

0.2. A partir de la caracterizaciéon establecida en O.1, identificar y evaluar criticamente
las principales limitaciones, brechas de investigacién, tendencias y retos abiertos en
DFL que evidencian la necesidad de mecanismos robustos, adaptativos y eficientes
desde el punto de vista de las comunicaciones en entornos federados descentralizados

(RQ1).
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0.3. Disenar y evaluar una solucién técnica para DFL en escenarios dindmicos y adversari-
ales, considerando informacién contextual y operacional para apoyar la fiabilidad a
nivel descentralizado (RQ2).

0.4. Evaluar la robustez de la solucion propuesta derivada de 0.3 frente a perturbaciones
operativas, ataques de comunicacién y ataques que afectan al proceso de aprendizaje
colaborativo en un escenario adversarial acotado (RQ2).

0.5. Disenar y evaluar una solucién técnica basada en prototipos para DFL con datos mul-
timodales heterogéneos, considerando distribuciones de clases non-IID y modalidades
ausentes entre los participantes (RQ3).

0.6. Evaluar la eficiencia de las comunicaciones y el rendimiento del aprendizaje colabora-
tivo en el intercambio de prototipos multimodales dentro de la solucién propuesta en
0.5, en comparacion con enfoques basados en el intercambio de pardmetros completos
del modelo o actualizaciones completas del modelo (RQ4).

3 Metodologia

Esta tesis doctoral se ha desarrollado mediante un enfoque cientifico que ha combinado una
revision exhaustiva del estado del arte, el diseno de soluciones técnicas y la evaluaciéon de
resultados a lo largo de etapas sucesivas de investigaciéon. Dado que la tesis se presenta
como un compendio de publicaciones, su metodologia se articula a través de tres articulos de
revista que examinan el mismo problema general desde angulos complementarios. El primer
articulo proporciona una caracterizacion fundacional de DFL y establece la base diagndstica
de la tesis mediante la identificacién de las principales limitaciones, tendencias y retos
abiertos del campo. A partir de este anélisis, se han seleccionado dos retos especialmente
relevantes para su posterior desarrollo técnico: la fiabilidad descentralizada bajo condiciones
adversariales y dindmicas, y el aprendizaje colaborativo bajo heterogeneidad estadistica
y multimodal. En conjunto, estas publicaciones conforman una secuencia metodologica
coherente que respalda el objetivo comtn de avanzar hacia un DFL robusto, adaptativo y
eficiente en términos de comunicaciéon en entornos heterogéneos.

La primera etapa abordé RQ1 y los objetivos O.1 y O.2, proporcionando una visién
estructurada de DFL como paradigma de investigacion emergente. Se llevd a cabo una
revision amplia de la literatura para identificar los aspectos que distinguen DFL de CFL,
incluyendo arquitecturas de federacion, topologias de red, mecanismos de comunicacion,
enfoques de seguridad y privacidad, indicadores clave de rendimiento, mecanismos de
optimizacién, marcos de trabajo y escenarios de aplicaciéon. La literatura revisada fue
categorizada y analizada para establecer la estructura conceptual del campo, identificar
mecanismos comunmente utilizados, comparar los marcos de trabajo disponibles y deter-
minar las tendencias, lecciones aprendidas y retos abiertos méas relevantes. Este analisis
proporcioné la terminologia, la taxonomia y la base analitica necesarias para comprender
por qué DFL necesita soluciones especificamente disenadas para entornos descentralizados,
dindmicos y heterogéneos. También estableci6 la etapa diagnostica de la tesis, ya que las
contribuciones técnicas posteriores se posicionan como respuestas a algunas de las limita-
ciones y oportunidades identificadas en este anéalisis fundacional. Estas consideraciones
dieron lugar a la primera publicacién de esta tesis doctoral, [Article [IFIEEE_COMSTL

Tras completar el anélisis del estado del arte e identificar las principales brechas
en DFL, la metodologia se centrd entonces en la dimensién adversarial del aprendizaje
descentralizado, abordando RQ2 y los objetivos O.3 y O.4. Esta transicién estuvo motivada
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por la necesidad de hacer DFL maés fiable y robusto en entornos descentralizados realistas,
donde la ausencia de un coordinador central desplaza la evaluaciéon de la fiabilidad, las
decisiones de agregacién y las respuestas a perturbaciones hacia los nodos participantes.
En esta etapa, la investigacion estudié cémo podia reforzarse DFL en escenarios dindmicos
en los que los participantes colaboran sin depender de una entidad coordinadora central
y en los que los comportamientos maliciosos o poco fiables pueden afectar al proceso de
aprendizaje. El reconocimiento aéreo militar se consideré un entorno de aplicacién ideal
para evaluar esta linea de investigacion, ya que combina participantes moviles, conectividad
cambiante, restricciones operativas predefinidas y posibles perturbaciones que afectan tanto
al contexto de la misiéon como al proceso de aprendizaje colaborativo. En consecuencia,
el diseno metodolégico combiné el modelado de amenazas, el desarrollo de una solucién
técnica basada en la conciencia situacional y una evaluacién empirica controlada, con
el fin de investigar si la informacién contextual, operativa y relacionada con el modelo
podia contribuir a una agregacién descentralizada orientada a la fiabilidad en condiciones
adversariales.

La evaluaciéon de esta segunda etapa se llevé a cabo en un escenario acotado de re-
conocimiento aéreo militar utilizando datos de radar de apertura sintética (SAR), cuatro
vehiculos aéreos y diversas formaciones de vuelo bajo condiciones adversariales que afectaban
tanto al contexto de la misiéon como al proceso de aprendizaje colaborativo. Este entorno
permiti6 evaluar si los indicadores contextuales y los relacionados con el modelo podian
apoyar la toma de decisiones de agregacion descentralizada cuando los participantes estaban
sujetos a restricciones de movilidad y comunicacién, perturbaciones operativas y compor-
tamientos potencialmente maliciosos [2I]. Al combinar estas condiciones en un escenario
controlado, esta etapa examind como la conciencia situacional puede utilizarse para reforzar
un DFL robusto y adaptativo bajo supuestos adversariales acotados. El trabajo resultante
dio lugar a la segunda publicacién de esta tesis doctoral, [Article 2FTEEE_COMMAGL

Una vez estudiadas las dimensiones adversariales y operacionales de DFL, la tercera
etapa metodoldgica se centrd en la heterogeneidad estadistica y multimodal en entornos
federados descentralizados, abordando RQ3, RQ4 y los objetivos 0.5 y O.6. Esta etapa
abord6 escenarios en los que los clientes difieren en sus distribuciones locales de datos,
las distribuciones de clases son non-IID y pueden faltar modalidades, mientras que el
intercambio de parédmetros del modelo o actualizaciones completas puede generar una
sobrecarga de comunicacion excesiva [30]. Para abordar este problema, se disefi6 una
solucién técnica basada en prototipos para DFL multimodal. La metodologia se baso en el
intercambio de representaciones compactas de clase conscientes de la modalidad, en lugar
de parametros completos del modelo o de gradientes, lo que permitié que los participantes
compartieran conocimiento con clientes vecinos de manera descentralizada, mientras se
reducia la sobrecarga de comunicacion [36]. En esta etapa, la robustez se caracterizo
principalmente por la capacidad de preservar el rendimiento del aprendizaje colaborativo
ante distribuciones heterogéneas de los datos de los clientes, la disponibilidad incompleta
de modalidades y los recursos de comunicacién limitados. Esta decision metodolégica
vincula directamente la gestion de la heterogeneidad con la eficiencia comunicacional, dos
dimensiones centrales para el objetivo general de la tesis.

El diseno metodolégico de esta tercera contribucién incorpord mecanismos para ges-
tionar modalidades ausentes, alinear representaciones, ponderar las contribuciones de las
modalidades y fusionar informaciéon multimodal en condiciones heterogéneas. También
incluy6 analisis teérico y validacién experimental. El componente teérico examind la conver-
gencia y los costes de comunicacién, mientras que el componente empirico evalué el enfoque
en benchmarks multimodales establecidos, configuraciones de datos non-I1ID, condiciones
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de modalidades ausentes y comparaciones frente a baselines federados y descentralizados
relevantes [29]. De este modo, la tercera etapa metodologica combing el disefio de modelo,
el intercambio descentralizado de conocimiento, el anélisis formal y la evaluaciéon empirica,
sin asumir la presencia de una entidad central de agregaciéon. Esta etapa dio lugar a la
tercera publicacion de esta tesis doctoral, [Article BFELSEVIER_LF

En general, estas etapas metodoldgicas forman un hilo narrativo coherente que vincula la
caracterizacion fundacional de DFL con dos dimensiones técnicas focalizadas: la fiabilidad
adversarial mediante la conciencia situacional y el aprendizaje multimodal heterogéneo
mediante el intercambio de prototipos eficiente en comunicaciones. Esta progresiéon propor-
ciona la base metodolégica para la siguiente seccidon, que sintetiza los resultados analiticos,
empiricos y teoéricos obtenidos de las tres publicaciones.

4 Resultados

Los resultados de esta tesis doctoral se sintetizan de acuerdo con los objetivos presentados
en la Seccion [2 Dado que la tesis se concibe como un compendio de publicaciones con una
memoria integradora, los resultados no se derivan de una tnica aproximacién experimental.
En su lugar, emergen de una secuencia coherente de tres contribuciones cientificas que
abordan el DFL desde perspectivas complementarias. La primera contribucién proporciona
la base fundacional y analitica de la tesis al ofrecer una caracterizacién sisteméatica de DFL.
Organiza el campo en torno a dimensiones arquitectonicas, de comunicacién, de seguridad,
de evaluacion y de aplicacion, e identifica tendencias, lecciones aprendidas y retos abiertos.
La segunda contribucién avanza desde el analisis conceptual hacia la evaluacién técnica
mediante el estudio de DFL en escenarios dinamicos y adversariales, utilizando una solucién
basada en la conciencia situacional. La tercera contribucién aborda el DFL heterogéneo
y multimodal mediante una solucién basada en prototipos disenada para operar bajo
distribuciones de datos non-II1D, modalidades ausentes y restricciones de comunicaciéon. En
conjunto, estos resultados respaldan el objetivo general de avanzar hacia un DFL robusto,
adaptativo y eficiente a nivel de comunicaciones en entornos heterogéneos.

La publicacion [Article [I[FIEEE_COMST] presenta un estudio exhaustivo de DFL y la base
conceptual necesaria para comprender el resto de la tesis. En la literatura revisada, la
publicaciéon también posicioné6 DFL como un tema que requiere un anélisis dedicado, en
lugar de abordarlo tinicamente como un tema subsidiario dentro de estudios més amplios
sobre CFL. El trabajo identificé y organizé los principales fundamentos que definen DFL
como paradigma de investigacion, incluidos las arquitecturas de federacién, las topologias
de red, los mecanismos de comunicacion, los enfoques de seguridad y privacidad, los
indicadores clave de rendimiento y los mecanismos de optimizaciéon. También revis6 los
marcos de trabajo disponibles, los escenarios de aplicacion, las tendencias actuales, las
lecciones aprendidas y los retos futuros. Esta contribucién es relevante porque establece
que DFL no puede entenderse tnicamente como la eliminacioén del servidor central del FL
clasico. En cambio, la descentralizacion redefine la distribucién de responsabilidades entre
los participantes e introduce nuevos retos de coordinacién, comunicacién, distribucién de
confianza, robustez, heterogeneidad y evaluacion del rendimiento.

El survey identificoé que DFL mitiga algunas limitaciones de CFL, particularmente
la dependencia de una entidad central de agregaciéon, la presencia de un punto tnico de
fallo y los cuellos de botella asociados a la coordinaciéon basada en servidor. Sin embargo,
también plantea retos técnicos especificos. Estos incluyen la necesidad de gestionar la
agregacion descentralizada, mantener la comunicacion entre los participantes, manejar datos
y dispositivos heterogéneos, definir topologias adecuadas, evaluar el rendimiento mediante
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KPIs apropiados y abordar cuestiones de seguridad y privacidad sin depender de una
autoridad central de confianza. Por tanto, un resultado central de [Article[IFIEEE_COMST] es
la identificaciéon de DFL como un paradigma cuya adopcién practica requiere mecanismos
especificamente diseniados para entornos descentralizados y heterogéneos, en lugar de
adaptaciones directas de los supuestos de CFL.

Esta primera contribuciéon respalda O.1 y O.2, que, conjuntamente, proporcionan
la base para responder RQ1. En relaciéon con O.1, ofrece un analisis estructurado del
estado del arte en DFL y define los elementos conceptuales y técnicos empleados a lo largo
de la tesis. Con respecto a O.2, identifica las limitaciones, tendencias y retos abiertos
que motivan las contribuciones técnicas posteriores. En particular, el survey explica por
qué la robustez, la adaptacion, la eficiencia a nivel de comunicaciones y la gestion de la
heterogeneidad son cuestiones centrales en DFL.

Los resultados de [Article [I-IEEE_COMST| contribuyen, ademés, al hilo narrativo global
de la tesis al identificar los principales escenarios de aplicaciéon en los que DFL puede
resultar relevante. Estos escenarios incluyen el sector sanitario, la Industria 4.0, los servicios
moviles, los entornos militares y los sistemas vehiculares, entre otros. La relevancia de estos
escenarios no radica solo en su diversidad, sino también en las restricciones recurrentes que
exponen: los datos estan distribuidos, la centralizaciéon puede ser inviable o impracticable,
los participantes pueden ser heterogéneos y las condiciones de comunicaciéon pueden variar
con el tiempo. En el contexto de esta tesis, este anélisis a nivel de escenarios sirve de
puente entre el survey fundacional y las contribuciones técnicas posteriores. Muestra que
los retos identificados en [Article [IFTEEE_COMST| pueden instanciarse en dos direcciones de
investigacion complementarias: la fiabilidad descentralizada bajo condiciones dindmicas
y adversariales, abordada en [Article 2FTEEE_COMMAG] y el aprendizaje eficiente a nivel de
comunicaciones ante la disponibilidad heterogénea de datos multimodales, abordado en
[Article [3F ELSEVIER_IF} Por esta razon, el escenario adversarial de reconocimiento aéreo
considerado en [Article[2FIEEE_COMMAG]y el escenario de aprendizaje multimodal heterogéneo
considerado en [Arficle [3FELSEVIER_IF| no se presentan como casos de estudio aislados, sino
como respuestas dirigidas a dos retos principales identificados en el analisis fundacional.

La publicacion [Article P TEEE_COMMAG] se centra en la robustez y la adaptaciéon de DFL
en escenarios dindmicos y adversariales. Propone Flighter, una solucién de conciencia
situacional para DFL, y la evaltia en un escenario adversarial acotado de reconocimiento
aéreo. La publicacion considera varias aeronaves que colaboran para entrenar modelos
de deteccion de vehiculos enemigos sin depender de un servidor central de coordinacion.
Este entorno es exigente porque los participantes son méviles, los enlaces de comunicacién
pueden ser inestables y los adversarios pueden afectar tanto el contexto operativo como
el proceso de aprendizaje colaborativo [20]. El resultado principal de esta publicacion es
que la conciencia situacional puede integrarse en DFL para apoyar la toma de decisiones
descentralizadas sobre la fiabilidad durante el entrenamiento colaborativo.

Flighter incorpora informacion contextual, operativa y relacionada con el modelo en
el proceso de defensa. Su modulo de defensa combina la similitud de los modelos con
indicadores de conciencia situacional: la formaciéon de vuelo, el geoposicionamiento, el
comportamiento de interconexioén y el uso de recursos. Estos indicadores reflejan limitaciones
previamente identificadas para DFL en entornos dindmicos y adversariales, en los que los
participantes pueden ser moviles, los enlaces de comunicacién pueden ser inestables, el
comportamiento operativo puede desviarse de los patrones esperados y las contribuciones
maliciosas pueden afectar a la agregacion descentralizada. Los indicadores se normalizan y
se combinan mediante una puntuacién de defensa ponderada que representa la fiabilidad
estimada de cada participante. Esta puntuacion se evaltia en funciéon de un umbral dindmico
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que se ajusta durante el proceso de entrenamiento. Los participantes cuyas puntuaciones
superan el umbral reciben una mayor influencia en la agregaciéon descentralizada, mientras
que se reducen los pesos de agregacion de quienes se sittan por debajo del umbral. Si
la baja fiabilidad persiste durante varias rondas, las conexiones correspondientes pueden
interrumpirse para proteger el proceso de aprendizaje colaborativo. Este diseno aborda
0.3 y contribuye a responder RQ2, al mostrar cémo una solucién basada en la conciencia
situacional puede favorecer una agregaciéon descentralizada orientada a la fiabilidad en un
entorno dinadmico y adversarial. En consecuencia, Flighter se considera en esta tesis una
contribucién acotada a la robustez y la adaptaciéon en DFL adversarial, y no un mecanismo
de defensa de proposito general aplicable a cualquier entorno federado descentralizado.

Los resultados empiricos de [Article PFTEEE_COMMAG] respaldan O.4 y, ademas, con-
tribuyen a RQ2. La publicacién evalu6 Flighter en un escenario simulado de reconocimiento
aéreo militar que involucraba cuatro aeronaves equipadas con SAR, varias formaciones de
vuelo y condiciones adversas que afectaban el geoposicionamiento, el comportamiento de la
trayectoria y el entrenamiento colaborativo. Los resultados cuantitativos reportados en el
articulo corresponden a la evaluacién basada en VGG16 sobre tres conjuntos de datos SAR:
MSTAR para objetivos terrestres militares [37], SAMPLE para pares de objetivos SAR
medidos y sintéticos [38], y OpenSARShip para la clasificacion de barcos maritimos mediante
SAR [39]. La comparacion se realizo frente a una linea base DFL del estado del arte que
replicaba el proceso de entrenamiento, la arquitectura del modelo, el procesamiento de
datos y las rondas de federacién, pero excluia el modulo de defensa basado en la conciencia
situacional. En el escenario base de reconocimiento, Flighter alcanzé valores de F1-score de
95.8% en MSTAR, 97.5% en SAMPLE y 79.1% en OpenSARShip. El uso de recursos se
mantuvo moderado en esta configuracion, con un uso de CPU alrededor del 57% y un uso de
RAM de alrededor de 1.7 GB, mientras que la pérdida de paquetes y los tiempos de ronda
se mantuvieron estables, alrededor de 0.7% de pérdida de paquetes y 5.3 s por ronda en la
configuracion base. A pesar de las desviaciones en el geoposicionamiento, Flighter mantuvo
valores de Fl-score de 91.8% en MSTAR, 90.3% en SAMPLE y 72.0% en OpenSARShip,
con una pérdida de paquetes inferior al 1% y solo ligeros aumentos en el tiempo de ronda.
La evaluacién también reporto valores de Fl-score de 92.5%, 89.8% y 70.1% al manipular
la trayectoria de colision en MSTAR, SAMPLE y OpenSARShip, respectivamente. Por el
contrario, los escenarios adversariales de envenenamiento de datos produjeron valores de
Fl-score que oscilaban entre 52.1% y 90.1%, dependiendo del dataset y de la configuracion
del ataque. Estos resultados deben interpretarse en el contexto de los datasets, ataques,
arquitectura de modelo, linea base y condiciones de simulacién especificos reportados en la
publicacion.

La publicacion [Article BFELSEVIER_IF| aborda el DFL heterogéneo y multimodal. Ex-
amina escenarios de aprendizaje colaborativo en los que los participantes presentan distribu-
ciones de datos non-IID, disponibilidad desigual de modalidades, modalidades ausentes y
restricciones de comunicaciéon. Para abordar estos retos, la publicaciéon propone Modalis,
una solucién basada en prototipos para DFL multimodal, construida en torno a un pro-
tocolo de intercambio de prototipos eficientes a nivel de comunicaciones. En lugar de
transmitir parametros completos del modelo o actualizaciones de alta dimensionalidad,
Modalis permite a los participantes intercambiar prototipos de clase compactos y con-
scientes de la modalidad que resumen informaciéon discriminativa de clases aprendida a
partir de datos locales heterogéneos. Este diseno es central para la tesis porque conecta dos
retos principales identificados en el survey: la gestion de la heterogeneidad y la eficiencia
de las comunicaciones. Ademas de la validaciéon empirica, la publicacién aporta soporte
teérico mediante un resultado de convergencia y un anélisis del coste de comunicacién,
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enmarcando el intercambio de prototipos como un mecanismo que contribuye tanto al
aprendizaje colaborativo multimodal como a la colaboracion descentralizada y eficiente a
nivel de comunicaciones.

Més alla del protocolo de comunicaciéon, Modalis incorpora mecanismos para manejar
modalidades ausentes, alinear representaciones multimodales, ponderar las contribuciones
de las modalidades y fusionar la informacién ante la disponibilidad heterogénea de datos.
En particular, los embeddings contextuales nulos proporcionan representaciones sustitutivas
cuando una modalidad esta ausente, el adaptive gating ajusta la relevancia de las modali-
dades disponibles y el componente de fusiéon multimodal integra informacién parcial en una
representaciéon compartida. Estos mecanismos se complementan con objetivos de alineacién
de representaciones que promueven la consistencia entre los embeddings multimodales locales
y los prototipos intercambiados. Como resultado, los participantes pueden beneficiarse de
la colaboracion descentralizada incluso cuando sus datos locales son incompletos, estan
sesgados estadisticamente o se limitan a un subconjunto de las modalidades disponibles en
la federacién. Este resultado respalda O.5 y contribuye a responder RQ3 al mostrar que
un enfoque basado en prototipos puede disenarse y evaluarse para DFL con distribuciones
de clases non-IID y modalidades ausentes entre participantes, sin depender de una entidad
central para realizar la fusiéon multimodal ni para manejar las modalidades ausentes.

Los resultados experimentales reportados en [Article |3FELSEVIER_IF| muestran una
mejora del rendimiento en condiciones de DFL multimodal heterogéneo. La evaluacién
consider6 cuatro datasets multimodales: AVMNIST para reconocimiento audiovisual de
digitos hablados [40], CREMA-D para analisis audiovisual de habla emocional [4I], UCI-
HAR para reconocimiento de actividad humana mediante datos de acelerémetro y giroscopio
[42], y CRISIS-MMD para clasificacién de eventos de crisis en redes sociales mediante
imagen-texto [43]. El sesgo de clases non-I1ID se control6 mediante 5 € 1.0,0.5,0.1, y
las configuraciones de modalidades ausentes se controlaron mediante p,, € 0.0,0.25,0.5.
Los experimentos involucraron a 20 clientes conectados mediante un grafo estatico de
Erdés—Rényi con pgr = 0.9 para los resultados principales reportados, y Modalis se
comparo frente a una cota superior centralizada y varias lineas base FL/DFL, incluidas
FedAvg, FedProto, FedInMM, CreamFL, PmcmFL, FedMAC y MFCPL [31], 28, 29| 34].
Bajo alta heterogeneidad, el articulo reporta una ganancia relativa de F1l-score de hasta
aproximadamente 4.0% sobre el siguiente método competidor con mejor rendimiento. Los
resultados también muestran que la degradaciéon del rendimiento aumenta a medida que
el sesgo de etiquetas y la informacion ausente se vuelven mas severos, aunque Modalis
generalmente presenta pérdidas relativas de rendimiento menores que las de los métodos
comparados.

Un resultado particularmente relevante se refiere a los clientes con una sola modalidad
disponible. En la configuracién mas desafiante analizada en el articulo, Modalis apoyd
la transferencia de conocimiento cross-modal para clientes unimodales, alcanzando un
Fl-score de 82.1% en AVMNIST para clientes con solo imagen, lo que corresponde a una
ganancia relativa del 19.9% sobre FedAvg. Este resultado sugiere que el intercambio de
prototipos puede ayudar a los participantes descentralizados a beneficiarse de conocimiento
asociado a modalidades no disponibles localmente, aunque esta interpretacion sigue estando
condicionada por los datasets, las configuraciones de modalidades, las lineas base y los
supuestos experimentales documentados en la publicaciéon. El articulo también reporta un
analisis de transferibilidad entre datasets en el que una configuraciéon de Modalis ajustada
sobre AVMNIST incurrié solo en descensos modestos de F1-score en CREMA-D, UCI-HAR
y CRISIS-MMD, manteniendo al mismo tiempo las mejores puntuaciones absolutas entre
los métodos comparados. Estos resultados respaldan la robustez frente a la transferencia de
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hiperparametros bajo las condiciones evaluadas, pero no implican generalizacién zero-shot
entre datasets incompatibles.

Modalis también respalda O.6 y contribuye a responder RQ4 mediante sus resultados
sobre la eficiencia comunicacional. En la configuracion AVMNIST computacionalmente
intensiva con alto sesgo de etiquetas y modalidades ausentes, Modalis reporté un coste
medio de comunicaciéon de aproximadamente 0.11 MB por mensaje de cliente y un F1-score
de 83.4%. Esta carga de comunicacion es mas de 40x menor que la de métodos con
elevada carga de comunicaciones como FedAvg y PmcmFL, que transmiten alrededor de
4.75-4.80 MB por ronda. Este resultado es central para la tesis porque la eficiencia en
las comunicaciones es un requisito estructural para DFL: en entornos descentralizados, el
intercambio excesivo de pardmetros del modelo puede limitar la escalabilidad, aumentar la
latencia o reducir la aplicabilidad en escenarios con recursos limitados. El analisis de recursos
también reportd aproximadamente un 44% de utilizacion de CPU, un 70% de utilizacion de
GPU y un 31% de utilizaciéon de RAM en el nodo de evaluacion, situando a Modalis cerca
de lineas base avanzadas de FL multimodal en términos de huella computacional.

En conjunto, las tres publicaciones proporcionan la base analitica y empirica para
abordar el problema planteado desde perspectivas complementarias. [Article [[F TEEE_COMST]
establece la estructura conceptual de DFL e identifica los retos que motivan el trabajo
técnico posterior. [Article PFTEEE_COMMAG| demuestra, en un escenario adversarial acotado
de reconocimiento aéreo, cémo la conciencia situacional puede apoyar la agregacién de-
scentralizada orientada a la fiabilidad en medio de la movilidad, la inestabilidad de las
comunicaciones y el comportamiento adversarial. [Article B[ ELSEVIER_IF| muestra cémo
el intercambio de prototipos multimodales puede apoyar el aprendizaje colaborativo con
datos non-1ID, modalidades ausentes y restricciones de comunicacion. Estos resultados
conectan la caracterizacién fundacional de DFL con dos respuestas técnicas dirigidas a
los retos de robustez, heterogeneidad y eficiencia comunicacional en entornos federados
descentralizados.

5 Conclusiones y trabajo futuro

Esta tesis doctoral ha estudiado como avanzar DFL hacia un aprendizaje colaborativo
mas robusto en entornos heterogéneos, adversariales y restringidos por la comunicacion,
mediante tres publicaciones principales en revistas que abordan cuatro preguntas de inves-
tigaciéon complementarias. RQ1 examiné los fundamentos, marcos de trabajo, escenarios
de aplicacién, métricas, limitaciones y retos que definen el DFL. RQ2 se centré en cémo
la fiabilidad y la robustez pueden reforzarse frente al comportamiento adversarial, a las
perturbaciones operativas y a los nodos potencialmente comprometidos. RQ3 abordé el
aprendizaje multimodal descentralizado bajo condiciones de datos non-IID y modalidades
ausentes, mientras que RQ4 considero6 el efecto de los mecanismos eficientes de intercam-
bio sobre el coste de comunicacién y el rendimiento del aprendizaje colaborativo. Estas
preguntas se abordaron mediante tres contribuciones complementarias: una caracterizaciéon
fundacional del DFL [Article[I[ TEEE_COMST} una solucién basada en la conciencia situacional,
evaluada en un escenario adversarial acotado [Article [2FIEEE_COMMAG; v una solucién basada
en prototipos para el DFL multimodal heterogéneo [Article [3FELSEVIER_IF| En conjunto,
estas contribuciones respaldan el argumento central de la tesis: el DFL puede mitigar
algunas limitaciones estructurales del CFL, pero su adopciéon practica requiere mecanismos
disenados especificamente para entornos descentralizados, heterogéneos y dindmicos, en los
que participan actores potencialmente adversariales.

Con respecto a RQ1, la tesis concluye que el DFL constituye una forma especifica
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de aprendizaje colaborativo que reduce la necesidad de compartir datos sin procesar, en
la que la ausencia de una entidad central de agregacién cambia la manera en que deben
disenarse la coordinacién, la comunicacién, la agregacion, la confianza y la evaluacién. El
anélisis realizado en [Article [IFTEEE_COMST| muestra que la descentralizacién redistribuye
responsabilidades a lo largo de la federacion, incluyendo la comunicacién, la agregacion,
la gestion de la topologia, la robustez, la privacidad, la distribucién de la confianza y la
evaluaciéon del rendimiento. Esta contribucién aborda O.1 y O.2 al organizar los principales
fundamentos del DFL e identificar las limitaciones, tendencias, lecciones aprendidas y retos
abiertos que motivan el desarrollo de mecanismos robustos, adaptativos y eficientes en
comunicaciéon para entornos heterogéneos y dindmicos.

Para RQ2, la tesis concluye que, dentro de las condiciones adversas acotadas evaluadas,
la combinacion de informacion relacionada con el modelo con el conocimiento del contexto y
del funcionamiento puede favorecer una agregacion descentralizada orientada a la fiabilidad
y mejorar la robustez frente a las perturbaciones consideradas. La contribucién desarrollada
en [Article PFTEEE_COMMAG| propuso Flighter como soluciéon técnica para escenarios DFL
dinamicos y adversariales. Al incorporar indicadores como la similitud del modelo, la
formacién de vuelo, el geoposicionamiento, el uso de recursos y la tasa de interconexion,
Flighter apoya la toma de decisiones de agregacion orientadas a la fiabilidad sin depender de
un supervisor central. Su evaluacion en un escenario acotado de reconocimiento aéreo basado
en SAR indica que la conciencia situacional puede apoyar la robustez descentralizada bajo las
condiciones adversariales consideradas. Esta contribucién aborda O.3 y 0.4, manteniendo
el entorno militar como escenario de evaluacién en lugar del alcance tematico general de la
tesis.

En relacién con RQ3 y RQ4, la tesis concluye que el intercambio de conocimiento
basado en prototipos es un mecanismo adecuado para apoyar el aprendizaje multimodal
descentralizado bajo condiciones de datos non-IID y con modalidades ausentes, reduciendo
al mismo tiempo los costes de comunicacion en los escenarios evaluados. La contribucién
presentada en |Article |3FELSEVIER_IF| propuso Modalis, una solucién técnica basada en
prototipos que sustituye el intercambio completo de pardmetros del modelo por prototipos
de clase compactos y conscientes de la modalidad. Estas representaciones permiten a
los participantes compartir conocimiento discriminativo con clientes vecinos, al tiempo
que facilitan la gestion de modalidades ausentes, el alineamiento de representaciones,
la ponderacién de modalidades y la fusiéon de informaciéon multimodal. Los resultados
reportados indican que Modalis mejora el aprendizaje colaborativo en las configuraciones
heterogéneas evaluadas y reduce los costes de comunicacién en comparaciéon con enfoques
basados en el intercambio de modelos completos. Esta contribucion aborda O.5 y O.6 al
vincular la gestion de la heterogeneidad multimodal con la colaboraciéon descentralizada y
eficiente en la comunicacion.

El alcance de la tesis también queda definido por varias limitaciones. En primer lugar,
el analisis fundacional realizado en [Article [If TEEE_COMST]| est4 necesariamente limitado
temporalmente, dado que DFL es un area de investigaciéon activa en la que contintian
surgiendo nuevos marcos de trabajo, estrategias de optimizacién, mecanismos de privacidad
y escenarios de aplicacion. Ademaés, aunque el trabajo examiné la seguridad y la privacidad
como dimensiones fundamentales del DFL, no realiz6é un analisis especifico centrado en los
adversarios, las superficies de ataque y las relaciones entre ataques y defensas, aspectos que
posteriormente han recibido una atencién méas especializada [8]. Por tanto, su taxonomia,
tendencias, lecciones aprendidas y retos abiertos deben entenderse como una caracterizaciéon
estructurada del campo en el momento de la publicacién, y no como una descripciéon

definitiva o exhaustiva del DFL. En segundo lugar, las dos contribuciones técnicas,
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[TEEE_COMMAG] y [Article [3F ELSEVIER_IF]} fueron evaluadas en condiciones controladas, lo que
favorece la claridad analitica y la reproducibilidad, pero limita su generalizacién directa
a despliegues operativos. En el caso de Flighter, las principales limitaciones se centran
en la validez externa mas alla del entorno simulado, la escalabilidad a federaciones més
grandes y mas heterogéneas, y la cobertura de estrategias adversariales, regimenes de
comunicacién y perturbaciones operativas adicionales. En el caso de Modalis, las principales
limitaciones se refieren a la evaluacion basada en benchmarks, la generaciéon controlada
de heterogeneidad y las suposiciones predefinidas sobre la comunicaciéon descentralizada.
Seria necesaria una validaciéon adicional para evaluar su comportamiento ante flujos de
datos naturalmente heterogéneos, topologias dinamicas, capacidades heterogéneas de los
dispositivos, restricciones energéticas y condiciones reales de red edge. Finalmente, aunque
el intercambio de prototipos reduce los costes de comunicacién al evitar la transmisién de
los pardmetros completos del modelo, las representaciones compactas no deben interpretarse
como una proteccién formal de la privacidad por si mismas. Un anélisis dedicado a la
privacidad, que podria incluir privacidad diferencial, agregacién segura o mecanismos de
evaluacion de la fuga de informacién, queda fuera del alcance empirico de la presente
tesis. Estas limitaciones condicionan, en cierto modo, las aproximaciones metodologicas y
empiricas a partir de las cuales deben interpretarse las conclusiones.

Los resultados de esta tesis abren varias lineas de investigacion futuras. Una primera
direccién es evaluar soluciones DFL bajo condiciones de despliegue més cercanas a las
esperadas en sistemas descentralizados reales. Las evaluaciones realizadas en esta tesis
proporcionan evidencia controlada sobre escenarios adversariales y heterogéneos especificos,
pero los despliegues reales pueden implicar un mayor nimero de participantes, relaciones
dindmicas de vecindad, disponibilidad intermitente, capacidades computacionales het-
erogéneas y enlaces de comunicacién inestables. Estos factores no deben tratarse como
fuentes aisladas de degradacién, dado que los cambios en topologia, disponibilidad de
participantes, calidad de comunicacién y recursos de los dispositivos pueden afectar con-
juntamente a la convergencia, la robustez y la eficiencia a nivel de comunicaciones. El
trabajo futuro deberfa, por tanto, analizar cémo se comportan los mecanismos DFL cuando
estas restricciones evolucionan simultdaneamente durante el entrenamiento, especialmente
en entornos colaborativos moviles y orientados al edge, donde no se puede asumir que la
federaciéon permanezca estable a lo largo del tiempo.

Una segunda direccién consiste en ampliar la conciencia situacional como mecanismo
de fiabilidad para la colaboracién descentralizada. En Flighter, los indicadores contextuales
y operacionales se utilizan para apoyar decisiones de agregacion orientadas a la fiabilidad
en condiciones adversariales acotadas. Un siguiente paso relevante es estudiar cémo
deberian seleccionarse, ponderarse, actualizarse y validarse dichos indicadores cuando el
contexto operativo cambia o la informacién contextual disponible es incompleta, presenta
ruido o esta potencialmente manipulada. Abordar esta linea de investigacion requiere ir
mas alla de los indicadores y supuestos especificos evaluados en la tesis para examinar
si las puntuaciones de fiabilidad siguen siendo significativas cuando los participantes
difieren en patrones de movilidad, calidad de la comunicacién, recursos computacionales y
consistencia del comportamiento. La investigacién futura también deberia analizar cuanta
informacién contextual es necesaria para mejorar la robustez sin introducir una sobrecarga
de comunicacién excesiva ni nuevas superficies de ataque.

Una tercera linea de trabajo futura es el analisis formal de la privacidad del DFL
basado en prototipos. Modalis reduce los costes de comunicacién mediante el intercambio
de prototipos de clase compactos y conscientes de la modalidad en lugar de pardmetros
completos del modelo, pero no debe asumirse que estas representaciones compactas propor-
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cionen garantias de privacidad por si mismas. Los prototipos pueden seguir codificando
informacion sobre distribuciones locales de clases, representaciones de caracteristicas o
patrones de disponibilidad de modalidades, especialmente cuando los clientes disponen
de conjuntos de datos pequenios o muy sesgados. La investigacion futura deberia cuan-
tificar la posible fuga de informacién asociada al intercambio de prototipos y estudiar
mecanismos de preservacién de la privacidad adaptados especificamente al aprendizaje
descentralizado mediante prototipos. Estas investigaciones podrian incluir mecanismos de
privacidad diferencial, métodos de construcciéon de prototipos orientados a preservar la
privacidad, agregaciéon segura entre nodos vecinos o métodos empiricos de evaluaciéon de
filtraciones de informaciéon que determinen qué podria inferir un adversario a partir de las
representaciones intercambiadas.

En resumen, esta tesis doctoral avanza en el estudio del DFL robusto en entornos
heterogéneos mediante una secuencia coherente de contribuciones analiticas y técnicas. La
tesis muestra que el DFL puede reducir la dependencia de una entidad central de agregacion,
al tiempo que evidencia que su adopciéon practica requiere mecanismos diseniados para
abordar los retos derivados de la descentralizacion. Al caracterizar el campo, disenar y
evaluar una solucién técnica basada en la conciencia situacional para escenarios adversariales
acotados, y desarrollar una solucién técnica basada en prototipos para el aprendizaje
multimodal heterogéneo, la tesis contribuye a una comprensién precisa y fundamentada
empiricamente de como el DFL puede evolucionar hacia un aprendizaje colaborativo robusto,
adaptativo y eficiente en la comunicacion.
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Abstract

In recent years, Federated Learning (FL) has gained relevance in training collaborative
models without sharing sensitive data. Since its birth, Centralized FL (CFL) has been the
most common approach in the literature, where a central entity creates a global model.
However, a centralized approach leads to increased latency due to bottlenecks, heightened
vulnerability to system failures, and trustworthiness concerns affecting the entity responsible
for the global model creation. Decentralized Federated Learning (DFL) emerged to address
these concerns by promoting decentralized model aggregation and minimizing reliance on
centralized architectures. However, despite the work done in DFL, the literature has not
(i) studied the main aspects differentiating DFL and CFL; (ii) analyzed DFL frameworks
to create and evaluate new solutions; and (iii) reviewed application scenarios using DFL.
Thus, this article identifies and analyzes the main fundamentals of DFL in terms of
federation architectures, topologies, communication mechanisms, security approaches, and
key performance indicators. Additionally, the paper at hand explores existing mechanisms
to optimize critical DFL fundamentals. Then, the most relevant features of the current
DFL frameworks are reviewed and compared. After that, it analyzes the most used DFL
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application scenarios, identifying solutions based on the fundamentals and frameworks
previously defined. Finally, the evolution of existing DFL solutions is studied to provide a
list of trends, lessons learned, and open challenges.
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Abstract—In recent years, Federated Learning (FL) has gained
relevance in training collaborative models without sharing sen-
sitive data. Since its birth, Centralized FL (CFL) has been the
most common approach in the literature, where a central entity
creates a global model. However, a centralized approach leads
to increased latency due to bottlenecks, heightened vulnerabil-
ity to system failures, and trustworthiness concerns affecting the
entity responsible for the global model creation. Decentralized
Federated Learning (DFL) emerged to address these concerns
by promoting decentralized model aggregation and minimizing
reliance on centralized architectures. However, despite the work
done in DFL, the literature has not (i) studied the main aspects
differentiating DFL and CFL; (ii) analyzed DFL frameworks
to create and evaluate new solutions; and (iii) reviewed appli-
cation scenarios using DFL. Thus, this article identifies and
analyzes the main fundamentals of DFL in terms of federation
architectures, topologies, communication mechanisms, security
approaches, and key performance indicators. Additionally, the
paper at hand explores existing mechanisms to optimize critical
DFL fundamentals. Then, the most relevant features of the cur-
rent DFL frameworks are reviewed and compared. After that,
it analyzes the most used DFL application scenarios, identifying
solutions based on the fundamentals and frameworks previously
defined. Finally, the evolution of existing DFL solutions is studied
to provide a list of trends, lessons learned, and open challenges.
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I. INTRODUCTION

RTIFICIAL Intelligence (Al) and, in particular, Machine

Learning (ML), will be one of the techniques that ben-
efit from the vast amount of data expected in the coming
years. However, data originating from a massive number of
Internet of Things (IoT) devices are commonly stored in a dis-
tributed manner for a wide range of scenarios such as smart
grids [1], remote health monitoring [2], or Internet of Vehicles
(IoV) [3]. In such cases, data collection in central entities, as
traditionally done in ML, is often infeasible or impractical
due to limited communication resources, data privacy con-
cerns, or country regulations. In 2016, Federated Learning
(FL) [4] solved this issue by allowing entities (also known
as participants, clients, or nodes of a federation) to train col-
laborative models without sharing training data. FL can be
classified into two categories according to how federated mod-
els are created: centralized, known as Centralized Federated
Learning (CFL), and decentralized, known as Decentralized
Federated Learning (DFL). Nowadays, CFL is the predomi-
nant FL approach. It considers a central orchestration server
to create and distribute a global model to the rest of the par-
ticipants or clients. More in detail, clients train their models
with local data, then send the local model parameters to a
central server, where a global model is created by aggregat-
ing and combining the parameters of the individual model.
Figure 1 shows the timeline since Google introduced FL and
how new features and approaches for decentralized scenarios
have emerged. As can be seen, the growth for CFL and DFL is
remarkable.

DFL, also known as Serverless or Distributed FL, emerged
in 2018 to distribute the aggregation of model parameters
between the neighboring participants [5]. The operation of
DFL focuses on transmitting fast updates computed locally
by each node (e.g., model parameters or gradients) and meta-
data (e.g., activations functions in neural networks) to the rest
of the federation nodes. Therefore, compared to CFL, DFL
improves the limitations of having a single point of failure,
trust dependencies, and bottlenecks at the server node [6].

1553-877X © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
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Fig. 1. DFL Timeline (source: Web of Science).

Firstly, DFL improves fault tolerance because nodes constantly
update their knowledge about available nodes or those that
have ceased communicating [7]. This enhances the robust-
ness of the network and mitigates the risk of a single point
of failure, as it happens in CFL. Secondly, DFL improves
trust issues by distributing trust between the federation nodes,
which determines the trust of the entire federation, drasti-
cally reducing the single point of attack. Thirdly, DFL reduces
the network bottleneck issue by allowing more evenly dis-
tributed communication and workload among the nodes, thus
reducing the chances of congestion or delays in the overall
network performance. Furthermore, DFL provides self-scaling
federations, as new nodes can join the network and start
communicating with other nodes, considering factors such as
device throughput or computational capacity. Although the
number of connections may decrease due to the limited num-
ber of nodes each node can share data with, the network
remains tightly connected [4]. Finally, DFL enables more effi-
cient use of resources by distributing the computing power
required to aggregate the model parameters among all partici-
pating nodes, rather than relying on a single parameter server
under centralized control [8].

Despite the benefits provided by DFL, it also introduces
new challenges in areas such as communication overhead,
training optimization, and trustworthy Al. Depending on how
the model aggregation is distributed across the network, some
DFL topologies may face increased communication over-
head [9]. In these cases, careful design and optimization of
the communication protocols, client selection strategies, and
trust mechanisms can help address these limitations. Trust
plays a critical role in these tasks, as it influences the deci-
sion of which clients to share and aggregate model parameters
with. Additionally, the significant amount of model param-
eters exchanged from the network edge to the data centers
carries the risk of saturating the backbone. As a result, using
DFL necessitates reevaluating the infrastructure from a new
perspective, as it reduces the need for centralized infras-
tructure while aiming to improve network performance and
trustworthiness. In this context, trust becomes essential in
addressing the emerging challenges of DFL, such as client
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selection and parameter sharing. These challenges warrant
further exploration and research, as the paper at hand does.

To explore the research field of DFL in an organized fash-
ion, the paper follows the methodological steps indicated in
Figure 2. First, it is essential to identify and study the key
aspects that differentiate DFL from CFL (step 1 in Figure 2).
For this purpose, the literature has highlighted some elements
such as (i) federation architecture, in charge of modeling
the decentralized scenario based on participants, roles, decen-
tralization of the nodes, and distribution of data features;
(ii) network topology, defining the associations between the
nodes of the federation [10]; (iii) communication mechanisms,
orchestrating the exchange of model parameters within the fed-
eration [11]; and (iv) security and privacy, studying possible
cyberattacks and the countermeasures to preserve data privacy
and models robustness [12]. In addition to the above fun-
damentals, identifying Key Performance Indicators (KPIs) is
important for assessing DFL performance [13]. Three perspec-
tives can be explored in this context: nodes, communications,
and models. The first focuses on evaluating the heterogeneity
and dynamism of nodes in DFL, the second on the efficiency
of inter-node communications for data exchange, and the third
on the performance of ML/DL models for solving collabo-
rative tasks. Finally, mechanisms to optimize KPIs are also
essential to ensure the efficiency and multi-scenario adaptabil-
ity of the approach [14]. In this context, this article expands
upon the existing literature by comprehensively identifying
and describing the DFL fundamentals, KPIs, and optimization
mechanisms.

The aforementioned fundamentals are crucial for devel-
oping and comparing frameworks capable of training DFL-
based models (step 2 in Figure 2). These fundamentals
are particularly important because they guide frameworks
on managing model parameter exchanges efficiently, estab-
lishing federations with network participants, implement-
ing effective aggregation mechanisms for local models,
and fostering more reliable and trustworthy models. By
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considering these fundamentals, DFL frameworks can ensure
better performance, security, scalability, and trustworthiness
across a wide range of use cases [15]. Therefore, the article
at hand also aims to support researchers working in decentral-
ized systems using federated approaches with a review of the
most relevant features of existing frameworks.

Then, application scenarios of DFL should be analyzed
according to the fundamentals and frameworks they imple-
ment (step 3 in Figure 2). At this point, it is important to
identify strengths and weaknesses, and enables more informed
decisions for selecting and deploying suitable approaches in
real-world scenarios. Nowadays, the most used scenarios are:
(i) healthcare, favoring the decentralization of clinical records
and collaborative diagnosis [16]; (ii) Industry 4.0, improving
the efficiency of automated industrial systems [17]; (iii) mobile
services, decreasing response times and increasing the band-
width of constraints devices [18]; (iv) military, creating robust
networks between Unmanned Aerial Vehicles (UAVs) and
protecting them with cyber defense mechanisms [19]; and
(v) vehicles, ensuring high mobility and local storage manage-
ment [20]. Subsequently, each scenario is explored by studying
the proposed solutions according to the previous fundamen-
tals. Finally, all the aspects highlighted above (fundamentals,
frameworks, and application scenarios) are analyzed with a
view into the past, present, and future to extract trends, lessons
learned, and challenges in the field of DFL. This is the last
step of the followed methodology (step 4 in Figure 2), which
also shares the same structure and storyline as the document
at hand.

II. MOTIVATION AND CONTRIBUTIONS

DFL is an encouraging field of research that has repeatedly
been reported as challenging in several review articles in recent
years. While there are numerous surveys on FL, most focus
primarily on the CFL-based approach and provide limited cov-
erage of DFL. Therefore, to the best of our knowledge, this
is the first survey providing a comprehensive literature review
of DFL. The increase in the number of papers using DFL
in different scenarios: healthcare [2], [21], Industry 4.0 [17],
mobile services [18], military [19], and vehicles [22] motivate
the need to identify the fundamental elements of DFL and
review the work done to date.

Table I compares the most relevant surveys analyzing both
CFL and DFL approaches. Regarding CFL, several works have
attracted immense interest from academia and industry [37].
In this sense, in 2020, Lim et al. [23] reviewed the use of
CFL in mobile networks using different end-user applica-
tions, while in 2021, researchers such as Nguyen et al. [24]
and Khan et al. [25] examined the application of FL in
more complex scenarios involving different heterogeneous IoT
devices. Regarding security and privacy, Mothukuri et al. [26]
defined secure protocols between server and participants, while
Boobalan et al. [27] provided solid CFL fundamentals. Other
articles, such as [28], reviewed the applicability in specific
medical scenarios, discussing sensitive data privacy mecha-
nisms. Finally, Witt et al. [29] detailed the frameworks most
commonly used.
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In contrast, most of the works covering DFL approaches
focus on analyzing the use of Distributed Ledger Technology
(DLT) technologies (e.g., Blockchain) [30]. Similarly, other
authors explored the applicability of DFL in particular sce-
narios such as IoV [31], wireless communications [32], or
UAV devices [33]. Moreover, the article by Wu et al. [34]
provided a comprehensive survey of optimized DFL models
and algorithms focusing on network topologies. The authors
introduced various topologies with different participants and
potential optimizations for them. Additionally, Chen et al. [35]
analyzed the advances in FL, including aspects such as com-
munications, privacy, and security requirements in DFL. Also,
they provided solutions for collaborative training using more
generalized algorithms. Further research has also been con-
ducted on the frameworks that enable DFL. Witt et al. [36]
proposed a set of solutions that address privacy and secu-
rity issues in DFL. The authors also provided reward systems
based on smart contracts to incentivize honest customer par-
ticipation in the federated process. These latter works address
the performance of DFL in selected application scenarios and
detail critical elements of superiority over CFL approaches.

Despite the contributions of previous works, as illustrated in
Table I, none addresses a literature review of DFL. In addition,
no previous research studies the fundamentals of the emerging
DFL approach. Similarly, recent work does not review DFL
solutions from a fundamentals perspective as elements of anal-
ysis and comparison for different application scenarios. These
solutions are often deployed on frameworks capable of man-
aging the proposed federated approach [31], [38]. However, no
study highlights which frameworks are feasible for this new
decentralized approach nor collects the latest developments.
Within this context, and adhering to the storyline outlined
in Section I, it becomes essential to address the following
research questions:

e QI. What are the fundamental aspects of DFL?
Depending on the federation architecture of the
nodes, network topology, communication mechanisms
between nodes, or security techniques, variations in the
DFL approach may occur. Similarly, approach-based
performance metrics and optimization techniques are
needed. However, solutions in the literature ignore details
about these elements and how they are combined.

o Q2. What DFL frameworks exist, and what fundamentals
do they provide? There is no study reviewing existing
frameworks able to build DFL solutions, analyzing their
characteristics, and defining which application scenarios
can be utilized.

o Q3. Which are the main characteristics of the most rel-
evant scenarios of DFL? 1t is necessary to analyze and
compare the previous DFL fundamentals and frameworks
to solve the problems motivated by each application
scenario. In addition, it is also necessary to detect the
characteristics and limitations posed by existing solutions.
The literature has not studied these approaches from a
broad perspective to have a complete view.

o Q4. What trends, lessons learned, and challenges have
emerged in DFL? To establish the guidelines for future
research, it is critical to describe how DFL has evolved
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TABLE I
COMPARISON OF SURVEYS ANALYZING CFL AND DFL
Ref. Year FL Device d. 1 Frameworks i Key Performance Focus and Solution Categorization
Approach  Types / Area Scenarios i
23] 2000 CFL Mobile 7 7 X 7 « A survey on the integration of FL and edge computing.
networks o The applications of FL in IoT networks and services have not been
explored and discussed.
[24] 2021 CFL ToT X X 4 X « A survey on FL in an IoT scenario, reviewing data distribution, ML
devices models, privacy i and icati itecture
* The study has not di: d other app or frameworks capable
of ing the scenario.
125] 2021 CFL ToT 7 x 7 7 <A systematic review of FL in IoT scenarios, detailing the application
devices areas and limitations.
« The study only iders CFL without di the
disad: pared to other app
126] 2021 CFL Security X 7 7 X « A survey of FL security and privacy, defining secure protocols
Privacy o The analysis of secure measures using different FL approaches is
missing.
[27] 2022 CFL FL v v « A survey on the FL baselines with a basic introduction to definitions
baselines and architectures.
* The application scenarios of FL have not been discussed.
28] 2022 CFL Healthcare X 4 X * An overview of the use of FL in Healthcare scenarios.
* Limited overview of techniques for deploying realistic scenarios.
1297 2022 CFL Framework 7 v/ X X « An overview of frameworks for deploying DFL-based architectures.
review » Lack of i ification of ication scenarios.
1301 2022 DFL DLT X X X <A description of the challenges and applications of Blockchain.
« The paper only focuses on the Blockchain technology to ensure node
[31] 2022 DFL ToV X v v o A brief description of FL in fog radio access networks.
« The applications of FL in IoT networks have not been presented.
[32] 2022 DFL Wireless X X 4 v e A review of the techniques for adapting FL to distributed
communications environments.
« The paper only reviews techniques without giving specific application
scenarios or frameworks.
331 2022 DFL TAV x x v 4 « A brief survey on the application of FL in UAV networks.
devices  Other domains, such as smart city or IoT devices, are not considered.
34] 2023 DFL DFL X 7 « A study of optimized DFL models and algorithms focusing on
baselines network topologies.
e Limited review regarding federation architectures, device
heterogeneity, and frameworks.
[35] 2023 DFL DFL X 4 v « A comparison of CFL and DFL federation architectures regarding
baselines topologies, privacy, and security.
« The study does not have enough information about DFL, including
algorithms, optimizations, or metrics for evaluating its performance.
[36] 2023 DFL Framework 4 X X * A systematic review of DFL frameworks, highlighting differences,
review limitations, and future research directions.
e The study focuses only on Blockchain-related frameworks and
participant reward i
This work 2023 DFL Healthcare v v v v « A survey on the baselines and fundamentals of DFL, generating a
Industry 4.0 novel taxonomy in the literature.
Mobile services « The paper explores the application of DFL solutions and frameworks
Military in various areas of interest.
Vehicles
v fully partially , X not by the work

over the last years and what trends and open challenges
are in the field.

To answer the previous research questions and provide read-
ers with an up-to-date vision of DFL, the main contributions
of this manuscript are:

e An analysis of the fundamentals that compose DFL:

(i) federation architecture, (ii) network topology, (iii)
communication mechanisms, (iv) security and privacy,
(v) KPIs, and (vi) techniques to optimize the above
KPIs, paying attention to the studies and applications that
address each fundamental (answering Q17 in Section III).
A description of the main open-source frameworks to
create and manage DFL solutions. This description is
divided into mature literature solutions that have been
redesigned to offer decentralized architectures and incip-
ient solutions that address specific scenarios (answering
Q2 in Section 1V).
A comprehensive review and comparison of the charac-
teristics, advantages, and limitations of the most relevant
solutions in the literature on the most used application
scenarios: (i) healthcare, (ii) Industry 4.0, (iii) mobile
services, (iv) military, and (v) vehicles (answering QO3
in Section V).

e A set of current trends, lessons learned, and future chal-
lenges drawn from DFL works and frameworks reviewed
(answering Q4 in Section VI).

Figure 3 shows where and how the above questions are
addressed in the paper at hand, acting as a table of contents.
In particular, Section III analyzes the fundamentals of DFL
in terms of architectures, topologies, communications, secu-
rity, performance indicators, and techniques for optimizing
scenarios. Section IV examines the main open-source frame-
works that support the deployment of DFL with the previously
defined fundamentals. After that, Section V describes and
compares the leading solutions found in the state of the art,
analyzing deployment considerations, the robustness of the
proposed solution, and the results obtained. Section VI draws
a set of lessons learned, current trends, and future challenges
in the research area. Finally, Section VII provides an insight
into the conclusions extracted from the work.

III. FUNDAMENTALS AND TAXONOMY

The fundamentals of DFL establish the groundwork for
analyzing existing frameworks and solutions in the liter-
ature. Following the storyline presented in Figure 2, this
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section responds to “Q1. What are the fundamental aspects of
DFL?,” identifying and analyzing the following fundamentals:
(i) federation architectures, (ii) network topology, (iii) commu-
nication mechanisms, (iv) security and privacy, (v) KPIs, and
(vi) techniques to optimize the previous metrics. These fun-
damentals are detailed in Figure 4, showing the subcategories
that compose them and the resulting taxonomy. Additionally,
Table II details the above taxonomy with a detailed definition
of the various fundamentals and the literature solutions that
address them.

A. Federation Architecture

DFL solutions require an architecture that allows effective
collaboration and communication between network partici-
pants. In this sense, this work analyzes the fundamentals based
on the federation type in the communication, differentiating
organizations or data centers from other devices. Subsequently,
DFL architectures can also be categorized based on the roles
of the participants. In this classification, each participant is
assigned a specific task within the federated learning pro-
cess. Furthermore, the decentralization schema differentiates
between a decentralized, semi-decentralized, and centralized
architecture. The semi-decentralized approach can be seen as
a hybrid between centralized and decentralized architectures,
offering a balance of both. Finally, the definition of DFL archi-
tectures is based on the data distribution during federation.

FUNDAMENTALS OF
DECENTRALIZED
FEDERATED LEARNING

—‘ Malware Attacks

Optimization of Federation Nodes

H{ optimization of Federation Communications |

Optimization of Federation Models

SECURITYAND
PRIVACY

KEY PERFORMANCE
INDICATORS

DFL OPTIMIZATIONS

In the following sections, each category will be discussed in
greater detail.

1) Federation Type: The literature categorizes DFL archi-
tectures according to the type of federation, which is based on
the participating nodes: cross-silo and cross-device. The dif-
ferences lie in the number of participants and the amount of
data stored in each one [39].

In cross-silo DFL, the nodes are organizations or data cen-
ters [40]. There is usually a relatively small number of nodes
(<100), each with a large amount of data (about millions of
samples), perhaps distributed and aggregated from consumers
in different businesses. At the same time, nodes use consis-
tent, robust, and scalable computing over time. Likewise, these
nodes have a high performance in the network, avoiding points
of failure during communications between nodes. For exam-
ple, it is applied in different hospitals by training a federated
model for tumor classification while keeping their Positron
Emission Tomography (PET) images locally [116].

In cross-device DFL, the number of nodes is relatively
large (>100), where each node has a relatively small amount
of data (about thousands of samples) and limited compu-
tational power [41]. Due to concerns regarding power con-
sumption, individual devices cannot be asked to perform
complex training tasks. Furthermore, nodes could periodically
disconnect from the network so that the network dropout
rate would increase considerably, negatively impacting DFL
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TABLE II
COMPARISON OF SOLUTIONS ADDRESSING DIFFERENT DFL FUNDAMENTALS
Taxonomy Fund: 1 Definition and Solutions Analyzed in the Literature Rei
Federation Federation Type « Federation from data silos or data centers 391, [391, [40]
Architecture « Federation from different types of devices, such as mobile phones or IoT devices (21, [41], [42]
Participant Role « Identify the functionality of participants during federation [43], [44]
Decentralization Schema  Techniques for enabling DFL while maintaining model convergence and data privacy [6], [45], [46]
* Balance the power and leadership in SDFL while maintaining the benefits of DFL [14], [47]
o Combine centralized and decentralized elements to optimize FL performance and scalability 48]
Data Distribution  Solutions for HFL, VFL, and TFL partitioning the dataset [42], [49]
« Explore ways to sample data to ensure better distribution across nodes [50]
Network Fully Connected Networks « Define the federated networks with participants connected to each other 91, [51]
Topology « Measure of robustness, flexibility, fault tolerance, cost, or security [10], [52]
Partially Connected Networks « Define the classification in star, ring, or random structured networks [53], [54]
* Measure of robustness, flexibility, fault tolerance, cost or security [55], [56]
Node Clustering o Define and classify the federated networks based on participants clusters [44], [57]
* Measure of robustness, flexibility, fault tolerance, cost or security 58]
C C icati Scheme « Data exchange where all participants transmit their models at the same time [11], [59]
Mechanisms « Update participants models independently at different times [60], [61]
Peer-to-Peer Communications « Methods for designing P2P topologies in DFL [62]-164]
 Develop techniq or di inating data and models in P2P networks [651-[68]
Gossip Communications o Methods to design gossip protocols in DFL [69], [70]
o Strategies to select nodes and optimize the efficiency in gossip-based communication [711-[74]
Security and Malware Attacks o Determine the impacts of malware threats in decentralized scenarios [751-[77]
Privacy « Identify the risks associated with fully connected, star-structured, and random networks [12], [49], [56]
Adversarial Attacks « Identify adversarial attacks affecting decentralized architectures during collaborative federation 491, [78], [79]
« Compare the adversarial attacks between different FL approaches and their adaptive capacity (801, [81]

Security Countermeasures

< Secure techniques (o protect the ransmission of model parameters between participants

[4], T82]-[84]

* Encryption mechanisms while preserving reliability between participants

[45], [83], [85]

Key Performance ~ Federation Nodes KPIs o Measure the node performance considering the heterogeneity and dynamism of the network [13], [86]
Indicators * Quantify the resource capabilities and node mobility of participating nodes in DFL scenarios 71, [87]
Federation Communications KPIs * Measure the reliability of model parameter exchanges between participants in DFL [10], [88]
« Evaluate communications flexibility and overhead in DFL (71, [89]
Federation Models KPIs « Measure the performance by solving different tasks or using multiple datasets for benchmarking [13], [90], [91]
* Mechanisms to ensure the trustworthiness of federated models [92]-[96]
DFL Optimization of Federation Nodes * Optimal methods for selecting nodes to transmit model parameters [971, [98]

Optimizations

* Optimize algorithms to suit the heterogeneous node resources and capabilities

[26], [58], [99]

Optimization of Federation Communications

« Efficient distribution schemes that minimize the number of network exchanges

[71], [100]-[102]
L [103]-[107]

o C iques to reduce the amount of data that needs to be

Optimization of Federation Models

« Explore efficient ML models to increase model performance and reliability during federation
* Use of meta-learning, multitasking, and federated distillation in federation tasks

[88], [TO8]-[TTI]
[91], [112]-[115]

performance. The nodes are usually on-edge devices or robots
like UAVs [42], where communications between devices are
often weak if not kept in a close coverage radius.

2) Farticipant Role: Network nodes may have one or more
roles that define their behavior and operation in DFL architec-
tures. In particular, the existing roles are trainer, aggregator,
proxy, and idle. A trainer node aims to train a local model with
its local dataset and transmit the parameters to its neighboring
nodes [43]. The trainer node expects to receive the parameters
of the updated federated model to incorporate it back into the
local model. In contrast, the node with the aggregator role is
responsible for obtaining the parameters from the neighboring
nodes, aggregating them in the global model, and transmitting
them to the neighboring nodes. In specific network topolo-
gies (see Section III-B), aggregators are not directly reachable
by other nodes, and proxy nodes are needed. This role is
intended to relay the received model parameters to neighbor-
ing nodes, allowing different nodes or network topologies to
be interconnected [44]. However, a participant may not have
any of the above roles, being idle in the network and not
participating in the federation.

3) Decentralization Schema: The federation architecture
can be affected by the decentralization level maintained
between participants, with three different approaches emerging
(see Figure 5): DFL, Semi-Decentralized Federated Learning
(SDFL), and CFL. In DFL, participants perform four steps
independently: local model training, parameter exchange, local
model aggregation, and parameter exchange again. In SDFL,
participants perform the first two steps, while an aggregator
participant handles the third step and transfers leadership for

the aggregation functionality (step 5). In CFL, a central server
handles parameter aggregation (step 3), with the rest of the
network receiving and updating their local models accordingly
(steps 4 and 5).

In DFL architectures, the network is fully autonomous,
managing communications with other nodes and aggregat-
ing the model parameters independently of the other nodes.
Each network node can select one or more nodes to trans-
mit data, defining bidirectional communications between them.
Furthermore, decentralization can be assumed to be fixed or
dynamic, as the interconnections between nodes can change
over time. Unlike the node-server architecture, the absence
of a centralized server in DFL allows for the relaxation of
the synchronous model update. Different solutions in the liter-
ature make several assumptions about network connectivity,
particularly considering that each node is connected to all
other nodes in the network or only to a set of neighboring
nodes. Therefore, issues such as fixed or dynamic topology
arise and the use of directed or undirected graphs [46]. A
fixed topology provides stability and predictability but lim-
its adaptability, while a dynamic topology allows flexibility
but requires additional overhead to maintain connectivity. In
contrast, directed graphs model asymmetric relationships, and
undirected graphs are more flexible for modeling symmetric
relationships between participants.

In contrast to the previous approach, SDFL architectures
maintain an aggregator role that rotates among the partic-
ipants belonging to the network. The aggregator transmits
the leadership (aggregation functionality) periodically during
the federation, selecting the neighboring node randomly or
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based on its performance, such as network, computational,
or power capacity [47], [48]. The leadership in SDFL archi-
tectures plays an essential role in determining which node
is responsible for collecting the model updates and com-
puting the next-generation model by aggregation. Also, the
choice of leadership selection mechanism can significantly
impact the performance, efficiency, and robustness of the
system.

Finally, in CFL-based architectures, data decentralization is
orchestrated by a single aggregator. This central node aggre-
gates the model parameters shared periodically by each trainer
and creates a robust central model distributed among the
nodes [6]. In this approach, the aggregating participant is
fixed during federation, with the central node being respon-
sible for aggregating model parameters for each trainer in the
network. Additionally, the CFL architecture makes it possible
to ignore problems related to topology and device performance
by not having decentralized aggregators. To improve this situ-
ation, techniques such as Multiparty Computation (MPC) can
guarantee the immutability of model updates and coordina-
tion between participants directly, as could be the case for
healthcare institutions [45].

4) Data Distribution: The DFL approach, like CFL, has
different configurations depending on the properties of the
distributed data. Data can be Independent and Identically
Distributed (IID) when the federation participants behave
similarly. Therefore, the data distribution does not fluctuate
(z* ~ D), and the events associated with the data points are
independent, i.e., they are not connected to each other in any
way (3j p(z?,27) = p(z?) p(z7)), where p represents the
joint probability distribution of the data points. However, in
some application scenarios, nodes are usually heterogeneous.
Hence, the data often have a non-IID format, where data vary
in quality, diversity, and quantity in the network, thus increas-
ing the complexity of modeling, analysis, and evaluation. The
problem of heterogeneous data distribution poses a challenge
for DFL. It can cause local model parameters to converge
at different stationary points for different participants, mak-
ing global convergence difficult. In addition, there might be

Common approaches based on DFL architecture decentralization. The numbers inside the circles represent the training lifecycle.

multiple aggregated models during the federation where nodes
are connected irregularly, leading to different global mod-
els receiving data with varying distributions. Addressing this
challenge involves determining how to handle these various
models. One option presented in the literature is to continue
aggregating them at a higher level [117], while another option
is to accept the presence of different federated models based
on the network topology and characteristics of the nodes [118].
By considering these alternatives, DFL can better address the
issues arising from non-IID data distributions.

Finally, depending on the nature of the problem to be solved
and the organization of data (features and samples) among
nodes, DFL is usually divided into three types: Horizontal
Federated Learning (HFL) [42], Vertical Federated Learning
(VFL) [49], and Transfer Federated Learning (TFL) [50].
HFL is the most commonly employed method in DFL, as it
involves sample federation and is applicable when there are
many overlapping features and few overlapping nodes, typi-
cally associated with cross-device scenarios. In contrast, VFL
and TFL require more in-depth analysis and comparison, as
they are more complex to adapt and deploy in application
scenarios that take advantage of their unique data organiza-
tion. VFL focuses on feature binding when there are many
overlapping nodes and few overlapping features, while TFL
is considered when there is a limited feature and sample
intersection between nodes. The goal of TFL is to build effi-
cient models for specific applications in cases where data
are sparse, which makes it another relevant aspect of DFL
strategies.

The successful transition from CFL to DFL involves the
adaptation of commonly used CFL datasets. Techniques like
decentralized sparse partitioning prove instrumental in align-
ing these datasets with the unique characteristics of DFL [38].
These techniques consider the aggregation algorithms, partic-
ipants’ roles, and the task to be solved. Similarly, the distinct
data distribution across nodes in DFL could be addressed
using federated sampling techniques, which help maintain
data diversity while ensuring statistical accuracy [119]. These
adaptations make it feasible to use CFL datasets in DFL
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scenarios efficiently, leading to optimized learning processes
and improved performance of DFL implementations.

B. Network Topology

In DFL, the network topology describes the organization of
participants and determines their communications. Therefore,
the importance lies in the impact on convergence, generaliza-
tion, overhead, and robustness of the DFL approach. There
are three network topologies used in DFL: fully connected
networks, partially connected, and node clustering. Figure 6
shows these network topologies and their characteristics. In
particular, the topologies are evaluated depending on the
importance (high, medium, low) of robustness, flexibility, fault
tolerance, communications cost, and security.

1) Fully Connected Networks: This network topology
maintains direct links between all pairs of nodes. When a
new node is added to the system, a link must be added to
each node (see Figure 6a) [10]. Thus, the communication cost
is high and grows with the number of nodes in the network.
Moreover, adding new nodes increases the complexity of man-
aging connections for each node, resulting in low flexibility.
Despite the high communication cost and low flexibility, this
topology is highly reliable and robust, as the network can still
function when a few nodes or links fail [51].

2) Partially Connected Networks: In some network topolo-
gies, participating nodes may only have direct links to some
nodes in the network, regardless of the shape of the topology.
Therefore, the basic transmission cost for each node is lower
than in fully connected networks since the model parameters
are not transmitted to all nodes. As a result, communica-
tion cost may be higher than in fully connected topologies
since the model parameters transmitted may go through several
intermediate trainer participants until they reach the aggre-
gating participant, resulting in a longer delay [55]. This
work divides partially connected networks into star-structured,
ring-structured, and random.

In a star-structured network, one of the nodes acts as a proxy
participant and enables the federation communication with all
other nodes (see the first subfigure of Figure 6b). When a new
participant is added, only one link is needed to connect them to
the central node. Consequently, the communication cost grows

(b) PARTIALLY CONNECTED NETWORKS

X V)

o"-’
o \®

(c) NODE CLUSTERING

DFL network topologies. (a) Fully connected networks, (b) Partially connected networks (star-structured network, ring-structured network, random

linearly as the number of nodes increases, and the resources
of the node limit network scalability. However, since all com-
munications between non-central nodes must pass through the
central node, it becomes a potential bottleneck, reducing flex-
ibility. Additionally, the network has low fault tolerance, as
the failure of the central node disrupts the communication
between all nodes. Some DFL solutions use temporary con-
nections in star topologies, but establishing and terminating
these connections adds significant overhead.

In a ring-structured network, nodes are connected circularly
(see the second subfigure of Figure 6b). The communica-
tion cost grows linearly as the number of nodes increases,
as each node only maintains two fixed links, regardless of
network size. This contributes to medium flexibility. However,
as the number of nodes grows, transmission delays for model
parameters also increase. Ring networks can be unidirectional,
where nodes transmit model parameters to only one neigh-
bor, or bidirectional, where nodes send parameters to both
neighbors, providing higher reliability and fault tolerance than
unidirectional rings.

Sometimes a defined topology is not supported by the
federation, and nodes generate connections following heuris-
tics based on the proximity or computational capacity of
nearby neighbors. Due to intermittent connections in DFL,
the network maintains a dynamic node structure, creating
random network topologies over time [53]. In this sense,
some topologies use expander graphs and deterministic local
optimization algorithms to reduce communication overhead in
these networks. The third subfigure of Figure 6b represents
a network topology with six random nodes. Specifically, it
describes a network based on the Erdos—Rényi model, where
links between nodes are established randomly [54]. This type
of network offers high flexibility and moderate fault toler-
ance but can result in higher communication costs and variable
security levels.

3) Node Clustering: Recent publications have identified
another DFL network topology for creating hierarchical clus-
ters with models adapted to the distribution of nodes. In this
regard, the literature addresses two approaches: similarity-
based clusters [120] and proxy-based clusters [44]. In the
former, clusters are determined by the similarity of the local
model parameters of the nodes. As a result, each cluster is
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more individualized for the nodes that compose it, obtaining a
homogeneous performance between nearby nodes. In contrast,
proxy-based clusters aim to use nodes that interconnect differ-
ent topologies, forwarding model parameters. In this regard,
proxy nodes have to be evaluated in terms of performance
since they transmit data from one cluster to another, gener-
ating an important bottleneck in the overall architecture [58].
The disadvantage of this clustering method implies that all
nodes are initially linked to a coordinating node, which is not
feasible in all application scenarios. Furthermore, since nodes
within a cluster share similar data distributions, individually
trained cluster models may be less generic and robust than
models exposed to global data distributions [57]. Figure 6c
shows the usage of proxy nodes to interconnect topologies in
node clustering.

C. Communication Mechanisms

This fundamental defines the procedures that enable DFL
communications between network nodes. First, the communi-
cations scheme in DFL, based on synchronous, asynchronous,
and semi-synchronous communications, is detailed. Then, this
subsection presents two different decentralized communica-
tions mechanisms: peer-to-peer (P2P) [62] and gossip [121].

1) Communications Scheme: The communications
schemes determine the behavior of the nodes when transmit-
ting or receiving model parameters from neighbors and then
aggregating them. Depending on the type of scenario and the
objective pursued, DFL can be supported by synchronous,
asynchronous, or semi-synchronous communications. The
first alternative requires each node to perform local training,
consisting of multiple steps, usually expressed in epochs. An
epoch is defined as a complete iteration through the entire
local dataset. After completing local training, all nodes acting
as trainers send the parameters of their local models to all
their neighboring nodes and receive the new model they have
to integrate. This training technique, known as synchroniza-
tion points, is repeated for several federation rounds. In this
sense, the nodes will have to wait for the end of the round to
transmit their model parameters again. Therefore, a drawback
of this scheme is its slow convergence due to waiting for slow
or idle participants. To address this problem, over-selection
techniques could increase participant selection but also lead
to resource waste and selection bias [11].

In asynchronous communications, no synchronization point
exists, and nodes can transmit and receive model parameters
independently of the other federation participants. Because
there is no idle time for participating nodes, asynchronous
protocols have a faster convergence speed [61]. However,
they cause higher communication costs and lower general-
ization due to staleness [60]. It is also necessary to detect
stragglers (i.e., slow devices) in the federation, delaying
data propagation through the network topology. In the same
way, aggregators need aggregation policies adapted to the
number of model parameters received, as they vary during
federation rounds. Nevertheless, asynchronous communica-
tions are well suited for cross-device DFL scenarios, in which
nodes have varying computational capability and intermittent
availability [59].
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Finally, semi-synchronous communications provide a bal-
ance between resource usage and communication costs. In this
schema, each node trains locally until a predefined synchro-
nization point is reached. Consequently, nodes with varying
processing capacities and data volumes perform different num-
bers of epochs. The batch serves as the basic computation unit,
allowing for finer control over when a node contributes to the
federation. Some studies, such as [60], introduce thresholds for
each device that compare the changes in local model param-
eters with available local resources to determine the benefits
of aggregation at each round.

2) Peer-to-Peer Communications: Traditionally, the
deployment of overlay networks has been used mainly
for P2P message exchange, online social networks, and
routing infrastructures. DFL leverages P2P message exchange
networks for local model parameter exchanges at each node.
However, unlike traditional P2P networks, DFL deals with
a dynamic and heterogeneous topology, where participants
often change their location or role in the federation [62].
In this regard, selecting d random neighbors to exchange
information is not always feasible. The main drawback of
DFL is that nodes cannot randomly choose d neighbors
among existing nodes since there is no central coordinator to
determine these associations [67]. However, each node can
determine neighbors if global information is given when the
topology is created, and neighbor discovery mechanisms are
implemented during federation [64]. Other alternatives are
to employ distributed Delaunay triangulation networks for
wireless sensor networks or regular random topologies for
data center and memory interconnection networks [122].

3) Gossip  Communications: Gossip ~ communications
enable asynchronous transmissions of model parameters
between network nodes. This type of communication relies
on the P2P sampling service with the objective that nodes
in the federation communicate and exchange data [71]. The
comparison of the DFL approach using gossip communica-
tions versus the CFL approach has been extensively studied,
with superior performance obtained in the former when a
better understanding of model parameters is employed [69].
However, this mechanism maintains a restrictive functionality
where communication occurs between close neighboring
nodes. To address this limitation, additional processes are
presented to determine the location of a node using random
walks [123] and node selection techniques, relying on the
heuristics of the distance between nodes or underlying device
features [72]. For instance, local models can be updated
with partially received parameters and be optimized by
mixing weights according to the matrix of communication
link reliability [89]. Finally, some application scenarios
of gossip communications in DFL are providing accurate
recommendations (e.g., location logs, movie ratings) [72]
or in Distributed Online Social Networks (DOSN) where
users can directly communicate only with their immediate
neighbors in a social graph [73].

D. Security and Privacy

Decentralized scenarios may be more susceptible to attacks
than CFL scenarios as the number of participants grows within
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the federation. Nevertheless, the level of vulnerability largely
depends on the network topology. For example, in a fully
connected network, where each participant has numerous con-
nections, the impact of an attacker might be less severe than
in a centralized CFL scenario since the attacker can only
compromise a limited portion of the network. Nonetheless,
decentralized scenarios still face increased risk due to the
numerous intermittent and often weak connections between
the participants.

In this sense, DFL can be subject to various attacks, includ-
ing malware deployment and adversarial attacks, which can
affect federation models and decentralized data, similar to the
CFL approach [76]. While the former exploits intrinsic DFL
fundamentals in the architecture or communications to affect
the federation adversely, the latter aims to infer federated mod-
els and local node data, manipulate preconditions or destroy
the model. Notable among these attacks are model inversion or
membership inference, which can potentially infer the raw data
by accessing the model [49]. Despite these potential attacks,
countermeasures have been adopted to address them, preserve
data and model privacy, and develop recovery plans to mini-
mize harm and disruption. In particular, this paper presents two
main approaches adopted in current DFL scenarios for data
protection: cryptographic methods and differential privacy.

1) Malware Attacks: Malware, also known as “malicious
software”, is a critical issue in the DFL approach due to
the fundamentals based on decentralized architectures with-
out a server coordinating the scenario. Malicious entities with
high propagation through the network can affect behavior
and interfere with its proper functioning. This issue differs
in impact compared to more traditional approaches such as
CFL, mainly because DFL does not have a centralized entity
to coordinate the cooperation of participants in the federation.
Thus, malware can be created and deployed directly among
new network participants. Due to the number of connections
to neighboring nodes, fully connected networks, star-structured
networks, and random networks are the most affected in terms
of security. While the first ones maintain communication links
between each pair of nodes, the others establish links with
either a central node or random nodes that could be malicious
or dishonest.

Regarding communications between nodes, malware also
has a significant impact due to the high number of exchanges
in DFL. The exchanged messages are obtained by neigh-
boring participants, extracted, and processed for aggregation
or forwarding in the case of proxy participants. However,
the information obtained may have been modified during the
exchange, adding malicious data using rootkits or including
the participant in a botnet [75], [76]. In this way, the node
would be infected and could spread easily and quickly among
the federation participants, especially when there are many
links between neighbors.

2) Adversarial Attacks: DFL must address adversarial
attacks caused by malicious nodes participating in the federa-
tion. These attacks, inherited from traditional CFL operations,
include poisoning attacks on HFL and VFL approaches [49].
Furthermore, DFL is prone to poisoning attacks for the follow-
ing reasons: (i) DFL scenarios involve numerous participants,
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increasing the likelihood of faulty behavior from one or
more nodes; (ii) local training data and training processes of
participants are hidden from other nodes in the network, mak-
ing it impossible to verify the authenticity of updates sent
by participants; and (iii) multiple participants may generate
vastly different local updates. Consequently, secure aggrega-
tion protocols might be negatively affected by aggregation
performed by malicious nodes, rendering it infeasible to audit
local updates [56]. In this sense, the paper at hand analyzes
such attacks on DFL solutions to assess their impact on the
network.

Adbversarial attacks can be classified based on the timing of
the attack (training or evaluation time) and frequency (one-shot
or multiple) [124]. Among training-time attacks, Byzantine
attacks are prevalent. In these attacks, malicious nodes disrupt
model training by transmitting poisoned, corrupted, or fake
model updates to other nodes in the network. Since malicious
nodes in DFL keep their data and aggregations private, they
can poison their model and distribute their parameters with-
out consequences. These attacks can be executed in a one-shot
manner each round or multiple times in asynchronous com-
munication scenarios. Similarly, Sybil attacks create multiple
fake pseudonym nodes that flood DFL networks. It is difficult
to mitigate these threats since no central authority can verify
node identities and distinguish between pseudonym and non-
pseudonym nodes. Using pseudonyms, an attacker can launch
DDoS attacks and disrupt the DFL network. The attacker can
command multiple pseudonyms to flood a targeted node with
pairing requests, rendering it unable to respond to and commu-
nicate with legitimate nodes [80]. Additionally, an adversary
can corrupt the reputation system of decentralized applications.
Nodes could obtain a false high reputation, being forced to
participate in the network and being queried by other nodes,
thus degrading their performance.

Other attacks attempt to infer DFL. communications with a
high attack frequency. One of these threats is Eclipse attacks,
which enable attackers to gain partial or full control of a
participant by manipulating its connections with neighboring
nodes [78]. In such attacks, the attacker nodes control many
connections, which allows them to “eclipse” the victim, ren-
dering messages that should reach it useless. The attackers
could gain complete control of all traffic to the victim if all
node connections belong to them [79]. Free Rider attacks are
also a type of attack that takes advantage of DFL without con-
tributing useful data to it during the training process [125].
Finally, in evasion attacks, malicious nodes mimic participa-
tion in DFL by generating misleading updates, crafting inputs
that manipulate the model into producing faulty collaborative
models.

3) Security Countermeasures: The use of countermeasures
is essential in the DFL approach to prevent malicious participa-
tion and preserve data privacy. DFL establishes a federation by
sharing model parameters, such as gradients, weights, or meta-
level information among participants. However, exchanging
gradients or meta-level information during distributed train-
ing can reveal information about the training data and model
updates, making exchanging model weights preferable for
privacy preservation [81].
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Additional countermeasures comprise several techniques
inherited from CFL architectures, as reported in [12]. Most of
them are employed during decentralized federation to obfus-
cate updates at the cost of reducing the accuracy of each
local model, relying on traditional Differential Privacy (DP)
relaxations to inject less noise. However, this technique may
degrade the performance of constrained participants, leading
to suboptimal results in the federation. In DFL, each par-
ticipant needs to perform a significant computation to add
or suppress noise per set of model parameters transmitted
on each communication link, making it more challenging to
adapt than CFL [82]. Other techniques, such as data aug-
mentation and obfuscation, can prevent sample reconstruction
in local training. However, model parameters shared among
neighbors would be equally exposed to malicious nodes.
A promising solution is to combine DP mechanisms with
secure aggregation and additive Homomorphic Encryption
(HE), depending on the application scenario and required
security level, and deploy them on a larger number of fed-
eration participants. In other cases, it is preferable to rely on
anomaly detection mechanisms [126] or model misbehavior
detection [90] to detect malicious actors that may deteri-
orate DFL performance. While the former focuses on the
data supplied to the model, the latter analyzes the internal
performance of the model depending on the task. In these
cases, detection could involve the deployment of mitiga-
tion to reduce the severity of a cyberattack. Recent research
has further augmented defensive capabilities by integrating
Moving Target Defense (MTD) techniques. Specifically, ran-
dom neighbor selection and dynamic IP/port switching offer
enhanced resilience against communication-based threats [83].
Moreover, anomaly detection has significantly improved by
incorporating time series analysis techniques [84].

Finally, cryptographic methods, such as Secure Multiparty
Computation (SMC), are widely used in DFL to preserve
the privacy of exchanges between neighboring nodes [45].
Federation participants must encrypt their messages before
sending them, operate on them, and decrypt the encrypted
output to obtain the final result. Despite the security provided
by SMC, nodes can experience a significant computational
overhead, similar to previous DP techniques. To address this
issue, new approaches have emerged to provide adequate secu-
rity performance while maintaining efficient resource usage.
One such approach is based on deploying a Trusted Execution
Environment (TEE) [77], such as Intel SGX processors, which
can protect the code and data loaded inside it. Each node in
the network can use this environment to increase its trustwor-
thiness while allowing model parameters to be securely added
during federation. In addition to cryptographic mechanisms
and secure environments, DFL also requires mechanisms
that guarantee the decentralization of the architecture while
ensuring inter-participant reliability. DLT technologies, such
as Blockchain, provide an ideal solution for this require-
ment by ensuring the immutability of exchanged models [68].
It is accomplished through a P2P consensus scheme gov-
erning the network, where the model parameters of each
participant can only be updated through consensus. In this
sense, a novel solution uses a lightweight Blockchain with
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a unique consensus protocol and storage strategy, signifi-
cantly reducing overhead while guaranteeing privacy. This
approach optimizes performance by mitigating slower device
impacts and maximizing storage utilization [127]. At the
same time, a transparent and immutable reward system
ensures the trust of the participants by detecting malicious
activities.

E. Key Performance Indicators

KPIs are necessary to measure the efficiency and suitability
of the activities and components of DFL architectures. It is
essential to know these metrics to detect and resolve federa-
tion, communications, or security issues more quickly, reduc-
ing the frequency and duration of incidents while increasing
efficiency [86]. In this sense, KPIs are utilized for the proper
evaluation of the main components of the DFL approach:
(i) the federation nodes, detailing the evaluation in terms of
mobility and resource capabilities; (ii) federation communi-
cations, defining the flexibility and overhead of the deployed
architecture; and (iii) the federation models, reviewing their
performance and trustworthiness in solving distributed ML
tasks (see Figure 7).

1) Federation Nodes KPIs: DFL must have KPIs to eval-
uate the participating nodes of the federation. Thus, the
heterogeneity and dynamism of the nodes in DFL scenar-
ios are relevant factors adding complexity to the network.
In this sense, resource capabilities and node mobility are
identified as promising KPIs to determine node performance.
The resource capabilities KP1 comprises computational and
network capacity.

o Computing capacity: It provides internal participant
resource indicators for local training computation and
model parameter aggregation during federation. Some
metrics related to this category are CPU/GPU, disk, or
RAM usage. One of the aspects of computational capacity
is the autonomy of the node to address the tasks. In this
sense, time, cycles, and temperature are considered [87].

o Network capacity: It determines the node ability to man-
age communications with one or more neighbors. In this
regard, the following metrics are important to analyze:
the number of bytes transmitted and received, the num-
ber of packets transmitted/received, the bandwidth, or the
number of listening/established sockets [7].

In addition to resource capabilities, DFL presents the
node mobility KPI to evaluate the dynamism of the network.
Therefore, nodes can be easily affected in communications
with other nodes, generating intermittent inputs and outputs
in the network. The node mobility KPI is determined by node
traceability in both the network and local.

o Network traceability: Tt monitors the state of each node
and traces its mobility in the network. For this purpose,
this metric computes the edges of nearby participating
nodes to determine their link with other participants in
the federation, which denote the number of near neigh-
bors. In this way, the network can extract information
about the position, direction, and absolute velocity of
each node [13].
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Fig. 7. Key Performance Indicators for DFL.

o Local traceability: It allows determining the DFL
network to contribute by monitoring local interfaces and
their characteristics. Thus, it is possible to determine the
mobility intent. Metrics such as the number of open ports
or network usage during federation are identified [128].
Network traceability metrics usually complement them in
the evaluation of node performance.

2) Federation Communications KPIs: Model parameter
exchanges between nodes in a DFL approach might experi-
ence instability due to asynchronous communications, leading
to nodes processing and exchanging data at varying rates.
Consequently, this could result in delays and inconsistencies
in the learning process, as some nodes may handle outdated
information. Furthermore, the aggregation process is compli-
cated by heterogeneous aggregator devices with diverse com-
putational capabilities and communication protocols. Such het-
erogeneity can cause inconsistencies across different network
segments, ultimately having a negative impact on the accu-
racy of the models for a group of participants. Moreover,
asymmetric topologies may cause uneven data distributions
or processing capabilities among nodes, posing challenges
in attaining a uniformly distributed learning process. In this
sense, communications flexibility and network overhead are
essential for optimal balance. Regarding the communications
fexibility, the DFL approach is evaluated according to the
following elements.

o Federation size: It provides an evaluation of the predispo-
sition of the architecture to exchange model parameters
between nodes. This metric accurately calculates the aver-
age path length of the network, representing a stable
number strongly affected by the movement of the nodes
and, thus, the flexibility of the network. Reduced network
size improves parameter transmission performance by
reducing interference [10].
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e Robustness of communication links: It determines the
strength of the links with the other neighbors participating
in the federation. Some metrics that allow its evaluation
are the distance between nodes, reactance, and reliabil-
ity. Link weights are often used to support evaluations,
with high weights being maintained for links with a high
percentage of correctly received transmissions [89].

In the context of DFL, several scenarios require decen-
tralized technologies, which can face significant performance
issues. One of the main challenges arises from the
communication-intensive nature of DFL applications, which
require frequent model parameter transmissions involving
large amounts of data. As the federation progresses or the
model becomes more complex, this communication becomes
even more intensive, leading to high network overhead, where
a high overhead can lead to applications failing to meet
response time, quality, or resource utilization requirements.
Network overhead is evaluated from the following metrics [7].

e Uptime, often known as availability, reflects the time of
use of the federated network since it became available to
participants.

o Latency measures the time a data packet travels between
network nodes.

o Jitter indicates the variability of a latency time and mea-
sures the consistency of a network transfer rate. Very low
jitter is preferred when a real-time reaction is required
(e.g., warning of enemy UAVs).

o Bandwidth and throughput. While the first indicates the
quantity of data a network path is anticipated to support
or successfully convey from one point to another at a
specific time, the second describes the amount of data
transported between nodes inside a network path.

e Packet loss can denote congestion, low bandwidth, and
interference. It refers to packets transferred from one
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TABLE III
COMPARISON OF THE FLEXIBILITY OF FEDERATED COMMUNICATIONS
BETWEEN DFL, SDFL, AND CFL

Federated Communication Node Total Transferred Data
Architecture Times/Round Overhead Volume per Round (MB)
DFL 1 M- (N —-1) M- (N —1)?
SDFL (5] 2. M 2-M-N[N7L]
CFL 1 M- N M- N

* It considers the additional communication required for leadership
transmission, which is not present in the DFL and CFL architectures.

device to another but fail to arrive at their destination.
Packet loss is the ratio of packets received at the desti-
nation to packets sent from the source.

o Packet repetition. When a data packet is successfully sent
but does not reach its destination, it must be retransmitted.
Retransmissions occur in all networks; however, they are
more common in wireless networks due to low signal
strength, concealed nodes, and interference.

Both communications flexibility and network overhead are
mainly limited to the model parameters exchanges during fed-
eration for each K step. Assuming M is the parameter size
of the model, there would be N — 1 times communications
in a round, being the average overhead M - (N — 1). Thus,
K could reduce the communication frequency, decreasing
the performance of DFL. A summary of the communication
complexity comparison with CFL architectures is shown in
Table III, where [ ] denotes the standard rounding function.
The table shows that the total volume of data transferred
per DFL round is comparable across all three architectures.
However, the communication overhead per node is different
among decentralized architectures. Specifically, SDFL has the
potential to achieve better performance in node communication
overhead, which could benefit system bandwidth utilization
and increase robustness. Overall, it is important to consider the
trade-off between communication overhead and other features
when designing decentralized architectures with FL.

3) Federation Models KPIs: The performance of the feder-
ated model in solving the task for which it has been created is
critical. In other words, the performance indicates the suc-
cess of DFL in generating accurate predictions or solving
the intended problem. The following elements are used for
measurement [90].

e Model capacity: It is based on comparing the model
predictions with known values of the dependent variable
in a dataset. Some relevant metrics are model loss, accu-
racy, sensitivity, specificity, and the time associated with
the convergence of the model.

o Complexity: Tt is influenced by both the functions of the
model trying to learn and the nature of the training data.
Some metrics are the number of layers in the NN, acti-
vation functions, and algorithm aggregation implemented
by the federated model.

In addition to the above elements, federation models must be

trustworthy to ensure the technology is used to contribute pro-
ductively to the task. If they are not trustworthy, nodes will not
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collaborate with these systems. The problem increases when
model parameters are deliberately distributed among nodes in
a topology. Therefore, it is necessary to determine the confi-
dence of the participants and the federated models to ensure
trustworthiness, where robust privacy and security measures
significantly contribute to this [92], [93].

e PFarticipant trustworthiness: It defines the confidence
level of neighboring participants based on the model
parameters exchanged. There are two main metrics,
clustering-based trust, which determines the federation
nodes trustworthiness relying on clusters of participat-
ing nodes; and distance-based trust, which is determined
based on the distance between participants and the trans-
mission time of the model parameters.

o Federated model trustworthiness: It provides confidence
in the local models of each participant in the federa-
tion. Normally it is calculated in the aggregator nodes
before supplying the federated model to the rest of the
participants. The metrics are divided into several pillars:
accountability, analyzing the quality of the model life
cycle (client registry, anomaly monitoring); explainabil-
ity, providing clarification of the decision rationale (algo-
rithm class, model size, DFL configuration); fairness,
ensuring impartial and just decisions without discrimina-
tion of protected groups (participation rate, discrimination
index); architecture design, creating a baseline behav-
ior for the management of participants in the federation
(data augmentation, regularized local loss); privacy, pro-
tecting federated model data (perturbation, anonymiza-
tion, entropy); robustness, checking the resilience against
adversarial inputs (confidence score, loss sensitivity); and
reliability, predicting when an asset will fail or deteriorate
(client dropout rate, data provenance, data quality).

o Security and privacy: The preservation of security and
privacy is paramount in DFL, even while allowing effec-
tive model training [95]. DP is a widely used method
that includes a privacy budget parameter, denoted as
epsilon (€), serving as a metric to quantify the maximum
amount of privacy loss allowed. This budget diminishes
with each data-sharing instance, with smaller budgets
enhancing privacy but potentially impeding data utility.
Another critical parameter in DP is delta (8), which rep-
resents the probability of information inadvertently being
leaked. Other privacy-preserving methods, such as HE
and anonymization, also have vital performance indica-
tors. In HE, the degree of noise introduced can be a
significant parameter. Anonymization techniques, such
as k-anonymity and [-diversity, use k and [ values as
performance metrics, ensuring privacy in DFL by making
it difficult to re-identify models within a federation [96].

F. DFL Optimizations

Despite the advantages of DFL, a series of optimization
mechanisms are necessary to guarantee the full efficiency of
the approach. In this sense, DFL includes three main elements
to optimize: federation nodes, federation communications, and
federation models (see Figure 8).
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DFL optimizations.

1) Optimization of Federation Nodes: An important
optimization for improving node resources capabilities and
mobility in the federation is the selection of nodes to transmit
the model parameters. Node selection is divided into three
different strategies.

o Sequential selection of nodes: Participants are selected
at the beginning of the federation process, which iterates
over time [93].

o Random selection of nodes. It excludes resource capabil-
ities or network constraints from the participants. In this
sense, a subset of nodes is obtained in a fixed time of the
federated process to send the model parameters.

o Scheme schedule selection of nodes: This selection strat-
egy requires a node to act as an orchestrator of the
communication links and the characteristics of each
neighboring node. Furthermore, the controller can select
participants based on a preassigned probability calculated
according to participation in the federation [4].

Additionally, it is relevant to optimize traditional aggrega-
tion algorithms such as Federated Averaging (FedAvg) to make
it more suitable for the node resource capabilities [4]. FedAvg
is a widely accepted heuristic algorithm used as a baseline
for star-structured topologies due to its simplicity and empir-
ical effectiveness. In this case, the aggregator node obtains
the model parameters of the neighboring nodes, aggregating
the average of the updates and computing the resulting global
model. It is also worth noting that while in CFL, the FedAvg
algorithm has been widely accepted as a baseline, in DFL,
no algorithm has risen among the others. Customizations of
FedAvg and new techniques focused on decentralized scenar-
ios have emerged in the literature intending to adapt to DFL
solutions.

o Decentralized Stochastic Gradient Descent (DSGD): It
provides optimization for a set of objective functions dis-
tributed over a network. Each node maintains estimates of
the optimal optimization step on information concerning
its cost function and exchanges these estimates directly
with the other nodes in the network [129].
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o FedPGA: It defines a partial gradient exchange mecha-
nism that leverages node-to-node bandwidth to speed up
communication time. At the same time, it reduces the
convergence rate by adapting the step size of the stable
gradient descent direction [97].

e Dynamic Average Consensus-based FL (DACFL): 1t
transforms the aggregation of the DFL model into a
local training procedure as a discrete time series, whose
convergence guarantees convex objectives [130]. In the
algorithm, nodes compute and update a local solution
to a subproblem and share the solution with neighbor-
ing nodes. Moreover, the authors demonstrate that the
algorithm adapts to dynamic networks and heterogeneous
scenarios by tuning a node-specific local parameter based
on the node resources [5].

o Split Learning (SL): This method, called SplitNN [99],
enables collaborative training of NNs without sharing raw
private data, but emphasizes the suitability for DFL archi-
tectures. It employs split models instead of full model
replication in a DFL architecture. The training partici-
pants hold replications of the shallower layers up to a
certain layer (i.e., the cut layer), while a specific node
holds the deeper layers.

o Decentralized FedAvg with Momentum (DFedAvgM): Tt
uses SGD with momentum to train the local models
of the federation participants, communicating only with
their neighbors in an undirected graph. It provides a bet-
ter convergence rate and communication efficiency than
DSGD [131].

o DeceFL: It focuses on neighbor communications to
improve efficiency for both convex and non-convex loss
functions. It applies to a wide range of real-world medical
and industrial applications [132].

2) Optimization of  Federation Communications:
Optimizing network flexibility and overhead is crucial
for addressing performance issues caused by continuous
data exchanges between participants. Concerning network
flexibility, it is necessary to have techniques that reduce the
number of exchanges in the network without losing function-
ality during federation [133]. Several studies have proposed
reducing the number of bits transferred for each worker
update through data compression. However, these studies
do not consider the impact of data loss from compression
results, which could impair the learning accuracy and affect
convergence [103].

In the literature, different distributed optimization schemes
aim to maintain acceptable convergence rates in terms of
recurring iterations and device computation time. Some
examples are Decentralized Gradient Descent (DGD) [104],
decentralized Alternating Direction Method of Multipliers
(ADMM) [105], EXTRA [106], and ADMM based on Jacobi-
Proximal [107]. A recent contribution includes a method
that applies the Lloyd-Max algorithm to DFL to minimize
quantization distortion, with the resulting LM-DFL algo-
rithm able to adjust quantization levels adaptively [102].
Other communication optimization mechanisms use an incre-
mental learning method to reduce costs by activating and
linking agents while keeping other nodes and links inactive.
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These include Random Walk ADMM (WADMM) [134],
Parallel Random Walk ADMM (PW-ADMM) [123] and Walk
Proximal Gradient (WPG) [135] which are commonly used
in increment-based approaches. Recent research has intro-
duced mechanisms that aim to optimize the balance between
improving the quality of the model and saving communi-
cation resources, which can result in a more sustainable
federation policy [100]. These mechanisms typically offer an
independent selection of participants and fragments of the
NN to be transmitted, providing a promising alternative to
traditional optimizations. One such technique is FL-EOCD,
leveraging D2D communications and overlapped clustering
to enable decentralized aggregation, thereby reducing overall
energy consumption and latency while maintaining conver-
gence rates [58]. Further approaches, such as [136], implement
latency optimization strategies by incorporating Blockchain.
The latency optimization is achieved by strategically manag-
ing data offloading decisions, power transmission, bandwidth
allocation, and computational resources, resulting in a highly
responsive system.

Regarding optimizing network overhead, the DFL approach
presents limitations in communication bandwidth between
nodes [71]. To address this issue, researchers have explored
different distribution schemes, such as quantization and spar-
sification. For example, Quantized Sparse SGD (QSGD) [109]
and quantized ADMM [137] were proposed to reduce network
overhead when exchanging model parameters. Furthermore,
the Qsparse-local-SGD algorithm [110] includes a combina-
tion of aggressive sparsification with quantization and local
computation along with error compensation. However, these
methods may decrease accuracy to achieve lower communi-
cation costs [74]. With adequate communication infrastruc-
ture, decentralized learning can achieve accuracies like its
centralized counterpart. In this sense, the use of advanced
technologies such as 5G [138] or 6G [139] can help reduce
communication limitations, improving network bandwidth and
enable faster and more efficient data exchange. Other studies,
such as [140], have shown that decentralized SGD can out-
perform centralized approaches in low-bandwidth networks.
However, these studies do not consider typical federated set-
tings, such as non-IID data among participants, limiting the
applicability of their results.

3) Optimization of Federation Models: 1t is necessary to
optimize federated models to avoid high processing demand
on the most constrained participants. In this sense, optimiza-
tions are responsible for increasing the efficiency of the models
without sacrificing performance and trustworthiness.

In DFL, nodes often aim to train a state-of-the-art ML
model on a specified task. To increase model performance
and trustworthiness, researchers have developed new mod-
els and improved existing solutions. The most popular ML
model is a NN, which achieves state-of-the-art results in many
tasks, such as image classification. Many DFL studies are
based on Stochastic Gradient Descent (SGD), which can be
used to train NNs [110]. Another widely used algorithm is
a decision tree, which is more efficient to train and eas-
ier to interpret than NNs. In particular, a tree-based DFL is
designed for federated training of single or multiple decision
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trees, such as Gradient Boosting Decision Trees (GBDTs)
and Random Forests (RFs). GBDTs have been especially
popular recently due to their superior performance in many
classification and regression tasks [26]. Besides NNs and
trees, linear models such as Linear Regression (LR), Logistic
Regression, or Support Vector Machine (SVM) are classic and
easy-to-use models. To enhance the consistency of models
generated by each federation participant, algorithms such as
DFedSAM utilize gradient perturbation to produce local flat
models with uniformly low loss values [111]. In non-IID sce-
narios where adaptive training models can be challenging on
resource-constrained devices, these models can be particularly
useful [108]. Furthermore, techniques such as SwarmSGD
jointly leverage non-blocking communication, quantization,
and local steps, allowing for better compensation by training
on more samples but with a lower quantization level of model
parameters. This technique is effective in heterogeneous node
data distributions and random topologies [88].

In addition to the efficient models mentioned above, new
techniques have emerged in recent years to improve the effi-
ciency and performance of DFL. These techniques include
meta-learning, multitasking, and federated distillation. Meta-
learning aims to improve the efficiency and performance of
the model generated at each node by creating less com-
plex models capable of performing tasks in parallel. It uses
information from the activities performed to better adapt to
new tasks [112]. As a result, meta-learners generalize bet-
ter when trained with a more extensive set of practical tasks
and more data for each task. In this sense, the learner can
acquire knowledge and processing capacity distributed among
agents, adapting its model to the best-performing ones in the
network. Meta-learning often involves multitasking when ML
models are trained to perform multiple tasks simultaneously.
These models optimize metrics for each task and generate
a corresponding output [91]. Finally, federated distillation,
first introduced in 2015 as knowledge distillation, aims to
optimize federated models by performing model compression.
Specifically, it is a procedure to train a model using a second
NN as a reference instead of learning directly from the ground
truth of the data [141]. In this way, it allows several advan-
tages over more complex models: (i) more information can be
extracted from a single sample, (ii) training can be performed
with fewer examples, and (iii) labeled data are not needed.
All this offers less computation time and energy consumption
in the federated node [113]. A decentralized version of this
approach has been proposed in [114], where instead of hav-
ing a pre-trained model to imitate it, each model considers the
aggregated knowledge of the remaining participants’ models.

Finally, the most relevant optimization of federated mod-
els for increasing trustworthiness is using DLT techniques,
providing reliability during model parameter updates in the
federation. They also facilitate the fair participation of nodes
during the federation. In such trust-based relationships, there
are two entities: the trustor and trustee node. For each obser-
vation from the trustee, the trustor determines whether it is
an outlier, while the trustee node validates the contributions
provided by the trustor. To maintain the reputation of the par-
ticipating devices and ensure that all participants make active
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and honest contributions to the model, the trustor node i can
generate a smart contract with the parameters of the local
model, which is validated by a set of trustee nodes j [142].
DLT techniques also provide an added explanation and robust-
ness to federated models. The immutability of the initialization
and update of federated models is guaranteed by DLT, main-
taining a chronological log in the Blockchain. Moreover, the
fair participation of nodes in the federation is further ensured
by DLT.

IV. OPEN-SOURCE FRAMEWORKS FOR DFL

Building upon the storyline presented in Figure 2, this sec-
tion responds to “Q2. What DFL frameworks exist, and what
fundamentals do they provide?” In this context, frameworks
serve as the bridge between the “Theoretical Overview” with
its fundamentals and “Practical Application” with its appli-
cation scenarios. This section introduces the most relevant
existing open-source frameworks for DFL. First, it discusses
the most mature and highly customized frameworks supported
by large companies. Then, it focuses on those more incipi-
ent with limited functionality but notable research advances.
Table IV compares the main aspects of the frameworks
analyzed. The double horizontal line separates the mature
frameworks from the incipient ones.

A. Mature Frameworks

TensorFlow Federated (TFF) [143], developed by Google,
provides the building blocks for FL based on TensorFlow.
It includes three key components: models, federated com-
putation builders, and datasets. TFF can be deployed on
multiple machines, creating a rotating aggregator. Currently,
TFF does not consider any adversaries during FL training
nor provides privacy mechanisms. Other frameworks, such as
PySyft [144], provide interfaces for developers to implement
their training algorithm. While TFF is based on TensorFlow,
PySyft can work well with PyTorch and TensorFlow. This
framework provides multiple optional privacy mechanisms,
including secure multi-party computation and differential pri-
vacy. Moreover, it can be deployed on a single machine or
multiple machines, where the communication between nodes is
performed using the WebSocket API. For privacy preservation,
SecureBoost [56] builds multi-part reinforcement trees with
an encryption strategy between different nodes. This solution
allows for different feature sets corresponding to a vertically
partitioned dataset. One of the advantages of SecureBoost is
that it provides remarkable accuracy across different topology
architectures without revealing information about each private
data provider.

Other frameworks, such as FederatedScope [145] and
FedML [146], allow lower-level management of the deployed
architecture. The first one employs an event-driven architec-
ture to provide great flexibility in describing node behaviors.
It allows learning objectives and backends to be added and
coordinated in an FL life cycle with synchronous or asyn-
chronous training strategies. In addition, it includes privacy
protection, attack simulation, and automatic tuning. In addi-
tion, FedML offers a platform for FL benchmarking based
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on PyTorch and utilizes the Message Passing Interface (MPI)
protocol, gRPC, or MQTT for communication. This frame-
work comprises two main modules: FedML-core, which
implements the training engine and the distributed commu-
nication infrastructures, and FedML-API, which is built on
top of FedML-core and provides training models, datasets,
and FL algorithms. Finally, FedML supports three computing
paradigms: standalone simulation, distributed computing, and
on-device training. Along the same lines, LEAF [147] provides
only benchmark functionality of the deployed architectures. In
this sense, it uses distributed datasets and partitioning mech-
anisms that other frameworks can leverage to complement its
functionality.

B. Incipient Solutions

BrainTorrent [148] is an FL framework without a cen-
tral server explicitly aimed at medical applications. With
no need for a central authority to oversee the training pro-
cess, BrainTorrent provides highly dynamic P2P communica-
tions where each medical center communicates directly, also
offering robust training of participants through asynchronous
updates achieving performance similar to on-device model
training. Although the framework focuses on image segmen-
tation, it can be extended to other data and models. Similarly,
Scatterbrained [43] facilitates the construction of both CFL
and DFL systems. In the latter, it can create a customized
communication system based on ZeroMQ, corresponding to
a communications library based on UDP. Nodes can have a
specific role: (i) leech, in which nodes listen for broadcasts
but do not share data; (ii) offline, where nodes do not lis-
ten or broadcast data; (iii) peer, where participants listen and
broadcast data; and (iv) seeding, where nodes broadcast but
do not listen to incoming data. In addition, it allows the use
of different ML frameworks such as TensorFlow, Scikit-learn,
or PyTorch.

Other studies present DFL models based on the
InterPlanetary File System (IPES) [149]. In this sense, the
authors deployed a framework called IPLS, whose nodes are
interconnected and perform federated model training based
on the operation of one or more network participants. Any
participant can initiate the federated training process or join
an existing one. This solution shows robustness in the face
of dynamic nodes and intermittent connectivity, ensuring
limited resource usage and convergence of the federated
model. Similarly, TrustFed [142] uses IPFS and Blockchain
smart contracts to maintain the reputation of participants in
a centralized or decentralized network. In this way, com-
pelling participants to make active and honest contributions
to the federated model. In contrast, other frameworks such
as FLoBC [150] deploy a Blockchain mechanism to ensure
the decentralization of nodes. In this sense, the framework
compares and contrasts the effects of the trainer-validator rela-
tionship, reward-penalty policy, and model synchronization
schemes on overall system performance. The authors demon-
strate that using this framework enables the deployment of
DFL systems with performance similar to more centralized
architectures. Similarly, BLADE-FL [151] uses Blockchain
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TABLE IV
COMPARISON OF MATURE AND INCIPIENT DFL FRAMEWORKS
. Federation Architecture Aggregation Communication Security and . .
Reference 08 Participant Type Aggregator Node Aglgoriglhms Protocol Privzz,cy Data Type Scenario Benchmarking
TFF [143] Linux Cross-silo Centralized Median gRPC v Time series  Simulation v
MacOS Decentralized FedAvg Tmages
FedProx
PySyft [144] Windows Cross-silo Centralized FedAvg ‘Websockets v Images Simulation 4
Linux Cross-device Decentralized Real
MacOS
Mobile
SecureBoost [56] Linux Cross-silo Centralized FedAvg gRPC v Time series  Simulation X
MacOS Decentralized GBDT
FederatedScope [145]  Windows Cross-silo Centralized FedAvg gRPC 4 Time series  Simulation v
Linux Cross-device FedOpt Images Real
MacOS
Mobile
FedML [146] Linux Cross-silo Centralized FedAvg gRPC v Time series  Simulation v
MacOS Decentralized FedOpt MPI Images Real
FedNova MQTT
LEAF [147] Linux Cross-silo Centralized - - - Time series  Simulation v
MacOS Decentralized Images
BrainTorrent [148] ‘Windows Cross-device Decentralized FedAvg N/S X Time series  Simulation X
Linux Real
MacOS
Scatterbrained [43] Windows Cross-device Centralized FedAvg ZeroMQ X Time series  Simulation X
Linux Decentralized Images
MacOS
IPLS [149] Windows Cross-device Decentralized FedAvg P2P v Time series  Simulation v
Linux Tmages Real
MacOS
TrustFed [142] Windows Cross-device Centralized FedAvg P2P v Time series  Simulation X
Linux Decentralized Images
MacOS
FLoBC [150] Windows Cross-device Decentralized FedAvg HTTP (REST API) X Time series  Simulation v
Linux Images Real
MacOS
BLADE-FL [151] Windows Cross-device Decentralized Custom P2P v Tmages Simulation v
Linux algorithm
DISCO [15] Windows Cross-device Centralized Custom peer.js v Time series  Simulation X
Linux Decentralized FedAvg Images
MacOS
Mobile
CMFL [152] Windows Cross-device Decentralized Median P2P v Time series  Simulation v
Linux Trimmed Mean Images
MacOS Krum
Multi-Krum
DeFL [40] Windows Cross-device Decentralized Custom N/S X Time series  Simulation v
Linux algorithm Tmages Real
MacOS
FL-SEC [12] Windows Cross-device Decentralized FedAvg N/S v Time series  Simulation v
Linux
MacOS
DisPFL [38] Windows Cross-device Decentralized FedAvg P2P X Time series  Simulation X
Linux Ditto Images Real
MacOS FOMO
Sub-FedAvg
GossipFL [70] Windows Cross-device Decentralized FedAvg P2P X Tmages Simulation v
Linux S-FedAvg
MacOS D-PSGD
CHOCO-SGD
Fedstellar [153] Windows Cross-silo Centralized FedAvg P2P v Time series  Simulation v
Linux Cross-device Decentralized Krum HTTP (REST API) Images Real
MacOS Semi-Decentralized ~ TrimmedMean
Median

N/S (Not Specified) by the authors. The double horizontal line indicates the separation between mature and incipient frameworks

to mitigate vulnerabilities during federation. It offers robust-
ness against malfunctions, distrustful connections, and external
threats by having each client compete to generate a block
before local training in the next federation round. The system
also addresses training deficiency caused by lazy clients and
optimizes resource allocation.

In addition to the above solutions, some frameworks explore
new applicability technologies to generate DFL scenarios.
DISCO [15] is a framework presented by the EPFL Machine
Learning and Optimization Laboratory that creates an easy-
to-use platform that allows non-specialists to participate in
collaborative learning. This platform is based on Javascript,
supporting arbitrary DL tasks and model architectures via TEjs
and relying on P2P communications. Additionally, DISCO

provides mechanisms to ensure communication efficiency, pri-
vacy preservation, fault tolerance, and deployment customiza-
tion. Moreover, frameworks seek to improve the robustness
of their privacy techniques. In this case, [152] presented
a serverless framework named Committee Mechanism-based
Federated Learning (CMFL), orchestrated by a committee
system deploying selection strategies of model parameters dur-
ing federation. In contrast to the other frameworks, this one
implements several aggregation algorithms such as median,
trimmed mean, Krum, and Multi-Krum, evaluating them in
terms of robustness and efficiency. Regarding the security
and privacy of the scenarios, [12] and [15] provide frame-
works capable of ensuring the integrity and confidentiality
of the communications and data exchanged. Both alternatives
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present custom aggregation algorithms to process image and
time series data.

Finally, other frameworks in the literature allow the deploy-
ment of cross-silo-based solutions, creating robust topologies
of nodes that exchange information using P2P networks. In
this case, [40] removed the central server by aggregating
the weights at each participating node, and the weights of
only the current training round are maintained and synchro-
nized among all nodes. This framework has been evaluated
on two widely adopted public datasets, CIFAR-10 [154],
and Sentiment140 [155], demonstrating convergence against
more common threats with minimal accuracy loss, achiev-
ing up to 100x reduction in storage overhead and up to
12x reduction in network overhead compared to state-of-
the-art DFL approaches. Similar to the previous solution,
the authors of [38] allow further savings in communication
and computational costs. In this sense, the authors proposed
a decentralized sparse training technique, where each local
model only maintains a fixed number of active parameters
throughout the local training and P2P communication pro-
cess. They employ aggregation algorithms such as Ditto,
FOMO, and Sub-FedAvg to enhance efficiency. Furthermore,
the authors demonstrated that the framework allows easy
adaptation to heterogeneous local clients with different com-
putational complexities. Similarly, GossipFL [70] presents a
novel approach to address communication challenges in IoT
scenarios characterized by intermittent connections between
participants. The framework utilizes sparsification techniques
and a unique gossip matrix generation method, employing
algorithms such as S-FedAvg, D-PSGD, and CHOCO-SGD to
optimize communication traffic while preserving convergence.
The efficacy is demonstrated across various datasets, such as
MNIST and CIFARI10, achieving model accuracies of up to
98%. Building on these advancements, Fedstellar [153] offers
a versatile platform for DFL training that addresses common
limitations in existing frameworks. It efficiently manages het-
erogeneous topologies and adapts the federation to physical
or virtual deployments. In a real-world cyberattack detection
employing single-board devices and a fully connected network,
Fedstellar obtained a 91% F1 score. Furthermore, in a virtual-
ized scenario using the MNIST dataset, the platform delivered
a compelling F1 score of 98% with DFL and 97.3% with
SDFL while reducing model convergence training time by
32% relative to CFL.

V. APPLICATION SCENARIOS

Following the storyline presented in Figure 2, this section
responds to “Q3. Which are the main characteristics of the
most relevant scenarios of DFL?” In particular, this section
provides a review of existing works classified according to
the application scenario: (i) healthcare, (ii) Industry 4.0, (iii)
mobile services, (iv) military, and (v) vehicles. These scenar-
ios combine most of the literature work, thus giving a great
overview of current DFL applicability. For each scenario, the
following aspects are highlighted: the goal, the participants
during federation, the ML algorithm used, and the aggregation
method employed.
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Beyond the previously discussed scenarios, DFL is also rel-
evant in emerging areas such as smart cities and metaverse,
where it enhances urban planning and service provision, all
while facilitating privacy-preserving data sharing between real
and virtual entities [156]. In the realm of swarm robotics, DFL
enables asynchronous knowledge sharing and task coordina-
tion [157]. In the energy and utilities sector, DFL supports
predictive maintenance and demand forecasting, contribut-
ing to operational efficiency across companies [158]. Finally,
the telecommunications sector benefits from DFL in optimiz-
ing network performance and anomaly detection, allowing
network providers to share insights without compromising pro-
prietary information [159]. However, the challenges of these
domains need to be further explored to determine the scope
of DFL.

A. Healthcare

Cooperation between research institutes, hospitals, and fed-
eral agencies is essential in modern healthcare systems to
improve healthcare standards. However, transferring patient
information between these entities can be challenging due
to regulations like the General Data Protection Regulation
(GDPR) or the European Health Data Space (EHDS). Through
DFL, each hospital or institute only needs to share the parame-
ters of the local model to obtain an accurate diagnosis model,
thereby preserving patients’ privacy. Notably, the successful
application of DFL-based approaches in the healthcare sector
is evident from recent studies, as demonstrated in the relevant
articles presented in Table V.

The first study to present the privacy issues of server use in
healthcare is [160]. The authors noted the challenges in achiev-
ing a trade-off between global learning of the model and local
information from each data source due to the large number of
data sources with varying amounts and properties of data. To
address this, they proposed a new strategy called Federated-
Autonomous Deep Learning (FADL), where the first layer of
the NN model is trained in a federated way using data from all
sources. In contrast, the other model layers are trained locally
in each data source. Their approach demonstrated an accuracy
similar to the centralized analysis and outperformed regular
FL for distributed electronic health records.

In the same way as the previous work, Huang et al. [128]
proposed a community-based FL algorithm to predict mortality
and hospital stay time. Electronic medical records were clus-
tered into communities inside each hospital based on standard
medical aspects. Each cluster learned and shared a particu-
lar ML model customized for each community rather than
a general global model shared among all hospitals. In this
work, a participant with an aggregator role was in charge
of converting patients’ drug features into privacy-preserving
representations. The authors of [162] introduced an algorithm
to perform local updates during several iterations, enabling
communication between nodes and improving communication
efficiency for DFL. This approach was tested on simulations
with real-world electronic medical records, demonstrating its
effectiveness in Alzheimer’s disease detection compared to
classical methods. Similarly, Elayan et al. [163] proposed
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COMPARISON OF DFL SOLUTIONS FOCUSED ON HEALTHCARE
Ref. Year Goal Federation Topology Scenario ML Aggregation Local Model Client Dataset
Architecture Model Algorithm Aggregation __ Selection
[160] 2018 Improve the accuracy of the CFL  Cross-silo  Centralized  Simulation Three-layered NN Custom Synchronous _ Sequential ICU-CRD [161]
approximation by training parts of the Decentralized algorithm
model in a decentralized way and others
using specific data sources
[128] 2019 Decrease the cost of communications  Cross-silo  Centralized  Simulation K-Means FedAvg Synchronous  Sequential ICU-CRD [161]
between hospitals and the aggregator by Decentralized
using a clinical community data clustering
algorithm for disease detection
[162] 2020 Improve the communication efficiency for — Cross-device  Decentralized Real Custom Custom Synchronous Sequential Private
fully DEL over a graph without loss of model algorithm Asynchronous
optimality of the solutions
[163] 2021 Deep FL fram rk  for Cross-devic Dx Custom Custom Synchronous Scheduling Private
healthcare systems that maintain user model algorithm
privacy
[164] 2021  Facilitate the integration of any medical data __ Cross-silo _ Decentralized Real Custom Custom Asynchronous  Scheduling  PBMC transcriptome [165]
from any data owner worldwide without model aggregator Chest X-ray [166]
violating privacy laws
[167] 2022 Secure valuable hospital Gata Cross-device D CNN FedAVG Asynchronous _ Sequential Private
useful for clinical research organizations,
use of Blockchain and smart contracts
[16] 2022 Privacy and protection of medical data  Cross-silo  Decentralized Real ResNet18 Custom Synchronous  Sequential TmageNet [168]
exchanged between healthcare entities ResNet50 algorithm Private
DenseNet121
98] 2022  Detect brain tumor segmentation, using  Cross-device Centralized Real U-Net CFA Synchronous Random BRATS [169]
ive clinical datasets i FedPer Asynchronou: Private
[90] 2022 Detect misconduct model on specific sites _ Cross-device  Centralized _ Simulation GloreChain FedAvg Asynchronous _ Sequential _ Cancer Biomarker [170]
from any learning iteration i
2] 2022 Collaboratively training between healthcare  Cross-device  Decentralized ~ Simulation 3D CNN Custom FedAvg Synchronous Random COVID-19 CT [171]
devices for creating a robust model without (RingAVG) ~ Asynchronous Eye Disease [172]
raw data exchange Skin Cancer [173]
[21] 2022 Ring topology for DGM to ensure sccurity  Cross-devis D GAN FedAvg Asynchronous  Sequential MNIST [174]
and privacy in medical scenarios
[175] 2022 Exploit concepts from experience repetition  Cross-device  Centralized  Simulation GAN FedAvg Synchronous _ Random X-ray data [176], [177]
and adversarial generation research Decentralized FedProx Asynchronous HAM10000 [178]
FedBN
[179] 2023 Pr reserving decentralized approach Cross-silo Decentralized ~ Simulation N/S Custom Synchronous Random MNIST [174]
while supporting efficient icati algorithm

a framework to train on skin lesion images using smart-
phones. They further utilized TFL to overcome the need for
large, labeled data. They also proposed an automated training
data-acquiring process and evaluated the algorithm on skin
diseases, leveraging TL techniques to address the problem of
a lack of healthcare data in generating DL models. Moreover,
Warnat-Herresthal et al. [164] followed a similar approach
to ensure the privacy of medical data exchanged between
cross-silos.

The advancement of clinical research and new scientific
discoveries relies on enabling data mobility, including med-
ical records. In this context, various schemes have been
proposed to exchange medical records using Blockchain and
smart contracts to ensure appropriate data privacy and pro-
tection. Salim and Park [167] compared the results of their
decentralized Convolutional Neural Network (CNN) model for
Electronic Health Records (EHR) with a private Interplanetary
File System (IPFS) and found promising results in accu-
racy, sensitivity, and specificity, similar to the traditional
centralized model. In contrast, Nguyen et al. [16] discussed
the use of federated distillation to decrease model com-
plexity, using a private dataset called The Noisy Blind
consisting of 1198 original images collected from four clin-
ics. Their solution provided superior performance to tradi-
tional centralized training when nodes comprise low-quality
data, which is common in healthcare. Similarly, the authors
of [98] focused on medical image prediction for brain tumor
segmentation, enabling the collaboration of multiple insti-
tutions by sharing their local computational models and
training a U-Net model. This approach reached a target
Dice Similarity Coefficient (DSC) above 85% using private
data from patients’ devices (e.g., heart rate, blood oxygen
saturation).

B. Industry 4.0

The use of federated and decentralized techniques has
increased considerably in Industry 4.0 to overcome the lack of
communication between devices and sensors without needing a
central node. As shown in Table VI, several recent studies have
shown promising results in applying DFL-based approaches in
industrial settings.

In [8], the authors discussed the opportunities and applica-
tions of DFL in automated and networked industrial systems
supported by Device-to-Device (D2D) communications. The
authors demonstrated the integration of the DFL approach
into the sensing-decision-action loop, improving knowledge
discovery operations. The system evaluation showed a conver-
gence of the collaboration model in cross-device environments
with minimal synchronous and asynchronous communications.
Following the same direction, the authors of [181] applied
cognitive computing in a simulated industrial scenario. This
technique models the reasoning process of the human brain,
having a progressive welcome in Industry 4.0 automation. This
work implemented a DFL scenario supported by Blockchain
and a Distributed Approximate Newton (DANE) aggregation
method with advanced checks and random node selection. The
results of an extensive evaluation and assessment showed accu-
racy values between 0.74 and 0.82. Ma et al. [52] defined
Q-DFL for a quantized selection of network nodes. The pro-
posal contained two phases: (i) a local model was trained
with the SGD algorithm on each IIoT device, and then the
parameters of the quantized model were exchanged among
neighboring nodes; and (ii) a consensus mechanism was
designed to ensure that the local models converged to the same
global model. Subsequent simulation for the MobileNet model
revealed its performance trade-off between system information
flow consumption, time delay, and energy cost.
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TABLE VI
COMPARISON OF DFL SOLUTIONS FOCUSED ON INDUSTRY 4.0
Rel.  Year Goal Federation Topology Scenario ML Aggregation  Local Model Client Dataset
Architecture Model Algorithm Aggregation ___ Selection

[8] 2021 Explore emerging FL opportunitics using  Cross-device  Centralized Real DNN FedAvg Synchronous _ Random _ MIMO radar [180]
next-generation networked and autonomous Decentralized Asynchronous
industrial systems (e.g., robots, vehicles,
drones)

[I81] 2021 Decentralized paradigm for big data-based  Cross-d D CNN DANE Synchronous _ Random CIFAR-10 [154]
cognitive g

[52] 2021 A method for D2D network in industrial [T Cross-device  Decel MobileNet FedAvg Asynchronous _Random MNIST [174]
devices for improving the convergence of (consensus)

[126] 2021 Anomaly detection ML models in non-IID _ Cross-d D Four-Tayered FCNN _ P2PK-SMOTE __ Synchronous _Random N-BaloT [182]
scenarios, including mechanisms to locally Asynchronous
rebalance training datasets

[183] 2022 A method for decentralized anomaly  Cross-device D Custom FedAvg Asynchronous _ Sequential ToT23 [184]
detection using neural networks, offering model
a comparison with traditional federated

[185] 2022 A BoEl framework that integrates an  Cross-device  Centralized  Simulation Custom Fed-Trust Synchronous _ Random TON_IoT [186]
innovative DFL for cyberattack detection in Decentralized model Asynchronous LITNET-2020 [187]
1T

03] 2022 Secure application approach to seal and  Cross-silo  Decentralized Real Custom Custom Asynchronous _ Sequential Private
sign and sy FL ss-devicy model algorithm
collaborative tasks

[59] 2022 Generic ized FL framework for  Cross-di p Custom Custom Synchronous _ Random Private
training distributed models in  inherently model algorithm  Asynchronous
heterogeneous IoT environments

[188] 2022 Cooperative machine leaming organized by  Cross-device  Decentralize Two-Tayered FCNN WAFL Synchronous  Random MNIST [174]
physically close nodes Asynchronous

[17] 2022 User-defined privacy-preserving framework  Cross-silo  Decentralized _ Simulation NS Custom Asynchronous _ Scheduling Private
for industrial metaverses Cross-device FedAvg

[189] 2023 A method that leverages Blockchain (o Cross-silo L Two-Tayered MLP FedAvg Asynchronous _ Random MNIST [174]
improve model quality and reduce latency

[138] 2023 Cooperative use of Blockchain and FL while  Cross-silo  Decentralized _ Simulation N5 Custom Synchronous _ Random CIFAR-10 [154]
preserving privacy using 5G algorithm FEMNIST [147]

N/S (Not Specified) by the authors

Cybersecurity is also an important consideration in Industry
4.0, and several studies have investigated the use of DFL for
anomaly and attack detection, such as the work published
in [126]. The authors developed anomaly detection ML mod-
els for non-IID scenarios and included mechanisms to locally
rebalance the training datasets through the synthetic genera-
tion of data points from the minority class. Using different
metrics to evaluate the model performance on the N-BaloT
dataset, they obtained a convergence close to 75% of False
Negative Rate (FNR) and recall. Another study, conducted
by Lian and Su [183], discussed a similar approach with
the IoT23 dataset [184], obtaining a model convergence 30%
faster than in the previous study with an increase of only 3%
in the overhead of the participants.

Apart from ensuring the reliability of IIoT and the con-
nectivity of industrial objects, Abdel-Basset et al. [185]
proposed a Blockchain-orchestrated Edge Intelligence (BoEI)
framework for cyberattack detection in IloT. The frame-
work uses a temporal convolutional generative network to
enable semi-supervised learning from semi-labeled data. The
authors used TON_IoT [186] and LITNET-2020 [187] to
validate the robustness and efficiency of the framework
over different cyberattack detection approaches. Several stud-
ies have also addressed the synchronous or asynchronous
operation of nodes within the network topology. In this
regard, Pinyoanuntapong et al. [59] implemented a solution
to mitigate high communication congestion in decentralized
networks, leading to robust distributed model training in het-
erogeneous I[oT environments where stragglers (i.e., slow
devices) are commonplace due to varying computation and
network speeds of IoT devices. Similarly, Ochiai et al. [188]
proposed a similar approach for ad-hoc wireless environ-
ments, achieving an average accuracy of 95% for the test
IID dataset compared to on-device training, which obtained

84.7%. Mothukuri et al. [93] proposed a Blockchain-based
approach and Hyperledger Fabric with a gamification com-
ponent for integrating a secure application to seal and sign
asynchronous and synchronous DFL collaborative tasks. Their
results demonstrated that security enhancements improve the
FL process using a custom aggregation algorithm and asyn-
chronous communications. Finally, Kang et al. [17] enhanced
privacy in the industrial metaverse by using a DFL framework
with cross-chain power for decentralized, secure, and privacy-
preserving data training in physical and virtual spaces. The
framework uses a hierarchical Blockchain architecture with the
main chain and multiple sub-chains. Ranathunga et al. [189]
introduced a similar cross-silo architecture using a network of
aggregators to optimize model quality, minimize convergence
time, and improve system performance in various indus-
trial applications. Similarly, Singh et al. [138] proposed an
approach for Industry 5.0. This scheme allowed local learning
updates within the different departments of the industry using
5G. The validation outcomes showed an accuracy of 93.5% in
a 50% active node.

C. Mobile Services

The proliferation of interconnected mobile devices and the
development of advanced intelligent models have facilitated
the emergence of decentralized approaches that offer increased
efficiency and optimal training of models involved in vari-
ous everyday tasks. To this end, DFL-based approaches have
gained significant attention in mobile services, as demonstrated
by the literature in Table VIIL.

Most research in this field has focused on leveraging edge
computing to bring processing and data storage closer to the
source of the request, thereby improving response times and
conserving bandwidth on constrained devices. In this context,
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TABLE VII
COMPARISON OF DFL SOLUTIONS FOCUSED ON MOBILE SERVICES
Ref.  Year Goal Federation Topology Scenario ML Aggregation  Local Model Client Dataset
Architecture Model Algorithm ___ Aggregation ___ Selection
[71 2021 Reduce the number of directly connected  Cros: Centralized Real CNN FedAvg Synchronous _Random MNIST [174]
end devices, avoiding the overhead of  Cross- Decentralized MLP Asynchronous
unnecessary local updates
[190] 2021 Novel approach based on Cross-d Centralized Custom FedAvg  Asynchronous  Scheduling Private
authentication of users trained by an Decentralized model
organized peer-to-peer federation involving
different
[191] 2021  Blockchain-based FL scheme to strengthen  Cross-si Centralized _ Simulation DNN Custom Synchronous _Random MNIST [174]
communication security and data privacy ~ Cross-de: Decentralized algorithm Asynchronous FMNIST [192]
protection in DITENs
[193] 2022 Simulation tool to capture the Cross-device D U-Net FedAvg  Asynchronous  Sequential BRATS [169]
and asynchronous nature of FL operation in Private
junction with DTL
[68] 2022 Reputation scheme to balance the weights  Cross-d Centralized Fourayered FNN  FedAvg Synchronous  Scheduling MNIST [174]
between trust values of parameters and bid Decentralized
prices
18] 2022 Novel distributed validation weighting _ Cross-device  Cenualized  Simulation  Two-layered CNN _ Custom Synchronous _ Sequential CIFAR-10 [154]
scheme to evaluate the performance of a Decentralized algorithm  Asynchronous CIFAR-100 [154]
mobile node in the federation versus a EMNIST [194]
distributed validation set
[72] 2022 Decentralized recommender system based  Cross-d D GMF FedAvg NYC [195]
on the principles of gossip learning PRME-G FedFast Gowalla-NYC [196]
Reptile MovieLens [197]
[73] 2022 Gossip-based system (o maximize social _ Cross-device D NS Custom _ Asynchronous _ Sequential Facebook [198]
awareness among  nodes,  improving algorithm
reliability and latency
[199] 2023 Federated GNN supervised  Cross-devi Centralized GCN Custom Synchronous  Squential Facebook [198]
and unsupervised learning with security Decentralized GAT algorithm LastFM [200]
measures
[201] 2023 Privacy-preserving _P2P leaming for _ Cross-d Centralized 2 Custom Synchronous _Random CIFAR-10 [154]
asynchronous and collaborative tasks. Decentralized BLSTM algorithm  Asynchronous Avito [202]
IMDb [203]
[204] 2023 T and fully fzed FL  Cross-d D Three-Tayered NN Custom Synchronous  Random _ IoT identification [205]
algorithm using knowledge CNN algorithm _ Asynchronous EMNIST [194]
[206] 2023 Decentralized and privacy-preserving FL for _ Cross-device D CNN TFedAvg Synchronous _Random MNIST [174]

improved performance and scalability

N/S (Not Specified) by the authors

Wang et al. [7] proposed a novel solution that deployed mobile
edge nodes at various network locations to act as communica-
tion hubs between the cloud and end devices. This approach
effectively sidesteps the latency associated with high server
concurrency. Moreover, the proposed method filters unnec-
essary models and communications using cosine similarity.
Experimental results showed that the proposed scheme reduces
the number of local updates by 60% compared to CFL and
increases the convergence speed of the evaluated model by
10.3%. Additionally, Monschein et al. [190] addressed the
challenge of acquiring large amounts of data to train powerful
ML models, which is often an overwhelming task for a single
organization. The authors proposed a methodology combining
the establishment of continuous user-based authentication with
federated and decentralized data governance.

As in the previous scenarios, DLT is recurrently used to
ensure communications in decentralized scenarios. In this
sense, Lu et al. [191] conducted a theoretical analysis to
enhance communication security and protect data privacy
in Digital Twin Edge Networks (DITENs). The proposed
scheme demonstrated significant improvements in communi-
cation efficiency and data security for IoT applications, as
confirmed by numerical results. Wilhelmi et al. [193] stud-
ied the impact of ledger inconsistencies on DFL performance.
The study employed a reliable simulation tool that captures
the decentralized and asynchronous nature of Blockchain
operation. Qi et al. [68] proposed a hybrid Blockchain-
based incentive mechanism that addresses similar challenges.
The authors leveraged smart contracts and dynamic reputa-
tion score calculation of each DFL participant. In contrast
to previous studies, performance is evaluated against mali-
cious or non-honest nodes. In edge computing settings where

P2P communication is commonly used for exchanging model
parameters between nodes, an efficient algorithm named CoCo
was introduced in [18]. This algorithm integrates topology
construction optimization and model compression to accelerate
DFL. Extensive simulation results show that CoCo achieves a
ten-fold speedup and reduces the communication cost by 50%
on average compared to existing DFL baselines.

The rise of decentralized scenarios has enabled new appli-
cations such as recommender systems and social networks. In
particular, Belal et al. [72] introduced PEPPER, a decentral-
ized recommender system based on gossip learning principles.
The system extracts relevant content for users to aid them in
their daily activities, such as finding relevant places to visit,
content to consume, or items to buy. In PEPPER, users gos-
sip about model updates and aggregate them asynchronously.
By conducting experiments on three real datasets implement-
ing two use cases, location registration recommendation and
movie recommendation, the authors demonstrated that their
solution converges up to 42% faster than other decentral-
ized solutions. Furthermore, Khelghatdoust and Mahdavi [73]
proposed a Decentralized Online Social Network (DOSN)
based on gossip to address the privacy and scalability issues
of centralized social networks. The authors observed almost
a 30% reduction in search latency and a 10% improvement
in communication reliability through trusted contacts. These
results demonstrate the potential of decentralized approaches
in providing efficient solutions for modern applications such
as recommender systems and social networks. To improve the
previous scenarios, Pan et al. [199] utilized a tree constructor
to improve representation capability given the limited struc-
tural information and a Monte Carlo Markov Chain-based
algorithm to mitigate workload imbalance caused by degree
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TABLE VIII
COMPARISON OF DFL SOLUTIONS RELATED TO THE MILITARY SCENARIO
Ref.  Year Goal Federation Topology Scenario ML Aggregation  Local Model Client Dataset
Architecture Model Algorithm Aggregation ___ Selection

[208] 2020 Federated learning-based security Cross-devis Centralized Th 1. 1 NN FedAvg Asynchronous Random CRAWDAD [209]
architecture for jamming attack detection Decentralized NS3 FANET [210]
for FANET

[211] 2020 Distributed defense solution for Cross-d Centralized CNN FedAvg Synchronous Random Custom
society using the features of Blockchain Decentralized dataset

y and federated learning

[51] 2021 DFL solution with a fully d  Cross-devi D Real ELM ISPW-ADMM  Asynchronous Random Private
network  between  battlefield  devices
employing a method of random walks and
alternate directions during federation

[212] 2021 Novel architecture that allows FL within _ Cross-device D CNN TFedAvg Asynchronous _ Random NS
UAV networks without a central entity

[19] 2021 Secure framework for UAV-assisted mobile  Cross-device D Custom Custom Synchronous _ Scheduling NS
crowdsensing to  promote high-quality model FedAvg
model sharing

[65] 2021  Precoding and decoding strategies for D2D  Cross-device  Decentralized Real Custom FedAvg Synchronous  Scheduling BRATS [169]

icati model

[213] 2022 Novel fon of in and FL _ Cross-d D NS Custom Asynchronous  Sequential NS

in UAV edge computing networks and FedAVG
i and solutions

[@2] 2022 Cross-domain authentication of UAVs using _ Cross-di D CNN Custom Synchronous _ Random EMNIST [194]
multi-signature smart contracts algorithm Asynchronous

[214] 2023 Resource-cificient framework for mmWave  Cross-device Dy NS Custom Asynchronous _ Scheduling MNIST [174]
aerial-terrestrial integrated networks using algorithm CIFAR-10 [154]
UAVs

[215] 2023 Teasibility and adaptability of DFL in  Cross-device  Centralized  Simulation  Fully-connected ANN Custom Synchronous _ Random Private
maritime transportation Decentralized algorithm

N/S (Not Specified) by the authors

heterogeneity. Finally, it is worth mentioning that other studies
have explored the use of innovative techniques in DFL, such as
P2P with knowledge distillation, for various applications such
as social network scenarios or IoT device identification [201],
[204], [206].

D. Military

The military scenario has also yielded numerous improve-
ments in DFL. communications between different devices on
the battlefield. A clear example is the European Future Combat
Air System (FCAS) program [207], the largest European arma-
ment effort since World War II, where unmanned aircraft
belong to a decentralized and collaborative system during com-
bat missions. Table VIII highlights the most relevant items
in the military scenario where DFL-based approaches are
applied.

Flying Ad-hoc Network (FANET) is a type of network that
applies DFL as a promising way to train collaborative and
decentralized models. One challenge in this network is the
evasion of malicious attacks, such as jamming. In jamming
attacks, adversaries disrupt the victim network communica-
tion by generating interference at the receiver side, making
it difficult for the intended signals to be correctly received
and processed. For this problem, Mowla et al. [208] proposed
security measures to prevent node jamming by creating a client
group prioritization technique leveraging the Dempster-Shafer
theory and using asynchronous communications to exchange
model parameters. The results provided an accuracy of 82.01%
for the CRAWDAD dataset and 89.73% for the NS3 FANET
dataset. Additionally, Sharma et al. [211] discussed using DFL
in the Internet of Battlefield Things (IoBT) as a defense
system employing Al to strengthen the armed forces. The
authors rely on the characteristics of Blockchain technology
to obtain high accuracy and a random device selection. A cus-
tom dataset consisting of several drone detection datasets [216]
and images [217] is used to evaluate the effectiveness of

the proposed model, obtaining an accuracy rate of 99% at
the fog layer. Xiao et al. [51] presented an Inexact Parallel
Random Walk Alternate Direction Multiplier Method (ISPW-
ADMM) applied to fully connected networks. Then, a UAV
communication scenario was deployed and compared with tra-
ditional methods such as W-ADMM, PW-ADMM, DGD, and
distributed-ADMM (D-ADMM). Qu et al. [212] proposed a
similar solution, where the authors provided three critical con-
siderations: (i) the average loss achieved by DFL is similar to
the one obtained in a centralized approach; (ii) for each UAV,
the loss value after 60 rounds is similar to the achieved in the
centralized approach; and (iii) the training latency is always
more negligible in DFL since it does not need to broadcast
the model parameters.

Alternative solutions have been proposed to address the
issue of secure DFL for UAV-assisted Mobile Crowdsensing
(MC). For instance, Wang et al. [19] introduced a DFL
approach that utilizes Blockchain to securely exchange local
model updates and verify contributions without a central node
in a cross-device scenario. In the same way, Shi et al. [65]
proposed a consensus phase based on additive noise at each
iteration of the algorithm, which enhanced the robustness of
the solution to changes in wireless network topology. The solu-
tion converged linearly in a binary classification using MNIST.
Furthermore, Zhu et al. [213] used the same technology
among multiple untrusted parties with anonymous, immutable,
and distributed characteristics, achieving similar results in
performance for UAV intelligent edge computing networks to
the previous study. Another study by Feng et al. [42] followed
a similar approach, utilizing HFL and non-IID data in a fully
connected network. The authors implemented cross-domain
UAV authentication through multi-signature smart contracts,
with global model updates computed using these smart con-
tracts instead of a centralized server. Recently, decentralized
model dissemination has emerged as a promising approach
for DFL in mmWave aerial-terrestrial integrated networks. To
this end, Al-Abiad et al. [214] presented an algorithm that
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TABLE IX
COMPARISON OF DFL SOLUTIONS DEALING WITH VEHICULAR SCENARIOS
Rel.  Year Goal Federation Topology Scenario ML Aggregation  Local Model Client Dataset
Architecture Model Algorithm Aggregation Selection
[20] 2020  Proactive caching scheme where vehicles — Cross-device — Decentralized Real CF-VAE FedAvg Asynchronous Random MovieLens [197]
are trained from sparse data, mitigating
privacy risks
[219] 2020  Asynchronous FL-based approach for  Cross-device Decentralized — Simulation ~ Custom NN FedAvg Asynchronous  Scheduling N/S
efficient and secure data sharing
[220] 2020 Blockchain-based powered  Cross-d D Simulation N/S oVML Synchronous Random N/S
learning  design for a  vehicular Asynchronous
ion network
[22] 2021  Novel method proposed by DFL with  Cross-device Centralized Simulation CNN Custom Synchronous Schematic MNIST [174]
i between s Decentralized algorithm KITTI [221]
vehicles
31 2022  DFL system to increase road user and object ~ Cross-device Centralized Simulation  PointNet ML Custom Synchronous Random nuScenes [222]
ification capability based on Lidar data i FedAvg
[223] 2023  Reinforcement Learning with FL agent  Cross-device  Decentralized  Simulation DNN Custom Asynchronous _ Random KITTI [221]
for predictive QoS in teleoperated driving algorithm
scenarios
[224] 2023  Blockchain-enhanced DFL for efficient and ~ Cross-device ~ Decentralized ~ Simulation CNN FedAvg Asynchronous  Scheduling FMNIST [192]

privacy-protective data sharing

N/S (Not Specified) by the authors

makes use of UAVs as local model aggregators through UAV-
to-UAV communications and reduces the energy consumption
of DFL using Radio Resource Management (RRM) under
the constraints of over-the-air learning latency. In maritime
environments, optimizing transportation focusing on certain
performance metrics may lead to non-convex problems due to
the large number and heterogeneity of network nodes and ves-
sels. To tackle this issue, Giannopoulos et al. [215] presented
and analyzed various use cases in these scenarios and demon-
strated the superiority of DFL over traditional ML approaches
using datasets from an enterprise specializing in the maritime
industry.

E. Vehicles

In recent years, concerns regarding road safety have
significantly increased, prompting significant efforts towards
developing automated solutions to detect distractions
while driving and to alert vehicles on the road intelli-
gently [218]. In this sense, decentralized solutions and FL
have emerged as promising approaches in this sector, as
illustrated by the latest vehicle solutions highlighted in
Table IX.

The unique characteristics of Vehicle-to-Everything (V2X)
communication, including the high mobility of vehicles and
limited storage capacity of nodes, present particular communi-
cation and processing challenges that can be addressed through
DFL. Building on recent advances in ML, Yu et al. [20]
proposed a proactive caching scheme based on SDFL and
P2P communications. In this solution, a vehicle acts as a
parameter server to aggregate the updated global model from
peers instead of an edge node. Experimental results show
that the solution outperforms typical baselines, gaining effi-
ciency and autonomy. Furthermore, Blockchain supports data
integrity when transmitting model parameters, thus addressing
privacy concerns when sharing private data between vehicles.
This mechanism has been utilized in several studies, such
as [219] and [220]. While the former used deep Reinforcement
Learning (RL) to select the participating nodes of DFL,
thereby improving the efficiency of the data-sharing process,
the latter minimized the system delay by exploiting the channel
dynamics.

Finally, other studies consider new ways to optimize
resources to present a solution comparable to server-based
architectures. Chen et al. [22] proposed a novel approach
to DFL based on a P2P network designed to be resilient
to byzantine faults. The authors evaluated their method on
the MNIST and KITTI datasets, assessing the performance
of the proposed P2P approach in terms of accuracy, conver-
gence speed, and fault tolerance and comparing it to traditional
server-based methods. Similarly, Barbieri et al. [3] investi-
gated the use of DFL methods to improve the classification
of road users (such as pedestrians, cyclists, and vehicles)
and objects based on Lidar data. The authors simulated a
realistic V2X network using the collective perception ser-
vice to share PointNet model parameters. The results showed
a low latency training compared to existing distributed ML
approaches. Another study that investigated the use of DFL
in vehicular networks is presented in [223]. In this work, the
authors focused on ensuring the Quality of Service (QoS) for
communication between vehicles and remote drivers in remote
driving scenarios. Specifically, they proposed using Predictive
Quality of Service (PQoS) to predict and react to unantici-
pated degradation of the QoS. To implement PQoS in vehicular
networks, the authors designed an RL agent to identify the
optimal compression level for sending automotive data under
low latency and reliability constraints. Finally, Hu et al. [224]
integrated Blockchain into a fully connected vehicle topol-
ogy. The authors demonstrated robust privacy protection and
system reliability without significant latency, ensuring efficient
and accurate data exchange, even with data of varying quality.

VI. TRENDS, LESSONS LEARNED, AND OPEN
CHALLENGES

Based on the different aspects of DFL analyzed through
research questions QI1-Q3, and following the storyline
presented in Figure 2, this section responds to “Q4. What
trends, lessons learned, and challenges have emerged in
DFL?” To provide a clear structure, each trend, lesson, and
challenge is related to a specific category, such as [Fund.]
for fundamentals, [Fram.] for frameworks, and [Sce.] for
application scenarios.
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Fig. 9. Distribution of DFL publications.

A. Current Trends

The main trends in current work, based on the evolution of
recent solutions, are as follows (see Figure 9).

[Fund.] Federation architectures, network topologies, and
communication mechanisms are extensively studied: Most
works analyze the communications between network nodes,
the network topologies (mostly fully connected), and the
architecture it supports, with DFL being the main approach
addressed. Figure 9(a) shows the trend of the above funda-
mentals in different application scenarios.

[Fund.] Fully connected network topologies are widely
applied to DFL scenarios: Network topologies where all nodes
are connected to each other are the most commonly used in
DFL. Its versatility and simplicity of construction have made
it a usable approach in most application scenarios. Table II
shows how about 50% of the papers analyzed in the network
topology fundamental belong to this approach.

[Fund.] The optimization of communications is predominant
in recent work on DFL: The inherent functionality of DFL
requires communication optimization techniques between fed-
eration participants. In this sense, Table II shows how more
than 65% of the analyzed solutions address complexity reduc-
tion in model parameter exchanges. The healthcare and mobile
services are the most optimized application scenarios in terms
of communications (see Figure 9(a)).

[Fram.] Most of the frameworks are adapted to cross-
device environments: The reviewed frameworks offer DFL for
deploying simulated or real federated scenarios with limited
devices (see Table IV). They also typically provide models fed
by images or timelines, aggregation algorithms, and various
communication technologies between participants.

[Sce.] DFL is widely used in healthcare scenarios: DFL
meets its goals in healthcare data analytics, with a significant
impact on the accuracy of medicine and, ultimately, improved
treatment and diagnosis (see Figure 9(b)). Electronic medical
records, medical imaging, disease detection, and collaborative
drug discovery are the most significant use cases for DFL.
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[Sce.] DFL gains momentum in mobile services and
Industry 4.0: The high performance offered by DFL has
led to the increasing relevance of both application scenarios.
In mobile services, DFL improves personalization and rec-
ommendation systems in edge devices while protecting user
privacy. In Industry 4.0, DFL enables collaboration between
multiple organizations without sharing sensitive data, reducing
costs, and improving efficiency.

[Sce.] Anomaly detection and deployment on UAVs are
prominent trends: Figure 9(b) shows how both topics main-
tain remarkable applicability in different application scenarios.
Specifically, anomaly detection represents the 11% of works
documented in industrial scenarios, while the use of UAVs
represents the 12% of works in military scenarios.

B. Lessons Learned

After reviewing and analyzing the state of the art, the
following lessons have been learned:

[Fund.] The use of specific aggregation algorithms for DFL
is still limited: Although FedAvg is widely used in existing
frameworks, applications in certain DFL scenarios need to
obtain similar results. Studies of different application scenarios
(see Table V, VI, VII, VIII, and IX) have opted for customiza-
tions of the algorithm to adapt it to the peculiarities of the
federation models.

[Fund.] Limited analysis of improving decentralized systems
with DFL: Decentralized systems face challenges such as con-
sistency and coordination between nodes. In the literature,
there are not enough studies comparing and evaluating DFL
enhancement in these systems. There is a need to determine
the resilience, robustness, and overall security provided by this
approach that reduces dependency on a server.

[Fram.] There is a limited number of solutions providing
realistic federation benchmarks: As more DFL architectures
are developed, it is important to have a benchmark with
representative datasets and workloads to evaluate existing
systems and direct future development. Although many DFL

28

PhD Thesis — Enrique Toméas Martinez Beltran




JOURNAL ARTICLE 1

MARTINEZ BELTRAN et al.: DECENTRALIZED FL

frameworks provide benchmarks (see Table IV), no single
benchmark has been widely used in all studies reviewed. In
addition, existing benchmarks often ignore metrics such as
system efficiency, reliability, or architecture robustness. The
evaluation of model performance on non-IID datasets and
system security needs further research.

[Fram.] There is no consensus on frameworks in the lit-
erature for deploying DFL architectures: The frameworks
analyzed in Table IV show heterogeneous characteristics,
mostly adapted to validation scenarios. Therefore, there are
limited open-source DFL frameworks with sufficient maturity
to be network, node, and data agnostic.

[Sce.] The military and vehicular scenarios are complex
application scenarios for deploying DFL solutions: The solu-
tions presented in the military (see Table VIII) and vehicles
scenarios (see Table IX) lack the robustness to be put into prac-
tice, so they usually recreate simulated deployments to adapt
nodes and models. In addition, they present limited bandwidth,
unstable network connections, and high-security requirements
in simulations. Therefore, strategies such as edge computing,
hybrid approaches, and Blockchain technology are used to
reduce complexity.

[Sce.] There is a lack of literature using unsuper-
vised learning in DFL architectures: The literature has not
addressed the applicability of unsupervised learning in DFL-
based scenarios where federation participants do not operate
locally labeled data. Table VI, VII, VIII, and IX indi-
cate that the literature only defines solutions using super-
vised ML models such as MLP or CNN for classification
tasks.

C. Open Challenges

Based on the current state of the art, the following points
represent the main challenges that future DFL solutions might
consider. In addition, Table X summarizes the open challenges
and their future developments, indicating the importance of
their application in the future.

[Fund.] Improve the scalability of the solution when the
number of participants in the federation increases: The devel-
opment of algorithms that can dynamically select partici-
pants based on their availability, network connection, and
trustworthiness would help to ensure that the federation
remains resilient to dropouts and the unavailability of partici-
pants. In addition, exploring new techniques for compressing
and aggregating models across multiple participants can reduce
communication and computation overhead, particularly for
large-scale federations. Finally, including personalized local
model learning can improve training while minimizing the
impact of low network dependability and client availability.

[Fund.] Improve the cybersecurity mechanisms depending
on the participant and the application scenario: The security
of the nodes participating in DFL and their ability to detect
and prevent attacks or threats in heterogeneous scenarios are
crucial to the success of this approach. A promising solution
would be to design an architecture that treats participants dif-
ferently according to their privacy restrictions, allowing for a
more personalized and secure approach. This is particularly
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TABLE X
OPEN CHALLENGES IN DFL AND FUTURE DEVELOPMENTS

Challenge Future Developments
Fund Is [Fund.]
Scalability of DFL with increasing e Dynamic participant selection
participants (!!!) oF ized local model learning
Cybersecurity mechanisms for a secure o Detect attacks in DFL scenarios
DFL (!!l) « Different treatment based on privacy
Trustworthiness among  federation e Maintain trust policies

« Prevent dishonest behavior

« Quantization and gradient compression

o Use of SDFL

« Topology-aware node reconfiguration
 Resilient synchronization methods

o Identify the techniques and their impacts

« Compare against traditional approaches

« Optimize the federated model performance
« Improve the selection of participants

« Promote comprehensive DFL standards

« Involve standard-setting bodies (ISO, IEEE)

participants (!!!)
Homogeneous node participation (')

Address participant mobility in DFL
scenarios ()
Study of adversarial attacks (!1)

Explore the use of Reinforcement
Learning ('!)
DFL standardization efforts (')

56 and 6G technologies for e Network slicing utilization
ications (!) * 5G/6G-integrated edge computing
Frameworks [Fram.]
Modular, scalable, and efficient e Implement and manage DFL fundamentals

frameworks (!!!)

Heterogeneous datasets in decentralized
participants (')
Dynamic  scheduling
network (1)

* Application in practical scenarios
o Data preprocessing and normalization
* Advanced data ion techniques
« Adaptable federation architecture
 Resilient algorithms
Application scenarios [Sce.]
Exploration of new DFL application e Evaluate DFL in smart city technologies
scenarios () « Combine Al, IoT, and DFL for testing tools

of federated

!'low importance, !! high importance, !!! critical

relevant for application scenarios such as social media appli-
cations, industrial IoT, and Blockchain, where user privacy
protection is critical.

[Fund.] Enhance trustworthiness among federation par-
ticipants in DFL approaches: To ensure the accuracy and
reliability of the federated model, participating nodes must
establish trust policies with one another. These policies allow
participants to aggregate model parameters based on reputa-
tion and performance history only from those they trust. By
doing so, participants can avoid dishonest behavior and main-
tain the integrity of the FL process, thereby encouraging the
participation of other nodes in the network.

[Fund.] Ensure the homogeneous participation of the con-
strained nodes in the federation: It is challenging to guarantee
the participation of nodes with limited autonomy or bandwidth.
Some solutions could use quantization methods and gradient
compression techniques to reduce communication overhead.
Another option is to consider other federation architectures,
such as SDFL, where nodes with limited resources can par-
ticipate in the federation while still maintaining some level of
centralization.

[Fund.] Address participant mobility: The dynamic nature
of DFL, where participants may join or leave the federation
at any time, poses challenges in maintaining learning stability
and reliability. Future DFL solutions need to manage mobil-
ity and develop strategies to handle the continuous flow of
participants while ensuring efficient learning.

[Fund.] In-depth study of adversarial attacks applied in
DFL approaches: The literature on cyberattacks affecting DFL
is limited, with relatively little attention given to adversarial
attacks and their impact on DFL performance. Thus, evalu-
ating their impact compared to other traditional approaches,
such as CFL, can help understand the vulnerabilities of DFL
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better and inform the development of more robust security
measures.

[Fund.] Explore the use of RL: The literature regarding RL
applied in decentralized collaborative scenarios is scarce. This
learning approach can optimize the performance of the feder-
ated model by dynamically allocating resources and adjusting
the learning process. Additionally, it can be used to optimize
the selection of participants in the federation, as well as
to dynamically adjust the communication and aggregation
parameters based on the performance of the participants.

[Fund.] Research the use of 5G/6G networks to improve
DFL communications: The rise of 5G and subsequent 6G
networks presents a significant potential to enhance commu-
nications performance by providing faster and more reliable
communication between nodes. Thus, exploring techniques
for efficient data aggregation and transmission is neces-
sary using ultra-low latency and high bandwidth capabilities.
Moreover, researchers could examine the possibility of utiliz-
ing network slicing to allocate dedicated resources for DFL
tasks and integrate edge computing within these networks.
Furthermore, with 5G/6G-powered DFL, a deep focus on the
security and integrity of P2P communications between edge
devices becomes critical. Given the potential vulnerability of
these networks to novel security threats, dedicated research
on defense mechanisms is essential to safeguard secure and
trusted P2P exchanges. To this end, it is necessary to deploy
appropriate defense mechanisms, such as encryption, SMPC,
or Blockchain technologies.

[Fram.] Create modular, scalable, and efficient frame-
works for diverse application scenarios: The literature has
not addressed an agnostic federation for different solutions
in terms of DFL fundamentals. Therefore, it is necessary to
design and implement a robust and reliable solution to gen-
erate realistic scenarios, considering elements such as model
creation, data storage, framework usage, model parameter
exchange, and model aggregation. The framework should
focus on efficiency, considering communication overhead,
computational resources, and storage requirements.

[Fram.] Handle heterogeneous datasets in decentralized
participants: Participants may possess varying sizes, distri-
butions, and quality data, impacting the model performance.
Addressing the challenge of dividing or adapting datasets
to account for these differences is crucial to achieving
optimal performance in DFL scenarios. It involves creat-
ing methods for data preprocessing, normalization, and aug-
mentation that can accommodate the distinct characteristics
and variations inherent in the datasets of each participating
node.

[Fram.] Adapt the dynamic scheduling of the federated
network to the application scenario: Due to the instability of
the application scenario, the number of participants may not
be fixed during the learning process in DFL. Therefore, it is
necessary to develop algorithms that can dynamically adjust
the number of participants in the federation based on changes
in inputs or outputs from the nodes. This would require build-
ing resilient algorithms that handle low network dependability
and client availability. In addition, exploring the use of adap-
tive FL techniques that can adjust the level of centralization
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or decentralization in response to changes in the application
scenario could be beneficial.

[Sce.] Explore new DFL application scenarios: DFL can
be effectively applied in a multitude of application scenar-
ios. For instance, DFL can help to increase the intelligence of
robotic and autonomous systems, making them more efficient
and reliable. In smart city technologies, DFL can exchange
local model parameters between devices, enhancing overall
performance. Additionally, DFL can be evaluated using Digital
Twin (DT) technology, combining Al, IoT, and DFL to create
a simulated environment where tools can be tested in real time
without exposing people or facilities to unknown risks.

[Fund.] Explore standardization activities for DFL: 1t is
necessary to have comprehensive standards to ensure uni-
formity, interoperability, and trustworthiness across various
implementations. These standards should address key elements
like privacy-preserving methods, security features, data quality
standards, model training processes, and performance indi-
cators. Standardizing DFL could encourage consistency in
research outcomes and establish a universal framework for
assessing DFL methodologies.

VII. CONCLUSION AND FUTURE WORK

This work studies the evolution of DFL in recent years, pro-
viding the basic and distinctive fundamentals versus traditional
federated architectures, its current application scenarios, and
the frameworks that manage the deployment of DFL archi-
tectures. In this context, the present work has answered the
following research questions.

Q1. What are the fundamental aspects of DFL? Section III
studies the main aspects of DFL in the most current and repre-
sentative works in the literature, clarifying the differences with
CFL. The analysis provides a set of fundamentals related to
federation architectures, network topologies, communication
mechanisms, and security techniques. It also proposes KPIs to
evaluate the approach and mechanisms to optimize DFL. With
all this, the work proposes the first taxonomy that defines and
details the fundamentals of DFL.

Q2. What DFL frameworks exist, and what fundamentals
do they provide? Section IV discusses the main frameworks
currently used to deploy DFL scenarios. This section shows the
most mature frameworks in FL versus the incipient solutions
that favor the inclusion of DFL. Thus, this paper highlights
the prominence of current solutions and the DFL fundamentals
contemplated to generate robust solutions to the scenario.

Q3. Which are the main characteristics of the most rele-
vant scenarios of DFL? Section V describes, analyzes, and
compares the most relevant and recent solutions according
to their application scenario. The predominant application
scenarios are healthcare, mobile services, and Industry 4.0.
Also, this work determines that fields such as military or
vehicles have grown significantly in recent years. Regarding
fundamentals, decentralized cross-device architectures in fully
connected network topologies are predominant. Optimization
mechanisms are applied to the above aspects, mainly to
communications and aggregation algorithms.
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Q4. What trends, lessons learned, and challenges have
emerged in DFL? Lessons learned, current trends, and future
challenges have been documented in Section VI. It details
how to create more sophisticated federation architectures,
topologies, optimizations, and their applicability in different
scenarios. At the same time, certain limitations in the recent
literature are also detailed. For instance, the scarce comparison
between DFL scenarios or the lack of frameworks allow-
ing their deployment. In addition, handling heterogeneous
datasets, cyberattacks, or using 5G/6G in communications
have not yet been robustly applied, opening avenues for future
research.

As future work, it is planned to design and implement
scalable solutions capable of generating heterogeneous sce-
narios. To achieve this, it is necessary to create solutions
using agnostic data types employing performance data from
the devices acting as nodes. These solutions will be inte-
grated with ML/DL techniques, communication optimization,
and data aggregation techniques that preserve security and
privacy while guaranteeing network and node performance
capabilities. Furthermore, these solutions must offer a range of
configurable options based on various federation architectures,
including CFL, DFL, or SDFL, as well as decentralized tech-
nologies such as Blockchain. Finally, it is considered to define
and build sets of metrics to complement the functionality of
the solution and the evaluation of the system.
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ABSTRACT

Mosaic warfare is a military strategy where
reconnaissance missions with aerial vehicles are crit-
ical for gathering enemy information and achieving
battlefield dominance. Nowadays, machine learn-
ing (ML) techniques play a pivotal role in this task
by enabling precise detection of military vehicles.
However, reconnaissance missions face challenges,
particularly when enemies launch attacks targeting
ML models and aerial exploration vehicles. Combin-
ing decentralized federated learning (DFL) and situ-
ational awareness could improve these challenges
by facilitating collaborative, context-aware, robust,
and privacy-preserving ML-based learning pro-
cesses. Nevertheless, existing literature overlooks
these research fields and their applicability to mili-
tary reconnaissance missions. Thus, this work intro-
duces Flighter, a novel framework that trains DFL
models for enemy detection while safeguarding
model integrity using a situational awareness-based
defense module. Flighter considers model similarity,
flight formations, geopositioning, resource usage,
and interconnection rate between aerial vehicles to
defend against adversarial attacks targeting recon-
naissance tasks. A simulated military scenario using
synthetic aperture radar (SAR) data of military vehi-
cles has been deployed to evaluate the framework
performance. The evaluation involved four military
aircraft operating in two flight formations under
adversarial attacks affecting aircraft geopositioning
and collaborative training. Extensive experimenta-
tion with different attacks demonstrated that Flight-
er enhances literature detection accuracy and time
without compromising privacy.

INTRODUCTION

Modern military operations, characterized by strat-
egies like mosaic warfare, require rapid, adaptive,
and precise reconnaissance capabilities to maintain
battlefield dominance [1]. These military missions,
including aerial reconnaissance to detect enemy
vehicles or monitor enemy activities, demand intel-
ligence, robustness, and adaptability. The goal of
detection is to confirm the exact nature of the
observed target, distinguishing it from other pos-
sible targets or entities. In battlefield scenarios,

integrating ML techniques into detection systems
becomes increasingly significant for enhancing
accurate, fast, and automatic detection in recon-
naissance operations [2]. These systems must accu-
rately identify targets while ensuring data privacy
and security to safeguard sensitive information.
Also, they must remain adaptable to changing envi-
ronments, where conditions can shift unpredict-
ably. Finally, resilience against adversarial attacks,
which aim to compromise model integrity or dis-
rupt reconnaissance operations, is critical for mis-
sion success in hostile environments.

Federated Learning (FL), proposed by Google
in 2016, deals with some of these requirements
by training collaborative and privacy-preserving
ML models. In FL, each participant trains a local
model using its data and then sends only the model
updates (such as weights or gradients) to a central
server. These updates are then aggregated to form
a global model, which is shared back with all partici-
pants [3]. This process is repeated for several rounds
until the model converges. Within the military recon-
naissance field, FL has been used in Unmanned
Aerial Vehicles (UAVs) to collaboratively learn and
improve enemy detection algorithms while keep-
ing local data confidential [4]. However, FL-based
solutions used in traditional military environments
rely on a central device to coordinate the learning
process, which poses significant drawbacks, such as
a single point of failure and synchronization bottle-
necks during model updates [5]. In aerial reconnais-
sance missions, a central server is often impractical
due to the nature of the battlefield, where secure
and reliable communication links are frequently dis-
rupted or non-existent. Additionally, the rapid move-
ment of aerial vehicles makes it difficult to maintain
consistent connectivity to a central server.

DFL [3] improves the previous limitations by
allowing each participant to train local models and
contribute to the global model through decen-
tralized aggregation. Participants share updates
directly with each other, ensuring continuous
collaboration in the absence of a server. Decen-
tralization is particularly advantageous for military
aerial reconnaissance missions operating in highly
dynamic environments characterized by complex
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maneuvers, and the ever-present risk of adversarial
interference [6]. To maximize the effectiveness of
DFL in such missions, robust defense mechanisms
are essential for ensuring reliable and secure infor-
mation exchange. Since DFL involves direct model
sharing between participants, privacy-preserving
techniques are crucial to protect sensitive data and
minimize the risk of privacy leakage during the
exchanges. These mechanisms are implemented
by verifying model update consistency, commu-
nication behavior, and adherence to designated
flight paths [7]. By integrating situational aware-
ness into DFL, previous defense mechanisms are
further strengthened, enabling real-time, informed
decision-making based on a comprehensive under-
standing of the battlefield [8]. Then, military vehi-
cles can accurately perceive, comprehend, and
project their environment, which is crucial for effec-
tive enemy detection and overall mission success.
In military aerial missions, situational awareness
involves key capabilities such as flight formation,
geopositioning, resource usage, and average vehi-
cle interconnections [2]. Each capability ensures
that aircrafts maintain designated positions, opti-
mize operational resources, and reliably commu-
nicate within the squadron, thereby enhancing the
robustness and security of the federation.

Despite the benefits of integrating defense
mechanisms and situational awareness with DFL,
existing literature has only partially addressed
these challenges. Some studies have proposed
techniques such as blockchain for decentraliza-
tion and secure transaction records [9], as well as
implementing advanced aggregation algorithms
to mitigate malicious contributions [8]. However,
previous approaches often have limitations, such
as relying on static network topologies or lack-
ing decentralization in key functions like model
update aggregation [4]. Additionally, they do not
fully account for the highly dynamic nature of
military air missions, leading to communication
disruptions and inconsistent updates in DFL [8].
Many existing solutions also focus narrowly on
specific attack types without adopting a compre-
hensive, adaptive security strategy [6]. Although
some research has explored the applicability of FL
in military contexts, there remain significant chal-

lenges to situational awareness, model conver-

gence, and adversarial threats. To improve these

challenges, this work presents:

+ A comprehensive threat model tailored to the
challenges of DFL in dynamic scenarios. This
model considers the aerial missions, address-
ing communication disruptions and adversarial
cyberattacks that could impact DFL operations
and the timely detection of enemy vehicles.

+ Flighter, a robust DFL framework for military
aerial reconnaissance missions [10]. It integrates
a situational-awareness-based defense module
to ensure secure and decentralized training of
federated models, effectively addressing the
unique challenges of dynamic military environ-
ments. Moreover, it enhances model resilience
by mitigating attacks while maintaining perfor-
mance in adverse conditions.

+ A simulated military scenario with four aircraft
equipped with SAR in different flight formations
to detect enemy vehicles. Extensive simulations,
including geopositioning deviation, collision
course manipulation, and adversarial data poi-
soning attacks, showed effective mitigation of
communication attacks and enhanced model
robustness, achieving F1 score up to 95.8%;
and maintained efficient resource usage and
response times, with CPU around 57%, RAM
at 1.7 GB, and reducing packet loss while
maintaining stable round times.

THREATS IN FL-BASED MILITARY
RECONNAISSANCE MISSIONS

This section presents the threats encountered in
DFL-assisted reconnaissance missions, considered
the most critical due to their potential impact on mis-
sion success, as illustrated on the left side of Fig. 1.

TH-1: CommAND AND CONTROL WEAKNESSES

Military aerial vehicles rely on decentralized
communication for managing and synchronizing
model updates instead of a central command
server. This decentralization can cause inconsis-
tencies in model performance and synchroniza-
tion challenges during missions [5]. The absence
of a central server makes it challenging to detect
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FIGURE 2. Overview of the defense module in Flighter.

and mitigate these issues promptly, allowing a
single rogue vehicle to compromise the entire
operational effectiveness. A high-stakes military
scenario could result in failed reconnaissance mis-
sions and decreased intelligence.

TH-2: OPERATIONAL MoBILITY HAZARDS

Aircraft in formation constantly change positions,
complicating the maintenance of secure and
reliable communications [4]. Adversaries could
exploit the movements to interfere or hijack com-
munication channels. For instance, an adversary
manipulating an aircraft trajectory through cyber-
attacks on its navigation systems could force it to
deviate from its intended path [8]. Such devia-
tions could lead to physical collisions, isolation of
the aircraft from the network, or compromise the
federation across the entire squadron.

TH-3: ROGUE VEHICLE SABOTAGE

Aerial vehicles within the network may be com-
promised or act maliciously, launching adversarial
attacks such as data poisoning, where false data is
injected to degrade the model performance. Mali-
cious aerial vehicles can also craft inputs to mis-
lead the learning algorithm, resulting in incorrect
predictions. These activities significantly impair
system effectiveness, compromising mission suc-
cess by causing the model to overlook enemy
positions or misidentify friendly units as hostile,
directly impacting military operations [7].

FLIGHTER FRAMEWORK

Flighter improves the limitations of existing FL solu-
tions for military aerial reconnaissance missions
by incorporating DFL and an advanced defense
module based on situational awareness [10]. It
effectively counters TH-1, TH-2, and TH-3. The
framework leverages decentralization to enhance
resilience and operational effectiveness, allowing
aerial vehicles to operate independently while col-
laboratively and securely training models. Flighter
comprises the following modules (Fig. 1): collab-
orative training, communications, and defense
modules, along with two additional modules for
scenarios simulation and threat generation.

The core of Flighter consists of collaborative
training, communications, and defense mod-

ules, which manage local model training, data
exchange, and system protection, respectively.
Initially, each aerial vehicle collects and prepro-
cesses data from its onboard sensors, such as
SAR data for target detection @, and engages
in local model training @, ®. Once local mod-
els are trained, aerial vehicles periodically share
their model updates with neighbors @. To protect
sensitive data, Flighter integrates an adaptive Dif-
ferential Privacy (DP), which selectively applies
privacy constraints by retaining critical parameters
and adding noise to less significant ones [11]. This
improves privacy without compromising model
performance or convergence. DP combines dif-
ferential constraint strategies and a clip norm
decay to defend against privacy leakage, poison-
ing, and backdoor attacks. The clip norm decay
reduces injected noise by gradually decreasing
the clipping threshold of model updates through-
out training, preserving utility while enhancing
protection. Moreover, Flighter incorporates a
sophisticated communications module that utiliz-
es a fault-tolerant asynchronous communication
mechanism, supporting various network topolo-
gies and mobile participants. It leverages chunk-
based data transmission adapted to network
conditions with traceability for packet loss. The
communication module uses LZ4 compression,
proving an optimal balance between speed and
efficiency [12]. Discovery messages dynamically
re-establish connections as aircraft move, enhanc-
ing mobility management. If disconnections occur
due to slow response times or degraded perfor-
mance, Flighter proactively initiates reconnec-
tions to maintain seamless network integration.
Additionally, a congestion mechanism reroutes
communications through alternative paths to opti-
mize performance and reliability. Flighter models
the impact on communication latency rather than
physical movement to simulate mobility. Changes
in the relative positions of aerial vehicles influence
communication stability, with variations in latency
corresponding to distances between nodes.

The defense module mitigates the risk posed
by malicious nodes attempting to introduce poi-
soned models or engage in adversarial behaviors
within the federation. It ensures the integrity and
security of the models trained by each aerial vehi-
cle. This is achieved by evaluating key criteria,
including the following.

Model Similarity: Each vehicle periodically
sends model updates, and the defense module per-
forms a similarity check to compare these updates
with the aggregated model from previous rounds
and other participants’ updates. The module calcu-
lates the deviation of the new model parameters
from the expected trajectory of model learning.
Any significant deviation from the expected model
behavior can indicate a potential poisoning attack.

Situational Awareness: The module evaluates
the operational integrity of each vehicle using var-
ious situational awareness metrics, including:
Flight Formation. The module ensures that
each aerial vehicle maintains its designated
formation by continuously monitoring stan-
dardized position to the formation scheme.
Geopositioning. Realtime geographical loca-
tion data is analyzed using the Euclidean
distance between each vehicle position and
its planned trajectory. Significant deviations
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could indicate a navigation system tampering.
Interconnection. The reliability and frequen-
cy of vehicle communications are evaluated
based on the communication latency. Irregular-
ities, such as dropped or delayed connections,
could suggest attempts to disrupt the network.
Resource Usage. The module tracks the com-
putational resources consumed by each aerial
vehicle. Unusually high or low resource usage
can signal malicious activity or attempts to
interfere with the training process.

After collecting the metrics, a defense score
for each aerial vehicle is calculated using a three-
step process (Fig. 2):

A Metrics are standardized to a common scale
[0-1] for consistency.

B Weights are applied to each metric, with
model similarity receiving the highest priority
(30 % of the total score) due to its critical role
in detecting potential poisoning attacks, with-
out compromising performance in federations
with heterogeneous data. The remaining 70%
is distributed among situational awareness
metrics based on their importance to the
operational context: flight formation (30 %),
geopositioning (15 %), interconnection (15
%), and resource usage (10 %).

C A weighted sum of these metrics is calcu-
lated, resulting in the defense score, which
reflects the overall vehicle reliability within
the federation. These weightings can be
adjusted to the specific use case and opera-
tional requirements.

This defense score is then compared against a
dynamic threshold that adapts based on training
conditions. In the early rounds (first 20% of fed-
erated rounds), model updates are more variable
due to noise and uncertainty, so the regulariza-
tion term accounts for these fluctuations, and the
threshold is set lower to avoid prematurely flag-
ging vehicles as malicious. As the model converg-
es and regularization penalizes deviations more,
the threshold gradually increases to 0.9, ensuring
that later-stage deviations are more likely to indi-
cate malicious behavior. As shown in 2, vehicles
with defense scores above the dynamic thresh-
old are classified as benign, receiving increased
weight in the aggregation process to prioritize
trusted inputs ®. Those below the threshold are
flagged as potentially malicious, and their contri-
bution weights in the aggregation are reduced. If
this behavior continues for three or more rounds,
their connections are severed to protect the integ-

rity of the learning process @.

The simulation and threat modules are essen-
tial for evaluating Flighter, setting the battlefield
scenario. The simulation module enables the cre-
ation of realistic and dynamic aerial military sce-
narios. It deploys simulated military aerial vehicles
using Docker containers, emulating the behavior
of individual aircraft. The simulation also encom-
passes network and path conditions, providing a
comprehensive network environment that mod-
els bandwidth, delay, and loss parameters. At the
same time, it manages standard military forma-
tion patterns like Diamond and Right Hand Finger
Four [13], with standardized distances between
aerial vehicles to ensure optimal communication
and coordination. The threat module can intro-
duce perturbations to the longitude, latitude, and
altitude of an aerial vehicle, causing it to deviate
from the formation or move closer to other vehi-
cles. The module also simulates adversarial attacks
on the federated model by injecting false informa-
tion into the local models, mimicking data poison-
ing and integrity attacks. These attacks are based
on the threat model of the second section.

FLIGHTER PERFORMANCE IN A
MILITARY RECONNAISSANCE MiSSION UNDER ATTACK

Four missions have been defined to reproduce
the threats described earlier: one reconnaissance
mission without attacks and three with different
attacks (geopositioning deviation, collision course
manipulation, and adversarial data poisoning),
as detailed in Fig. 3. Attacks were generated by
an adversary targeting one aircraft in round 20,
deployed through the threat module of Flighter.

RECONNAISSANCE MisSIon

A simulation of four aircraft was deployed using
Docker containers, which provided an ideal solu-
tion for replicating the interaction between aircraft
due to their ability to ensure resource isolation,
inter-node communication, and efficient manage-
ment of system resources. The host system had
an Intel i7-10700F CPU and 100 GB RAM, with
each aircraft being allocated to a different core
to mimic realistic processing capabilities. Docker
flexibility and scalability enabled seamless inte-
gration of key simulation components, such as
geolocation tracking, movement paths, and attack
scenarios, ensuring accurate modeling of com-
plex aerial operations and adversarial interactions.
Network conditions were simulated to reflect the
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FIGURE 4. Comparison of model performance using Hlighter without attacks.

Characteristic

Description

Aerial Reconnaissance
Vehicles

Air Formation

Dataset

Federated Model

Communications

Vector Attacks

+ Four simulated military aircraft (Docker containers)
« Equipped with Flighter framework

+ Diamond and Right Hand Finger Four
« 1 mile laterally, 100 feet vertically
* Dynamic movement every 5 min

* Non-lID data (Dirichlet o = 0.3)
* MSTAR and SAMPLE with ten military terrestrial vehicles
* OpenSARShip with six maritime vehicles

* CNN-based ReLU and VGG16
« 50 federated rounds

+ 2-3 MB/s bandwidth with a 10 % message loss
+ Delay of 5-10 ms
« Transmit geopositioning data ten times per second

@ 10-15° in latitude/longitude, 50-200 meters in altitude
@ 200-250 meters toward its neighbors (gradual)

@ « Carlini Wagner (0.9 C, 0.01 ¢, 1000 iterations)

+ Gradient deviation attack (mean-based) [14]

« Backdoor pixel trigger (top-left “X,” random target)

TABLE1. Military aircraft configuration during the missions.

challenges of air-based communication. Each air-
craft was allocated 3 MB/s bandwidth using the
tc wrapper on the communication interface. Addi-
tionally, 5-10 ms network delays were introduced
to replicate real message exchange over the air.

Military aircraft were equipped with a simulated
SAR system to detect enemy military vehicles. SAR
technology provides high-resolution remote sensing
images regardless of weather, time, or light condi-
tions. The mission utilized three datasets to evaluate
the effectiveness of Flighter. First, the MSTAR data-
set, developed by the Air Force Research Labora-
tory and DARPA, includes SAR images of various
military vehicles such as tanks, personnel carriers,
and air units. Second, the SAMPLE dataset provides
measured and synthetic image pairs for ten public
MSTAR target classes, extending the training and
evaluation diversity. Finally, the OpenSARShip data-
set, consisting of SAR ship chips collected from
41 C-band Sentinel-1 images, contains ship types
such as tankers, container ships, and bulk carriers to
assess performance in maritime scenarios [10].

The data was distributed as Non-Independent
and Identically Distributed (Non-lID) using a Dir-
ichlet distribution with o = 0.3 and o = 0.9, simu-
lating varying levels of data heterogeneity across

aircraft. With o = 0.3, data mimics real-world
conditions where some aircraft primarily detect
specific classes, which results in around 20% of
classes being underrepresented. In contrast, a =
0.9 offers a more balanced class distribution bet-
ter suited for uniform operational contexts. For
the rest of the experiments, a = 0.3 was chosen
for its closer alignment with heterogeneous data
scenarios. Each aircraft deployed a lightweight
Convolutional Neural Network (CNN), consisting
of four convolutional blocks with ReLU activations
and max-pooling, followed by a dropout layer. In
addition to the CNN, a VGG16 architecture was
employed, which features a significantly deeper
network with 16 layers, primarily composed of
convolutional layers, followed by fully connected
layers for classification. VGG16 is known for its
effectiveness in capturing complex image patterns
and has been widely used in SAR image classifi-
cation tasks. Both models were trained over 20
epochs using Stochastic Gradient Descent (SGD)
for hyperparameter tuning. Figure 4 shows the
baseline F1 score of Flighter across previous mod-
els and datasets under each a distribution.

During the reconnaissance mission, aircraft for-
mations alternated every 5 minutes between Dia-
mond and Right Hand Finger Four, maintaining
1-mile lateral and 100-foot vertical separations.
Each aircraft began with a standardized position
relative to the formation scheme. The simulation
module continuously monitored these distanc-
es to ensure correct formation behavior, which
was detected as normal by the situational aware-
ness metrics. The federation process involved 50
rounds. This number of rounds was chosen based
on our experiments, which demonstrated optimal
model convergence at that point. Table 1 details
the configuration and specifications of the military
aircraft deployed during the mission.

ATTACK |: GEOPOSITIONING DEVIATION

In this scenario, an external attacker affects the
geopositioning module of an aircraft by introduc-
ing perturbations to its latitude, longitude, and alti-
tude data, aligning with TH-1 (Fig. 3b). This caused
the aircraft to deviate from its intended flight path,
leading to isolation from the formation and com-
promising coordination and communication with
other aircraft. From the DFL perspective, this isola-
tion means the knowledge and data from the affect-
ed aircraft, each holding different subsets of the
dataset, were excluded from the model updates.
This exclusion results in longer round times due to
prolonged data reception waits and reduces the
overall accuracy of the learning process. Conse-
quently, the attack disrupted the physical formation
and degraded the collective intelligence and oper-
ational efficiency of the entire squadron, compro-
mising mission success and resilience.

Arrack I1: CoLLISIoN COURSE MANIPULATION

In the second scenario, the attack manipulated
the trajectory data of an aircraft to move it dan-
gerously close to other aircraft, aligning with TH-2
(Fig. 3¢). By introducing deviations that altered the
course of the aircraft by 200 to 250 meters toward
its neighbors, the attack created a collision course.
This manipulation increased the risk of mid-air col-
lisions and disrupted formation cohesion, threaten-
ing the safety of the aircraft and aiming to create
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Model Performance (F1 score) T Resource Usage

Rlita e izlission CcPU RAM Bandwidth  Packet e
MSTAR  SAMPLE  OpenSARSHIP (o)1 (GB)4  (MB/9)T  Loss(%) L
Flighter (w/ defense module)

Reconnaissance (baseline) 95.8+0.2 97.5+0.3 79.1£0.5 574 1.7+0.2 2.6+0.1 0.7+0.1 53+0.3
Geopositioning Deviation 91.8 +2.0 90.3+1.8 720+ 1.5 67 +3 1.8+0.2 2.7+0.1 0.7+0.2 5402
Collision Course Manipulation 92,5 1.9 89.8+2.1 70.1+£2.2 65+ 2 1.7+0.2 2.5 & 02 0.8+0.3 54+0.1
Adversarial Data Poisoning

ADP-1 (Carlini & Wagner) 90.1 £ 2.5 88.7+23 65.0+1.9 674 22+0.2 28+0.2 0.7+0.1 56+0.3
ADP-2 (Cradient deviation [14]) 71.3+£29 729+20 52.1+1.4 75+3 22+03 29+0.2 0.8+0.1 5.6 £0.5
ADP-3 (Backdoor pixel trigger) 85.0 £2.0 835+1.7 58819 73+8 22+£0.2 29+0.2 0.9 £0.1 56+0.3

State-of-the-art DFL Framework (w/0 defense module)

Reconnaissance (baseline) 98.1+0.2 95.5+0.3 78.1£0.5 45+3 1.5+0.2 2.5+0.1 0.7+0.1 52+0.3
Geopositioning Deviation 723%25 70.2+23 55.1+1.5 61+3 1.8+0.2 2.7+0.1 0.9 +0.2 54+0.3
Collision Course Manipulation® 43316 41.0+1.7 30.1+1.2 65+ 2 1.7+0.2 25+0.2 0.9 £ 0.6 54+0.1
Adversarial Data Poisoning

ADP-1 (Carlini & Wagner) 185+23 17.5+£2.0 163 +£1.9 70+ 8 22+02 2.8+0.2 1.1+£0.6 56+0.3
ADP-2 (Cradient deviation [14]) 15.0+ 25 189 +4.7 12024 75+ 4 2.8+0.2 24+1.2 0.8+0.1 6.1+0.7
ADP-3 (Backdoor pixel trigger) 25.1+3.4 223+28 19.8%25 867 3.4+£06 29+1.2 0.9 £0.1 59 +0.6

* Performance in case of loss of model knowledge when colliding with another military aircraft.

TABLE 2. Average performance metrics of Flighter for the reconnaissance mission under different attacks using VGGI6 across three datasets (MSTAR, SAMPLE, OpenSARShip).

confusion and hinder operational effectiveness.
From the DFL perspective, erratic maneuvers or
sudden evasive actions would reduce the reliability
of the model updates provided by the affected air-
craft. Additionally, adjusting formations or increas-
ing distances between aircraft to accommodate
these movements would extend convergence time
due to increased communication latency.

Arrack 1Il: ADVERSARIAL DATA POISONING

The third scenario involved three distinct adversar-
ial attack scenarios to evaluate the robustness of
the defense module, aligning with TH-3 (Fig. 3d).
ADP-1 employed an evasion attack inspired by
the Carlini & Wagner method. This attack injected
subtle perturbations into SAR image data using a
confidence score of 0.9, a learning rate of 0.01,
and up to 1000 iterations, resulting in misclas-
sifications such as identifying an enemy tank as
a medical evacuation truck, thereby degrading
the performance of the federated model. The
parameters were selected empirically to achieve
a non-targeted reduction of more than 50% in
model performance with minimal perturbation.
ADP-2 was based on [14], which manipulates gra-
dients by introducing controlled deviations derived
from the mean and standard deviation of benign
updates, allowing the adversary to influence
the model within plausible parameter bounds
and without full access to the gradients. ADP-3
involved a backdoor attack, where an “X” pixel
pattern was introduced in the top-left corner of
random targeted images. This embedded trigger
enables malicious models to misclassify images
containing the trigger (e.g., enemy vehicles) while
behaving normally otherwise, making it difficult to
detect through conventional monitoring methods.

FLIGHTER PERFORMANCE

Table 2 compares Flighter performance across
four previous scenarios (normal and under attack)

using the VGG16 model and datasets from above.
Additionally, it is compared against a state-of-the-
art DFL framework, such as Fedstellar [15], which
mirrors the training process, model architecture,
data processing, and federation rounds of Flight-
er. However, the state-of-the-art DFL framework
lacks the situational awareness-based defense
module that enables Flighter to make adaptive
aggregation adjustments and respond in real time
to cyberattacks. Key metrics, including federated
model performance, resource usage, and round
time, are included with arrows (T for favorable,
4 for unfavorable) to indicate optimal perfor-
mance directions.

In the baseline reconnaissance mission without
attacks, Flighter achieved high model performance,
with F1 scores of 95.8-97.5% on the MSTAR and
SAMPLE datasets and 79.1% on OpenSARShip.
The defense module introduced minimal over-
head, with CPU usage increasing from 45% in the
baseline framework to 57% in Flighter. The impact
on network bandwidth and round times was negli-
gible, indicating that the defense module provided
by Flighter does not compromise performance
under normal conditions.

During the missions under attack, Flighter suc-
cessfully countered the three defined attacks. In
the geopositioning deviation scenario, it main-
tained F1 scores around 90-92% on MSTAR and
SAMPLE and 72.0% on OpenSARShip, with CPU
usage rising moderately to 67%. Network efficien-
cy remained stable, with packet loss below 1%
and only slight increases in round times. In con-
trast, the performance of the baseline framework
dropped significantly, with F1 scores falling to
70.2-72.3% on MSTAR and SAMPLE and 55.1%
on OpenSARShip, highlighting its inability to miti-
gate the impact of the compromised aircraft.

Under the collision course manipulation
attack, Flighter maintained F1 scores above 89%
on MSTAR and SAMPLE and 70.1% on Open-
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Flighter was validated in a
simulated reconnaissance
mission with four military
aircraft with SAR systems
to identify enemy vehicles
using MSTAR, SAMPLE, and
OpenSarShip datasets. The
mission faced geopositioning
deviation affecting location
accuracy, collision course
manipulation compromising
flight paths, and adversarial
data poisoning attacks tar-
geting the integrity of model
data. The results showed sig-
nificant improvements over
the baseline, with F1 scores
in MSTAR of 91.8% during geo-
positioning deviation, 92.5%
under collision course manip-

ulation, and up to 90.1% when
countering adversarial data
poisoning, while resource
usage remained similar to the
mission without attacks.

SARShip, efficiently identifying and isolating the
compromised aircraft without overloading system
resources (CPU usage at 65%). Conversely, the
baseline framework suffered severe degradation,
with F1 scores dropping below 43.3% on MSTAR
and SAMPLE and 30.1% on OpenSARShip,
unable to prevent collisions or manage communi-
cation disruptions. Packet loss increased to nearly
5%, and round times were extended significantly.

Finally, in the adversarial data poisoning attack,
the defense mechanisms provided by Flighter were
particularly effective. Despite the attacks, Flighter
maintained F1 scores between 52.1-90.1%, depend-
ing on the attack type and dataset, by detecting and
filtering out malicious data. Notably, in the gradient
deviation and backdoor attack on the OpenSAR-
Ship dataset, the F1 score decreased to 52.1% and
58.8%, indicating a significant impact but still out-
performing the baseline framework. Resource usage
increased due to the computational demands of
the defense module, with CPU usage reaching up
to 75% but remaining within acceptable limits. The
baseline framework experienced drastic declines in
model performance, with F1 scores plummeting to
as low as 15% under certain attacks like the gradi-
ent deviation. This highlights its vulnerability and the
severe impact of malicious data on model perfor-
mance without adequate protection.

CONCLUSIONS

This work presents Flighter, a framework that lever-
ages a defense module based on situational aware-
ness to enhance the performance of DFL in military
missions under attack. The module assigns a defense
score to each vehicle based on model similarity and
situational awareness metrics, prioritizing inputs from
reliable sources and mitigating potential threats.
Flighter was validated in a simulated reconnaissance
mission with four military aircraft with SAR systems
to identify enemy vehicles using MSTAR, SAMPLE,
and OpenSarShip datasets. The mission faced geo-
positioning deviation affecting location accuracy,
collision course manipulation compromising flight
paths, and adversarial data poisoning attacks target-
ing the integrity of model data. The results showed
significant improvements over the baseline, with F1
scores in MSTAR of 91.8% during geopositioning
deviation, 92.5% under collision course manipula-
tion, and up to 90.1% when countering adversarial
data poisoning, while resource usage remained simi-
lar to the mission without attacks.

In future work, advanced aggregation algo-
rithms will be explored to enhance security and
efficiency. Also, techniques such as knowledge
distillation, pruning, quantization, prototype learn-
ing, and novel compression methods could reduce
communication overhead while preserving DFL
advantages. Finally, the adaptation of Flighter to
multi-domain operations, including aerial, ground,
and naval units, along with integrating realistic
motion models, will solidify its role in next-genera-
tion military operations and communications.
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Decentralized Federated Learning (DFL) enables collaborative machine learning across
numerous devices while avoiding bottlenecks and reliance on a single trusted entity inherent
to centralized architectures. However, its practical application is challenged by modern
scenarios where data is increasingly multimodal. The key obstacles in such settings are severe
data heterogeneity, characterized by non-Independent and Identically Distributed (non-IID)
class distributions, and incomplete data, where modalities are often missing across clients.
Existing solutions struggle with these challenges, either incurring high communication
costs or lacking effective mechanisms for fusing partial information. To overcome these
limitations, this work introduces Modalis, a novel framework for multimodal DFL that
achieves superior model performance under data heterogeneity while minimizing network
consumption. It pioneers a communication-efficient, prototype-centric protocol in which
clients exchange compact, modality-aware class representations rather than high-dimensional
model parameters. This process is guided by a multi-objective loss function enforcing inter-
modality coherence and representation alignment for effective knowledge fusion. The
framework integrates sophisticated architectural innovations, including contextual null
embeddings for intelligent data imputation and robust multimodal fusion using adaptive
gating and multi-way transformers. The approach is validated through theoretical analysis,
providing formal convergence guarantees, and extensive experiments on standard multimodal
benchmarks. These results demonstrate that Modalis achieves superior performance,
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Decentralized Federated Learning (DFL) enables collaborative machine learning across numerous devices while
avoiding bottlenecks and reliance on a single trusted entity inherent to centralized architectures. However, its
practical application is challenged by modern scenarios where data is increasingly multimodal. The key obsta-
cles in such settings are severe data heterogeneity, characterized by non-Independent and Identically Distributed
(non-IID) class distributions, and incomplete data, where modalities are often missing across clients. Existing
solutions struggle with these challenges, either incurring high communication costs or lacking effective mech-
anisms for fusing partial information. To overcome these limitations, this work introduces MODALIS, a novel
framework for multimodal DFL that achieves superior model performance under data heterogeneity while mini-
mizing network consumption. It pioneers a communication-efficient, prototype-centric protocol in which clients
exchange compact, modality-aware class representations rather than high-dimensional model parameters. This
process is guided by a multi-objective loss function enforcing inter-modality coherence and representation align-
ment for effective knowledge fusion. The framework integrates sophisticated architectural innovations, including
contextual null embeddings for intelligent data imputation and robust multimodal fusion using adaptive gating
and multi-way transformers. The approach is validated through theoretical analysis, providing formal conver-
gence guarantees, and extensive experiments on standard multimodal benchmarks. These results demonstrate
that MODALIS achieves superior performance, improving F1 scores by up to 4% under high heterogeneity and
reducing communication costs by over 40 times compared to state-of-the-art baselines, establishing it as a highly
effective solution for collaborative Al

1. Introduction challenge, particularly given the multifaceted complexities of real-world

data distributions.

Federated Learning (FL) [1] has emerged as a paradigm-shifting
approach that enables collaborative machine learning on distributed
datasets without centralizing potentially sensitive user data. This
privacy-preserving characteristic is crucial for applications in health-
care, finance, and personal devices. However, the conventional server-
client topology inherent to most FL systems introduces potential bottle-
necks and single points of failure [2]. Decentralized Federated Learn-
ing (DFL) [3] mitigates these issues by facilitating direct peer-to-peer
communication and model aggregation among clients, thereby enhanc-
ing system robustness, scalability, and eliminating reliance on a cen-
tral trusted entity. Despite these advantages, achieving efficient knowl-
edge aggregation and stable convergence in DFL remains a formidable

* Corresponding author.

Real-world applications rarely rely on a single data source; instead,
they typically involve diverse modalities such as images, text, audio, and
structured sensor readings. A significant and often overlooked challenge
arises from the multimodality and heterogeneity of data dispersed across
participating clients [4]. In decentralized networks, clients frequently
contend with missing modalities (e.g., a client possesses text data but
lacks the corresponding image for a given sample) and highly skewed,
non-Independent and Identically Distributed (non-IID) class distribu-
tions [5]. Such multifaceted heterogeneity poses a fundamental chal-
lenge to existing FL paradigms. Conventional algorithms that rely on
parameter averaging are particularly vulnerable; averaging parameters
from a client’s untrained sub-network, a direct consequence of a missing
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modality, inevitably pollutes the aggregated model and nullifies peer
contributions. While more advanced frameworks offer a solution for
non-IID data by exchanging compact, class-level feature embeddings,
known as prototypes, instead of full model parameters, they were pre-
dominantly designed for unimodal tasks and thus lack native mecha-
nisms for multimodal fusion. Finally, the few solutions that address mul-
timodal heterogeneity almost universally rely on a centralized topology
for complex operations, such as fusion or imputation, thereby reintro-
ducing the very bottlenecks and single points of failure that DFL is de-
signed to eliminate.

To bridge this critical gap, this paper introduces MODALIS, a novel
framework designed for efficient and robust multimodal learning in het-
erogeneous, decentralized environments. The cornerstone of MODALIS is
its prototype-centric communication protocol. Instead of transmitting large,
high-dimensional model parameters or gradients, clients exchange only
low-dimensional class prototypes. These prototypes are learnable embed-
dings that represent the salient, class-discriminative features for spe-
cific modalities, as learned by a client from its local data. This strategy
achieves substantial communication savings, formalized in Lemma 1,
and offers potential privacy benefits by sharing abstract, aggregated rep-
resentations rather than raw model updates, which can be vulnerable to
sophisticated inference attacks [6].

More in detail, this work provides a comprehensive set of technical
contributions to advance the state of the art in DFL:

Modular framework: MODALIS is designed and implemented, fea-
turing a novel prototype-based communication protocol at its core.
It incorporates several architectural innovations: a Contextual Null
Embedding module for intelligent, feature-conditioned imputation
of missing modalities; an adaptive gating mechanism that weights
modality contributions based on their reliability; and a masked
multi-way transformer for robust information fusion that explicitly
handles missing-data patterns.

Theoretical guarantees: The work is supported by a rigorous the-
oretical analysis, which includes a formal convergence proof estab-
lishing that MODALIS is guaranteed to reach a stationary neighbor-
hood of an optimal solution (Theorem 1). Additionally, a detailed
lemma quantifies the significant reduction in communication cost of
the framework compared to traditional model-passing DFL methods
(Lemma 1).

Rigorous validation setup: An extensive experimental protocol is
designed to validate the framework performance. The evaluation
is conducted on four diverse and widely recognized multimodal
datasets (AVMNIST, CREMA-D, UCI-HAR, CRISIS-MMD). Realistic
data heterogeneity is simulated by systematically varying the de-
gree of non-IID class skew (controlled by Dirichlet parameter § €
{1.0,0.5,0.1}) and the proportion of missing modalities across clients
(controlled by p,, € {0.0,0.25,0.5}).

State-of-the-art results: The empirical results show that MODALIS
consistently outperforms established FL and DFL baselines. Under
high-heterogeneity conditions, it achieves a relative F1 score gain of
up to ~ 4.0% over the next-best competing method. The prototype-
based communication reduces network overhead by over 40x com-
pared to methods that exchange full model parameters. Furthermore,
its strategy of performing only a single local training epoch (T = 1)
per communication round minimizes the computational burden on
clients and effectively mitigates model drift.

The remainder of this paper is organized as follows: Section 2 re-
views pertinent literature in federated and decentralized learning. Sec-
tion 3 formally defines the problem setup and notation. Section 4 pro-
vides a detailed exposition of the MODALIS framework, beginning with
its core components and concluding with its operational protocol. Sec-
tion 5 discusses the theoretical properties of the proposed method. Sec-
tion 6 presents the comprehensive experimental evaluation. Finally, Sec-
tion 8 concludes the paper with a summary of findings and a discussion
of promising directions for future research.
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2. Related work

This section reviews the literature on prototype-based and multi-
modal FL, as well as on techniques for addressing data heterogeneity,
thereby contextualizing the contributions of the work.

2.1. Prototype-based federated learning

Prototype-based FL methods have emerged as a compelling strat-
egy to mitigate high communication costs and improve model robust-
ness against non-IID data. These methods work by exchanging compact,
class-representative embeddings (prototypes) rather than voluminous,
potentially sensitive model parameters. In the context of centralized FL,
the work on FedProto by Tan et al. [7] was seminal. It demonstrated
that by having clients exchange only class prototypes with a central
server, both communication costs and the negative effects of gradient
misalignment under non-IID data could be significantly reduced. The
global prototypes shared by the server act as a regularizer, guiding lo-
cal training. Building on this, FedProc [8] introduced a prototypical
contrastive regularizer that forces each client’s local feature distribu-
tions to align more closely with the globally shared class prototypes,
reporting accuracy improvements of 1.6 —7.9% over standard FedAvg
by correcting local training drift on skewed image classification tasks.
Similarly, Tran et al. [9] proposed FedNTProto, a personalized FL ap-
proach that uses class-specific prototypes to tackle client heterogeneity.
By sharing and distilling knowledge through nearest-class prototype rep-
resentations, each client can retain a personalized model while benefit-
ing from insights into the data distributions of other clients, thereby
improving local performance on heterogeneous vision tasks.

The concept of prototype exchange has also been explored in DFL.
Qi et al. [10] developed PearFL, a peer-to-peer FL system in which
neighboring clients periodically exchange lightweight prototypes rather
than full models. This decentralized prototype-sharing mechanism was
shown to improve communication efficiency and model consistency
across edge devices, with experiments indicating faster convergence and
higher accuracy compared to centralized FL in resource-constrained,
heterogeneous networks. Li et al. [11] proposed DeProFL, a DFL method
tailored for dynamic Internet of Things (IoT) systems that communicate
prototype representations. In each round, nodes transmit only learned
feature prototypes (e.g., first-layer feature vectors) to their neighbors,
enabling the system to handle time-varying topologies by achieving con-
sensus at the prototype level. DeProFL reportedly obtained compara-
ble accuracy (within 0.5 — 5% of centralized methods) while converg-
ing faster under non-convex objectives. Zhang et al. [12] combined
blockchain technology with prototype learning to eliminate the need
for a central server in FL. Their framework uses an immutable ledger
to synchronize global class prototypes across clients, addressing server-
failure vulnerabilities and improving communication efficiency and test
accuracy across several non-IID benchmarks.

2.2. Multimodal learning in federated settings

Applying FL to multimodal data introduces unique challenges re-
lated to managing diverse data types, handling variations in modal-
ity availability across clients, and effectively and securely fusing infor-
mation. Several centralized approaches have been proposed to tackle
these issues. Chen and Zhang [13] proposed FedMBridge, which uti-
lizes a topology-aware hypernetwork to generate “bridge” parameters,
thereby enabling knowledge sharing among clients with different model
architectures or modalities. Wang et al. [14] addressed multimodal FL
by avoiding a unified multimodal model and instead training multi-
ple single-modal models federatedly. Each client contributes to learn-
ing modality-specific feature extractors, enabling clients with limited
modalities to benefit from others (e.g., in pathology, imaging-only hos-
pitals could contribute to a federated genomics model). Rahman and
Nguyen [15] proposed mmFL, which employs model personalization via

20
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meta-learning for clients with heterogeneous modalities. Modality sets
cluster clients, and meta-learning adapts a global model to each clus-
ter, reportedly improving accuracy by over 7% compared to vanilla FL.
Huang et al. [16] explored various fusion strategies, including early,
late, and attention-based, for multimodal data in centralized FL, find-
ing that attention-based fusion was more adaptive but costlier. These
approaches, while advancing multimodal FL, primarily operate under a
centralized paradigm and may not directly translate to the complexities
and constraints of fully decentralized systems.

2.3. Handling data and modality heterogeneity

Addressing data heterogeneity, particularly non-IID distributions
and missing modalities, is a critical prerequisite for the successful de-
ployment of practical FL systems. Numerous specialized techniques have
been developed, primarily within the centralized FL paradigm. Bao et
al. [17] introduced PmcmFL, which employs prototypes as learnable
placeholders for missing modalities, formulating a modality-missing loss
and an unimodal inference strategy. This method reportedly improved
global model performance by 3.7% when 50% of modalities were miss-
ing. Poudel et al. [18] augmented client data with similar examples from
public datasets for missing modalities in their CAR-MFL method, where
clients retrieve matching samples from a public repository to fill missing
inputs. Others leverage more advanced machine learning techniques,
such as contrastive learning and graph neural networks, to learn mean-
ingful representations for absent modalities by aggregating information
from graph neighbors [19]. An et al. [20] presented a two-step aggrega-
tion for modality-incomplete FL in healthcare: intra-cluster FL aggrega-
tion for modality-specific encoders, then inter-cluster prototype sharing
and contrastive integration. Yu et al. [21] proposed FedInMM, incorpo-
rating a Long Short-Term Memory (LSTM)-based feature fusion module
to handle incomplete modalities by learning temporal patterns of modal-
ity availability and dynamically adjusting feature combination. Simi-
larly, Nguyen et al. [22] proposed CreamFL, which addresses modality
heterogeneity by clustering clients based on their available modalities
and data characteristics. Cluster-specific models are then trained, with a
central server coordinating the learning process across the clusters. More
recently, Yin et al. [23] proposed FedMAC. This centralized multimodal
FL framework combines a federated self-attention fusion module with an
adaptive continual update strategy and diffusion-based reconstruction
of missing image modalities to improve robustness under non-IID and
modality-incomplete data. In parallel, Le et al. [24] introduced MFCPL, a
cross-modal prototype-based multimodal FL approach in which a central
server maintains complete class prototypes in a shared representation
space and uses them to regularize both modality-shared and modality-
specific representations, explicitly targeting severely missing-modality
settings.

As summarized in Table 1, despite these innovative advances, the
vast majority of existing solutions depend on a central server for coor-
dination, data retrieval, or model aggregation. To the best of current
knowledge, no prior work comprehensively combines a fully decentral-
ized learning protocol with a multimodal prototype fusion mechanism
that is inherently capable of robustly and simultaneously handling both
arbitrary missing modality scenarios and severe non-IID data distribu-
tions. The MODALIS framework presented herein is designed specifically
to fill this important research gap.

3. Problem statement

This work considers a decentralized system composed of N clients,
indexed by i € {1,..., N}. These clients are interconnected through a
communication network, which can be formally represented as an undi-
rected graph ¢ = (V, €). In this graph, V = {1,..., N} constitutes the set
of clients (vertices), and & represents the set of available communica-
tion links (edges) between pairs of clients. A client i is constrained to ex-
change information directly only with its immediate neighbors, defined
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by the set N; = {j | (i,j) € £}. The system operates in a fully decen-
tralized manner, meaning there is no central coordinating server to or-
chestrate communication or aggregate models. This local-neighborhood
communication model is standard in decentralized optimization and
DFL, as it keeps the per-round communication cost of each client pro-
portional only to its degree in G, rather than to the total number of
participants N. Although only immediate neighbors exchange messages
at each round, information propagates multi-hop across the network
through successive rounds of prototype aggregation, enabling clients to
eventually benefit from data residing at distant nodes. The impact of the
connectivity pattern and the efficiency of this indirect knowledge shar-
ing are captured in the analysis in Section 5 via the mixing properties
of the communication matrix and the parameter p.

Each client i possesses a private, local dataset denoted by D, =
{(XES), yf"), m?"’)}:le, where n; = |D;] is the number of data samples avail-
able locally on client i. Each data sample (s) in this dataset consists of
three components:

¢ A multimodal input xf‘) = {xiM‘“)}MeM, where M is the global set
of all possible modalities present within the system (e.g., M =
{image, text, audio}). The term x,.M 9 denotes the data pertaining
to modality M for sample s.

A class label yf“') € {1,...,K}, where K represents the total number
of distinct classes across the entire federated system.

A modality availability mask m?s) = {mlM’(S)}MeM, being a binary
M(s)

i

ple s on client i, while m

vector where m = 1 indicates that modality M is present for sam-

IM 9 = 0 signifies that it is absent.
The system is defined by inherent heterogeneity, which manifests in
several critical forms:

« Data heterogeneity: The local data distributions P,(x, y,m) can vary
significantly and arbitrarily across clients. This heterogeneity encom-
passes non-1ID class distributions (label skew), where certain classes
may be heavily over- or under-represented across clients, and feature
distribution skew, where the statistical properties of features for the
same class can differ across clients [2].

Modality heterogeneity: Clients may possess different subsets of
the global modality set M. For instance, one client might only have
image data, while another might have both image and text data.
Furthermore, even for a specific client i, individual modalities can be
missing for certain data samples (i.e., miM'(‘) =0 for some M € M).
The pattern of missing modalities can be arbitrary and differ across
both clients and samples.

The primary objective is to enable each client i to collabora-
tively train a powerful, personalized multimodal model parameter-
ized by 6, solely by interacting with its direct neighbors in a de-
centralized fashion. The overarching goal is to minimize a global
loss function defined over the union of all local data, expressed as
F,,....00) = XN, ﬁ[E(mn)NDlmtask(e,;(x, y,m))|. This optimiza-
tion must be achieved while strictly respecting the constraints of decen-
tralized communication and ensuring robust performance despite the
aforementioned sources of systemic heterogeneity.

3.1. Notation

Table 2 provides a comprehensive summary of the principal notation
employed throughout this paper to ensure clarity and consistency.

4. MobALIS Framework

The MODALIS framework provides a complete solution for decentral-
ized multimodal learning. This section details its core elements using
a top-down approach. It first outlines the high-level, round-based op-
erational protocol that governs collaborative training. Subsequently, it
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Table 1

Comparative analysis of state-of-the-art FL. methods.

Method Year  Topology Communication Type ~ Multimodal  Missing Modality = Non-IID  Personalization = Domain

FedProto [7] 2022 Centralized Prototypes X X v X Image classification
FedProc [8] 2023  Centralized Prototypes X X v X Image classification
FedNTProto [9] 2024 Centralized Prototypes X X v v Vision tasks

DeProFL [11] 2024  Decentralized Prototypes X X v X ToT systems

PearFL [10] 2025  Decentralized Prototypes X X v X Edge networks

DFPL [12] 2025 Blockchain-based Prototypes X X v X Non-1ID benchmarks
FedMBridge [13] 2024 Centralized Parameters v X X X Heterogeneous arch.
FedMMR [14] 2024 Centralized Parameters v 4 X X Missing-modality recon.
mmFL [15] 2024  Centralized Parameters v X X v Modality clustering
Huang et al. [16] 2024 Centralized Parameters v X X X Fusion strategies
PmemFL [17] 2023  Centralized Parameters v v X X Prototype masking
CreamFL [22] 2023 Centralized Parameters v X v X Contrastive ensemble
CAR-MFL [18] 2024 Centralized Parameters v v X X Public-data augmentation
MIFL [19] 2024 Centralized Parameters v v v X GNN-based imputation
An et al. [20] 2024 Centralized Parameters v v X X Healthcare encoders
FedInMM [21] 2024 Centralized Parameters v 4 X X Temporal fusion
FedMAC [23] 2025  Centralized Parameters 4 v v X Self-attention fusion
MEFCPL [24] 2025  Centralized Prototypes v v v X Severely missing modality
MODALIS (our work) 2025 Decentralized Prototypes v v v v General multimodal

provides a detailed exposition of the key components that enable this
protocol: the client’s internal architecture, the mechanisms for proto-
type management, and the multi-objective loss function.

4.1. High-level protocol and operational flow

MODALIS operates through a dynamic, round-based asynchronous
protocol. This protocol defines the interactions between clients and their
internal computational flow, orchestrating the static components de-
scribed in subsequent sections. The overall process for a client i during
a single round # consists of five main steps, as illustrated in Fig. 1:

1. Receive prototypes: At the start of round ¢, client i processes any
new prototype libraries {P;’ } that have arrived from its neighbors
Jj € N; since its last aggregation phase. The notation 7; signifies the
round in which neighbor ,j’s prototype was generated, accommo-
dating stragglers and variable network latencies inherent to asyn-
chronous DFL. The protocol does not require all neighbors to report
in lockstep; instead, each client aggregates the most recent informa-
tion available to it at the time of its local update.

2. Aggregate prototypes: Client i computes an aggregated prototype
library E. This aggregation combines its local prototypes from the
previous round, Pj’l, with the received neighbor prototypes using
the count-weighted averaging scheme from Eq. (2).

3. Local training: Client i performs exactly one epoch (7" = 1) of train-
ing over its local dataset D;. During this epoch, it utilizes the freshly
computed aggregated prototypes ﬁi to calculate auxiliary loss com-
ponents (detailed in Section 4.4) and updates its local model param-
eters 6. The choice of T = 1 is deliberate to minimize local compu-
tation and mitigate client drift under significant data heterogeneity
[25].

4. Update local prototypes: After the local training epoch, client i
updates its local prototype library from Pf‘l to P, using accumulated
feature embeddings and the adaptive EMA mechanism (detailed in
8§4.3). This update allows local prototypes to evolve based on newly
observed data while being stabilized by their recent history.

5. Send prototypes: Client i transmits its new local prototype library
P! to all its direct neighbors j € N}, which disseminates its latest
learned class representations to its peers for use in the next round of
aggregation.

These five steps, comprising a full communication round, are for-
mally detailed in Algorithm 1. This algorithm encapsulates the entire
operational logic of a single client, from aggregation to communication.
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Fig. 1. MODALIS operational flow in a decentralized architecture.

4.2. Client system architecture

The local training phase of the protocol (Step 3) is executed by a so-
phisticated multimodal neural network, parameterized by 6,, which is
specifically designed to process multimodal inputs, handle missing data,
and generate representations for both task performance and prototype
generation. As illustrated in Fig. 2, the client’s neural network defines
the forward pass for a given sample s. Its components are executed se-
quentially to produce the embeddings and logits required for both final
classification and subsequent multi-objective loss calculation. The key
architectural components are:

1. Modality encoders (£,,): For each modality M € M, a dedicated
encoder network &, maps the raw input data le'“) to a fixed-
dimensional feature embedding le'(S) € R?. The architecture of &,
is chosen to be appropriate for the data type of modality M (e.g., a
CNN for images, a Transformer for text).

2. Contextual null embedding (V),): This module is a cornerstone for
handling missing modalities. If modality M is absent for a sample s
G.e., mM 9 = 0), the N, module generates a substitute embedding

M9 1t utilizes a learnable base null embedding vector emlll base €

02
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Table 2
Summary of key notation.

Symbol Description

B Local mini-batch size

p Dirichlet distribution parameter for simulating non-IID label
skew

c Final classification head network

d Dimensionality of embedding spaces

D, Local dataset of client i

5; Bound on expected squared prototype drift per round (As-
sumption 5)

En Encoder network for modality M

ef“ Fused multimodal embedding for sample s on client i

n Learning rate

F Multimodal fusion module

G* Bound on expected squared norm of stochastic gradients (As-
sumption 3)

9 Gating module for modality embeddings

GV, Communication graph, vertices (clients), edges (links)

ij Client indices

K Total number of classes

k Class index, k € {1,...,K}

L Smoothness constant for local objective functions (Assump-
tion 1)

L Loss function component

M Index representing a specific modality

M Set of all possible modalities in the system

m,‘m” Binary mask: 1 if modality M is present for sample s on client
i, 0 otherwise

m, EMA momentum parameter for prototype update at round ¢

N Total number of clients

N Set of neighbors of client i in graph G

n Number of samples in local dataset D,

Ny Contextual Null Embedding module for modality M

0] Model parameters of client i at the end of round ¢

P Local prototype library of client i at the end of round ¢

13: Aggregated prototype library computed by client i at round ¢

P Proportion parameter for simulating missing modalities

PP Projection head networks

pi(x, k) Local prototype vector of client i for class k, type % (modal-
ity/fusion), at round ¢

f)f(*, k) Aggregated prototype vector computed by client i for class k,
type #, at round ¢

T Number of local training epochs per round (set to T = 1)

r? Projection of fused embedding e/’ via P, for sample s on
client i

P Spectral gap related parameter of the network mixing matrix
(Assumption 4)

o Bound on variance of stochastic gradients (Assumption 2)

Sper Scaling factor for Lp¢

t Communication round index

R Total number of communication rounds

Tper Temperature parameter for £,

w. Weight hyperparameter for a loss component

(xf“]. yf”, mf”) s-th data sample on client i (multimodal input, label, modal-
ity mask)

zf" ) Feature embedding for modality M from sample s on client i

i;\i.(.\) Gated feature embedding for modality M from sample s on
client i

Z,'M""J Projection of modality embedding z“‘”‘m via P,

R4, which is specific to modality M. Critically, if another modality
M’ is present for the same sample, N, conditions the generation
of the null embedding on the feature representation le ") from the
available modality. This contextual generation is achieved via an
MLP:

N, M(z,.M,“”) = LayerNorm

(MLPQ{X([eM

null_base

/

:StopGrad@”" ) + ety ) N

where [-;-] denotes concatenation. The use of StopGrad(:) is cru-
,

cial as it detaches the context embedding ziM “ from the compu-

tational graph of the imputation module. It ensures that the encoder

&y is optimized solely for extracting task-relevant features from its
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Algorithm 1: MODALIS: client operation.

Input: Client i; Current model 9;’1; Local dataset D;; Previous
local prototypes P;’l; Neighbor prototypes { P;’ Yien;s
Hyperparameters {w.},n,T =1, B.

Output: Updated model parameters 6/; Updated local

prototypes P!.

Initialize new aggregated prototype library Fi;

foreach type x and class k do

Compute Bﬁ(*, k) and its count Ej(*, k) using Eq. (2);

| Store L2-normalized pj(, k) in F:;

0, « 9:‘1 > Load current model parameters Initialize feature

accumulators: X} « 0,v; < 0 for all types « and classes k;

for batch_idx < 1 to [n;/B] do

Sample mini-batch B, = {(x,, y,, m:))Li*ll from D;;

foreach sample s € B, do

foreach modality M € M do

if mM =1 then
M« EM(xf”;GfM);
else

Select context modality M’ (if available);

M
s

Ny (context from z " or null basis; eiNM );

z «—

{2}y < Otz 153 09);

e, « P({zM} . m; 0]);

r, < Pi(e;0/) and (ZM)), < Py({zM) ;0

| Zass < Cle,; 65

Ligtal < X WigssLioss Using Egs. (5)-(9) on batch B, and
prototypes 17:;

0; < 6; —nVg, Liotal;

Update X, and v; using detached embeddings from
genuine modalities in B;

9: «0;;
Initialize new local prototype library P/;
foreach type  and class k do
if v; > 0 then
R
Update p{(+, k) and c;(*, k) using EMA as per Eq. (3);
else
| Bl Jo) By G, ks €l k) = el G, )

Store L2-normalized p/(+, k) and c{(x, k) in Pl;

return 6}, P!

modality, preventing its learning objective from being distorted by
the auxiliary task of imputing the missing modality M.

. Gating module (¢): This module computes attention-like reliabil-

ity weights, a™®) € [0, 1], for each modality embedding le'(” (in-
cluding those imputed by N,,). Concretely, a lightweight parametric
function receives as input the concatenation of the modality embed-
ding, a one-hot encoding of the modality index, and its availability
flag, and produces unnormalized scores that are subsequently nor-
malized with a softmax over the set of modalities present accord-
ing to mﬁs). The gated feature embeddings are then calculated as
M) = M ~z,M ¥ Because these weights are learned end-to-end
jointly with the task and prototype-based losses, modalities whose
embeddings are consistently noisy or weakly predictive (e.g., low-
quality or miscalibrated sensors) are automatically assigned smaller
aM® values during training, so that their contribution to the fused
representation is reduced rather than treated as equally reliable.
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Fig. 2. MODALIS internal architecture.

4. Multimodal fusion module (7): A multi-way transformer archi-
tecture, inspired by [26], integrates the set of gated modality em-
beddings {iiM @y Mepm into a single, unified multimodal represen-
tation ef” € RY. The transformer operates on these gated embed-
dings as a sequence of modality-specific tokens. It employs an at-
tention mask derived from the modality availability vector mf:), so
that tokens corresponding to missing modalities (i.e., those gener-
ated purely from contextual null embeddings) neither attend to nor
are attended by genuine modalities. Since the fusion module con-
sumes the reliability-weighted embeddings i,M ‘) the resulting cross-
modal attention effectively treats «™-(*) as modality-specific confi-
dence coefficients: modalities that are down-weighted by G partici-
pate only weakly in the attention computation and cannot dominate
the fused representation. In this way, the combination of gating and
masked multi-way fusion implements an implicit error-correction
mechanism that attenuates the impact of noisy or unreliable modal-
ities on e”.

5. Projection heads (P, P,): Two MLP-based projection heads map
embeddings to specific latent spaces used for auxiliary loss cal-
culations and subsequent prototype generation. Specifically, rf” =

P (eﬁs)) projects the final fused embedding, and z:M’(S) = PZ(ZIM‘(S})
projects the individual pre-gating modality embeddings. These pro-
jected representations serve as direct inputs to the loss functions and
as features for local prototype updates.

6. Classifier (C): A final classification head maps the fused embedding
ef” to class logits for computing the task loss.

Together, these architectural features provide a robust solution for
handling missing modalities. The combination of contextual imputation
(W), adaptive weighting (¢), and masked fusion (F) enables the model
to generate meaningful representations even from incomplete data. The
outputs of this architecture, specifically the projected embeddings r,(S)
and (sz ’(")} > along with the final class logits, serve as the direct inputs
for the multi-objective loss function, which is detailed in Section 4.4.
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4.3. Prototype management

The prototype exchange, aggregation, and update steps of the pro-
tocol (Steps 1, 2, 4, and 5) are governed by the management of class
prototypes. These prototypes are the core data structures for knowledge
exchange in MODALIS. Clients manage their local prototypes P; and com-
pute aggregated prototypes P; based on information from neighbors.
Each prototype, denoted p!(x, k) € R4, is an L2-normalized vector repre-
senting class k for a specific type =. The type * can refer to an individual
modality M or the fused representation.

¢ Prototype aggregation: At the beginning of each communication
round, a client computes its aggregated prototype library. The ag-
gregated prototype F](*, k) is formed via the count-weighted average
specified in Eq. (2). This equation combines the client’s local pro-
totype from the previous round (pf"(*,k)) with the most recently
received valid prototypes from its neighbors, where 7; in the equa-
tion denotes the originating round of the neighbor’s prototype. This
formulation is inherently asynchronous, as 7; may be older than 1 — 1
for neighbors that are slow to communicate, ensuring the protocol
remains robust to network delays. The aggregation is weighted by
the number of samples, c.(x, k), that contributed to each prototype,
giving more influence to prototypes built from more data:

S, k)pi= (e k) + c;,’(*,k)pf.’(*,k)
(e k) = Zex; & 00

R 2)
c:'l(*,k) + Z;e/\f, c;f(*, k)

This mechanism is crucial for mitigating non-IID class distributions,
as it exposes clients to representations of classes that may be locally
scarce. The weights cf‘ (%, k) and c;/ (*, k) encode how many training
samples contributed to each modality and class-specific prototype, so
prototypes from scarce or noisy data have less influence than those
supported by many samples. Thus, Eq. (2) performs data-driven,
modality-aware reliability weighting, and the aggregated prototypes
used as targets in the federated alignment and contrastive losses
serve as anchors that pull noisy or underrepresented embeddings to-
ward more reliable regions of the feature space. The resulting vector
is L2-normalized.

Local prototype update: After local training, a client updates its
local prototypes. It first computes the mean feature embedding z; for
each class k and type s using genuine samples observed in the current
epoch. The prototype is then updated via an adaptive Exponential
Moving Average (EMA):

p;(, k) < L2Norm((1 — m,) - L2Norm(p§’](*, k) + m, - L2Norm(z;))
3)

The adaptive momentum m, allows for both stability and rapid adap-
tation to evolving feature distributions.

4.4. Multi-objective loss function

A composite, multi-objective loss function drives local model updates
during training. This function, shown in Eq. (4), strategically leverages
the aggregated prototypes Bﬂ(*, k) to balance multiple synergistic objec-
tives and guide the model towards a robust, generalized solution.

Liotal = Wrask Lrask + WraLLraL + WpenLper
+ wyerLLycr 4
+ wpr LpR

where w. are scalar balancing hyperparameters. The individual compo-
nents, computed over a mini-batch B, are defined as:

¢ Task loss (L,q): The primary objective loss for the downstream
task is often implemented using a robust loss function like Focal Loss
[27] applied to the classifier outputs 2" and the ground truth labels

cls

o4
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yj") from the current mini-batch. The use of Focal Loss helps address
the class imbalance that is often present in individual client datasets.

1 ; )
Liask = 1B Z l:cls(z(ci;s ny ) 5)
sSEB

Federated alignment loss (Lgap): Aligns the projected fused em-
bedding rf") with its corresponding aggregated fusion prototype,
thereby encouraging neighborhood consensus on fused representa-
tions:

LraL = Il?l ; <|’r§x> — StopGrad(p! (fusion, y*””i) 6)

The StopGrad operation prevents gradients from backpropagating
into the aggregated prototypes, treating them as fixed targets for
alignment during the current local update step.

Discriminative contrastive loss (£pc): Enhances intra-class com-
pactness and inter-class separability for modality-specific embed-
dings using a margin-based contrastive loss against aggregated
modality prototypes. Inspired by margin-based classification losses
such as ArcFace [28], it can be formulated using a cross-entropy (CE)
loss over scaled cosine similarity scores, where an angular margin u
is added to the angle corresponding to the target class prototype. For
a genuine modality M in sample s:

K

TpcL

where 6, is the angle between z™*) and pj(M, k), u is an angular

margin, and §, , is the Kronecker delta. The total loss is averaged
over all genuine modalities in the batch.

Modality coherence loss (Lyc): Promotes semantic consistency
between representations from different modalities of the same sam-
ple by maximizing their cosine similarity:

IMo(s) IM(s)
1 - Z.
Lyer, = B 2 @®
SEB M, MyEM,M,#M, |
M, My
mMatmo =

i i
My.(s M (s
z; a(5) z: n,(r)i

In this sense, it encourages the model to learn shared semantic in-
formation across different views of the same underlying concept.
Prototype regularization loss (Lpg): Gently regularizes local proto-
types to stay close to the aggregated ones, promoting network-wide
stability:

Log = Z ||pf*‘(*, k) — StopGrad(p; (+, k))”z ®
ok

In summary, the architectural components in Section 4.2 and the
losses in Eq. (4) implement an implicit modality-specific error correc-
tion scheme. The gating module ¢ learns reliability weights «™:(¥) that
downweight noisy modalities, and the masked multiway transformer
F prevents missing or imputed inputs from dominating the fused rep-
resentation. The prototype-based losses Ly, and Ly align modality
embeddings with count-weighted aggregated prototypes dominated by
well-supported observations. The cross-modality coherence term Ly,
enforces consistent semantics across modalities, while Lpy pulls local
prototypes toward their neighborhood consensus. As a result, modalities
are not fused uniformly but are adaptively weighted according to both
learned reliability and the amount of supporting data for each modality
and class.

5. Theoretical guarantees

This section presents a theoretical analysis of the convergence prop-
erties and communication efficiency of MODALIS, providing founda-
tional guarantees for its behavior in decentralized environments.
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5.1. Convergence analysis

The convergence analysis of MODALIS considers a setting with N
-t
clients, each optimizing a local objective function F;(6;; P,) that depends

on its local model parameters 6; and the aggregated prototypes 17; avail-

able at round 7. The global objective implicitly minimizes the average

of these local objectives across all clients. Due to the decentralized na-

ture, the use of peer-aggregated prototypes, and the non-convexity of

deep learning objectives, the analysis typically aims to show that the

algorithm converges to a stationary point or a neighborhood thereof.
The analysis relies on the following standard assumptions:

Assumption 1 (L-smoothness). Each local objective function F,»(G;F)
is L-smooth with respect to its model parameters 6, for any fixed set
of aggregated prototypes P. That is, for all 6,6, there exists a constant
L > 0such that | Vo F(0:P) - Vo (0P| < L]0 - 6]

Assumption 2 (Unbiased stochastic gradients with bounded vari-
ance). The stochastic gradient @olF,(Gf;Ff) computed by client i on
a mini-batch of size B at round ¢ is an unbiased estimate of the true
local gradient Vo, F(8!:P), ie., E[Vy F(6):P) | 6LP] = Vg F(6):P).
Furthermore, the variance of the stochastic gradient is bounded:

2
=
| 6/,P,] < 6?/B for some constant o> >

EL| Vo, F,(0}:P)) = Vo, F(0]: )

0.

Assumption 3 (Bounded gradients). The expected squared norm of
o2

the stochastic gradients is uniformly bounded: [F[ @Q’E(QF;P;) 1<G?

for all clients i and rounds ¢, for some constant G> > 0. This implies

2
El VglF,(Gj;P:)H 1< G2

Assumption 4 (Network connectivity and mixing). The communica-
tion graph ¢ = (V, £) is connected. The prototype aggregation process,
which averages neighbors’ prototypes, is modeled as a stochastic mixing
process. Let W, be a time-varying, row-stochastic matrix representing
the communication at round #, where W, ;; > 0 only if client i success-
fully receives a prototype message from client j during that round. De-
spite asynchronous, potentially delayed communication (i.e., bounded
delay), the process is assumed to mix information effectively over time.
The rate of convergence towards consensus is related to the spectral
properties of the expected mixing matrix E[W;], characterized by a pa-
rameter p < 1. Intuitively, better-connected networks (those with larger
spectral gaps and smaller diameters) admit smaller values of p, leading
to faster dissemination of information. In many common random graph
models with bounded average degree (e.g., small-world or expander-like
graphs), the spectral gap remains bounded away from zero as N grows,
so p does not approach 1 and prototype information continues to mix
efficiently even in large networks. In contrast, very sparse or elongated
graphs such as rings or chains have spectral gaps that shrink quickly
with N, which corresponds to p approaching 1 and a slower decay of
the consensus error term in Theorem 1. This dependence on connectiv-
ity highlights that the convergence speed of MODALIS is governed by
the structural properties of the chosen topology and its effective diam-
eter, even though each round involves only local, neighbor-to-neighbor
communication. From a modeling perspective, moderate topology dy-
namics and temporary link failures can therefore be represented by the
time-varying sequence W,, provided that the union of active links re-
mains connected over sufficiently long windows.

Assumption 5 (Bounded prototype influence and drift). The gra-
dient Vg, F;(6;;P;) exhibits bounded sensitivity to changes in the ag-
gregated prototypes P,. Specifically, it is assumed that for any 6;,
“Ve’ Fi(0;:P) -V, )7,(9,;]7’:)“ < Lp”f’, —E’ | for some Lipschitz constant
L, > 0. Furthermore, the expected squared change (drift) in local proto-

2
types per round is bounded, i.e., [E[’|p§(*,k) —pf*l(*,k)” 1< 5’% for all
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i,t,% k. The discrepancy between a client’s aggregated prototypes F,
and a hypothetical global average prototype P; lobal 15 Pounded, and this
bound Ejpq gisp 18 influenced by network mixing properties (quantified

by p) and the degree of data heterogeneity H across clients.

Theorem 1 (Convergence to a stationary neighborhood). Under As-
sumptions 1-5, for MODALIS (Algorithm 1) with T = 1 local epoch per round
and a constant learning rate n chosen sufficiently small (e.g., nL < 1/2), the
average expected squared gradient norm across all clients and rounds con-
verges to a neighborhood of zero:

lR—l 1 N
Fy -

F* 2
2,0
(9( TR +nG* + 7 +e(n,p,6,, H, L, Epmw_disp))

2
VQ’E(G:;P‘)H 1<

(10)

where R is the total number of communication rounds, F is the initial global
objective value, F* is a conceptual minimum, B is the mini-batch size, and
e(-) is a residual error term. This term e captures the aggregate impact of
imperfect prototype consensus due to decentralized aggregation (related to
p and heterogeneity H via Epy, gisp), the evolution of the local objectives
due to changing prototypes (related to 5, and L,), and stochastic noise. As
R — oo, for sufficiently small , the algorithm is guaranteed to reach a region
where the average expected squared gradient norm is bounded by O(nG* +
62/B +e(").

Proof sketch. The proof adapts standard convergence analysis tech-
niques for decentralized non-convex optimization [29,30] and FL with
evolving objectives or non-identical data [7,25].

1. Start with the descent lemma for L-smooth functions (Assump-
tion 1) applied to the local objective F,(Gf ;Fi.) for client i at round

—t —t =t . =i
r ELF,(6/":P)] < F(6}:P) — nE[(Vg, F(6}: P,). Vg F(6}:P))] +

2 A - 2
LT”[E[‘ vglF,.(ej;Pl)‘ 1.

2. Using Assumptions 2 and 3, and for L < 1/2, this simplifies to:
— —i 2 22
ELF,O/P)] < F(0:P)) — 1E[| Vo, F(0:P)| 1+ 12 4 L2

3. Account for the change in the objective function due to proto-
type evolution: E(9§+';17:+1)—E(9§+‘;17:). This difference can be
bounded using Assumptions 5 and 4, which introduces error terms
dependent on L, $,,p, and H.

4. Average the inequality over all N clients. Define a global poten-
tial function @' = ﬁ P ACH Fi)A Sum the averaged inequalities over
communication rounds t =0, ..., R— 1.

5. Apply a telescoping sum argument to E[®*!]—E[®']. Rear-
range terms to isolate the average squared gradient norm

2
o T el vo ro )
6. The remaining terms constitute the right-hand side of the theorem.
The term e(-) aggregates errors from stochastic noise, imperfect pro-
totype consensus, and the drift in local objectives. The use of T =1

local epoch simplifies the analysis by avoiding client drift complex-
ities [25].

The theorem indicates that MODALIS converges to a neighborhood of a
stationary point, where the size of the neighborhood is influenced by
the learning rate, stochastic gradient variance, mini-batch size, and the
compounded error term e. [

5.2. Communication efficiency

Lemma 1 (Prototype communication cost reduction). Exchanging class
prototypes in MODALIS yields a significant reduction in communication over-
head per round compared to DFL methods that exchange full model parame-
ters. Let |0| denote the total number of parameters in the client model ar-
chitecture, d be the dimension of the prototype embedding vectors, K be
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the total number of distinct classes, and |Myo| be the number of dis-
tinct prototype types exchanged per class. Assuming a numerical precision
p (e.g., 32 bits), the approximate per-round communication cost for a client
to send its prototypes to one neighbor is Cyroro = K + | Mproo| - d - p bits. In
contrast, standard DFL scenarios that exchange full model parameters incur
a cost of Croger = 161 - p bits. Given that for typical deep learning models,
K - | Mpropol - d < 0], MODALIS achieves substantial communication sav-
ings.

Proof. In each round, client i transmits its prototype library P} to its
neighbors. This library contains K X | M| vectors, each with d val-
ues. The total data transmitted to one neighbor is K - [ Mro0| - d - p bits.
Conversely, DFL methods exchanging full models transmit the entire
parameter vector 6; of size |0|, for a cost of Cpoqe1 = |0] - p bits. For a
practical example, if K = 100, [Mprotol =3, and d = 256, the number of
values is 100 X 3 X 256 = 76, 800. If the model has |6| = 107 parameters,
the cost ratio is Cpogel/Cproto = 107 /76,800 ~ 130. This reduction of one
to three orders of magnitude directly translates to reduced bandwidth
requirements and faster training time, especially when communication
is the bottleneck. O

5.3. Privacy considerations

Sharing learned class prototypes, rather than raw model parameters
or gradients, intuitively offers potential advantages regarding data pri-
vacy. Prototypes are abstract, aggregated representations summarizing
the characteristic features of entire classes, learned from multiple lo-
cal data samples. They do not directly expose information about in-
dividual data points, as gradients (which are directly tied to specific
mini-batches) or model parameters might. Compared to sharing gradi-
ents, which is vulnerable to sophisticated inference attacks such as Deep
Leakage from Gradients (DLG) [31], prototype sharing is generally con-
sidered to present a reduced attack surface [7]. The aggregation process
inherent in forming prototypes further obfuscates individual contribu-
tions.

However, MODALIS in its base form does not provide formal privacy
guarantees, such as those offered by Differential Privacy (DP) [32]. In
the standard DP framework, a randomized mechanism M that releases
messages (e.g., prototype libraries) is said to satisfy (e, §)-DP if, for any
pair of neighboring datasets D and D’ differing in a single sample and for
any measurable set S in the output space, it holds that Pr[M(D) € S] <
e Pr[M(D’) € S] + 6. The current design neither injects calibrated noise
into the shared prototypes nor enforces this constraint, and therefore
it does not offer any formal (¢, 5)-DP guarantee. Potential privacy risks
may still arise; for example, through meticulous analysis of sequences of
prototypes on clients where only a few samples represent a given class.
In such cases, the corresponding class prototype may implicitly encode
characteristics closer to those of individual examples. As a consequence,
standard membership inference or related privacy attacks remain, in
principle, applicable in low-support regimes, even though the use of
aggregated prototypes is generally expected to be more resilient than
raw gradient sharing in typical settings.

6. Experimentation

This section details the comprehensive empirical evaluation of
MoDALIS. The experiments were meticulously designed to: (i) assess its
overall classification performance against relevant FL baselines across
a diverse suite of multimodal datasets; (ii) evaluate its robustness and
adaptability under systematically varying degrees of data heterogene-
ity, specifically non-IID class distributions and different levels of missing
modalities; (iii) quantify its communication efficiency and estimate total
training time; and (iv) analyze the contribution of its key architectural
and algorithmic components through rigorous ablation studies.

o6
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Fig. 3. Example inputs and labels from four multimodal datasets used in this work.

6.1. Experimental setup

« Datasets: Four publicly available multimodal datasets were selected
to represent a variety of tasks and modality combinations: AVMNIST
[33] (audio-visual spoken digits), CREMA-D [34] (audio-visual emo-
tional speech), UCI-HAR [35] (accelerometer and gyroscope data for
human activity recognition), and CRISIS-MMD [36] (image and text
from social media for crisis event classification). These datasets span
a spectrum of complexities, from simple digit recognition to nuanced
emotional and situational analysis (see Fig. 3).

Model architectures: Modality-specific encoders (£,,) were chosen
based on common practices for each data type. The fusion module
(F) and other shared components (projection heads P,, P,, classifier
C) were kept consistent where possible to ensure fair comparisons.

— AVMNIST: A simple Convolutional Neural Network (CNN, similar
to LeNet-5) for images, and a 3-layer 2D CNN for spectrograms.

— CREMA-D: A ResNet-18 model [37] processing averaged frames
for the video modality, and a 2-layer Bi-directional Long Short-
Term Memory network (BiLSTM) operating on MFCC features for
the audio modality.

— UCI-HAR: Two parallel 4-layer 1-D CNNs, each processing the
respective 3-axis sensor time series data.

— CRISIS-MMD: A ResNet-18 model for images, and a Bidirectional
Encoder Representations from Transformers (BERT)-base model
[38] for text.

Heterogeneity simulation: To mimic challenging real-world feder-
ated scenarios, data heterogeneity was introduced artificially across
a simulated network of N = 20 clients (see Fig. 4 for an illustration
of random clients). This heterogeneity has two primary dimensions:

— Non-IID class distributions: The data was partitioned among
clients using a Dirichlet distribution Dir(f), a standard technique
for simulating label skew [39]. Experiments were conducted with

p € {1.0,0.5,0.1}, where a smaller § corresponds to a higher de-

gree of skew.

Missing modalities: The proportion of missing modalities was

controlled by a parameter p,, € {0.0,0.25,0.5}. For a given p,, > 0,

a fraction p,, of clients received data exclusively from one modal-

ity, another fraction p,, received data exclusively from the other,

and the remaining 1 — 2p,, fraction of clients received complete
multimodal data. This setup creates a challenging environment
with both fully unimodal and multimodal clients.

» Baselines and federation topology: MODALIS was benchmarked
against a suite of representative methods: Centralized (a theoret-
ical upper bound trained on all data), FedAvg [1], FedProto [7],
FedInMM [21], CreamFL [22], PmemFL [17], FedMAC [23], and
MFCPL [24]. For a fair comparison with MODALIS, all federated
methods were simulated with N = 20 participating clients connected
via a static Erd6s-Rényi (ER) random graph with edge probability
per = 0.9, which provides a realistic but controlled decentralized
connectivity pattern for the main reported results. In addition, Sec-
tion 6.5 includes a dedicated topology-sensitivity analysis in which
NEBULA is used to instantiate multiple decentralized graphs to assess
the robustness of MODALIS to changes in network structure.

6.2. Implementation details

Training configuration: The framework and all baselines were im-
plemented in PyTorch 2.0 and integrated into NEBULA, an open-source
research framework for DFL [40]. NEBULA was selected because it pro-
vides a topology-agnostic and model-agnostic environment in which dif-
ferent communication graphs, numbers of clients, and algorithmic vari-
ants can be instantiated in a unified and reproducible way. In particular,
NEBULA exposes a modular communication layer that allows the same
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Fig. 4. Four random client data distributions for AVMNIST under specified heterogeneity parameters (f = 0.1 for class skew, p,, = 0.25 for missing modality propor-

tion).

codebase to be executed over a variety of decentralized topologies and
custom prototype-exchange protocols, and it supports container-based
deployments for running algorithms in realistic multi-process settings.
In this work, NEBULA is primarily used in its simulation mode to isolate
the algorithmic behavior of MODALIS under controlled heterogeneity
and topology configurations, while leaving large-scale containerized de-
ployments with explicit network latencies, client churn, and node mobil-
ity to future work. All models were trained using the AdamW optimizer
with a learning rate of # =2 x 10~ and a batch size of B = 64. Exper-
iments were conducted for a total of R =200 communication rounds
with a common embedding dimension of d = 128 , being a practical
trade-off between representation capacity and communication cost. The
framework supports larger embedding dimensions and provides slightly
higher accuracy at the expense of proportionally larger prototype mes-
sages (see Section 6.5).

Hyperparameter selection for MODALIS: The hyperparameters for
MODALIS, particularly the loss weights in Eq. (4), were determined via
a grid search on a held-out validation set using the AVMNIST dataset un-
der moderate heterogeneity (§ = 0.5, p,, = 0.25). The chosen values, used
consistently across all experiments, reflect the relative importance of
each objective. The final weights are: w,q = 1.0, wgap, = 0.5, wpcy, = 0.2,
wycr, = 0.1, and wpy = 0.01. This configuration prioritizes the primary
task loss, assigns significant weight to the federated alignment loss
(Lgpr) to achieve consensus, and uses the remaining terms as auxiliary
regularizers to structure the embedding space without overpowering the
main objectives. For the Ly, the temperature was set to 7, = 0.1, the
angular margin to x4 = 0.3 radians, and the scale to s, = 30, following
common practices in representation learning [28]. The adaptive EMA
momentum parameters were bounded by m,;, = 0.5 and m, = 0.99,
with the update logic detailed in Algorithm 1.

Evaluation protocol: To ensure robust conclusions, the reported re-
sults are the average and standard deviation over three independent
runs with different random seeds. The experimental testbed consisted
of a compute cluster node equipped with two NVIDIA 3060 GPUs and
128 GB of RAM. Timing estimations assume typical network latencies
proportional to data size for the communication phases.

'max

6.3. Performance and convergence comparison

The performance and robustness of MODALIS were evaluated against
the baseline suite under two distinct levels of data heterogeneity. First,
a moderate-stress scenario with mild label skew (f = 0.5) was analyzed,
followed by a high-stress scenario with severe label skew (= 0.1),
both of which were combined with increasing proportions of missing
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modalities (p,,). Performance was primarily assessed using the Average
Macro-F1 Score, a metric chosen for its robustness to the class imbal-
ance created by the non-IID simulation. To provide a holistic evaluation,
Communication Cost (in Megabytes per client per round) and Estimated
Total Training Time were also reported to quantify efficiency.

6.3.1. Performance under moderate label skew (f = 0.5)

This setting provides insight into the methods’ robustness to missing
modalities when label skew is present but less extreme. Table 3 presents
the F1 scores and relative drops for this scenario, while Fig. 5 provides
a chart visualization of the model performance using § = 0.5. The re-
sults show that MODALIS consistently achieves top-tier performance and
remarkable robustness. It either matches or outperforms all federated
baselines on AVMNIST, CREMA-D, and CRISIS-MMD across all levels of
missing modalities, and remains highly competitive on UCI-HAR, where
the MFCPL baseline attains a slightly higher Macro-F1 in several con-
figurations. A key finding is its resilience to performance degradation.
For instance, on the UCI-HAR dataset, MODALIS decreases from 92.2% to
84.5% when moving from complete data (p,,=0.0) to maximal missing-
ness (p,,=0.5), which corresponds to a relative loss of roughly 7.7%. Most
competing methods lose between 9% and 13% in the same setting. From
a dataset-specific perspective, MFCPL emerges as the strongest base-
line on UCI-HAR, surpassing MODALIS by 0.5 — 0.6% across p,,=0.25-0.5.
This behavior is consistent with its design, which tightly couples class-
wise prototypes across modalities and is particularly effective when ac-
celerometer and gyroscope streams are highly correlated.

6.3.2. Performance under high label skew (f = 0.1)

The high-skew setting represents a significant stress test for any FL
algorithm, as it challenges the ability to form coherent global knowl-
edge from highly biased local data. The results in Table 4 show that
MODALIS becomes even more critical in this scenario. It achieves the best
overall performance across datasets and missing-modality levels, with
particularly large margins on AVMNIST and CRISIS-MMD. At the same
time, MFCPL is closely matched on UCI-HAR, attaining slightly higher
Macro-F1 scores (within 0.5-0.6 points) across all p,, values. However,
the relative performance drop of MFCPL with increasing p,, remains
slightly larger than Modalis, indicating that the proposed neighborhood-
aware prototype regularization is more robust to extreme information
loss when averaging across heterogeneous clients. Its advantage over
the standard FedAvg was particularly pronounced, with FedAvg collaps-
ing as heterogeneity increased. For example, at p,, = 0.5 on AVMNIST,
MODALIS achieved a relative F1 score increase of +20.0% over FedAvg.
Fig. 6 illustrates the convergence behavior in the most extreme case
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| AVMNIST CREMA-D UCL-HAR CRISIS-MMD
Method 1) 00 pu=025 pu=05 | (0505)" | pu=00 pu=025 pu=05 | (0505) | pu=0.0 pu=0.25 pu=0.5 | (0-0.5)" \ P00 pu=025 pn=05 | (0-0.5)"
Centralized | 98.5 94.0 89.0 | 19.5% 76.0 69.0 624 | 1139% | 95.8 90.0 81.2 | 18.6% 81.0 %5 67.3 | 113.7%
FedAvg 87.3 817 742 50.3 52.7 45.3 84.2 78.6 709 | 1133% | 641 575 50.1 | 114.0%
FedProto 91.2 86.4 79.3 64.1 58.6 51.2 88.1 83.4 765 | 11L6% | 69.0 62.6 55.9 | 113.1%
FedlnMM | 92.4 88.7 83.1 67.2 619 55.9 90.3 86.7 81.2 19.1% 72.2 66.0 590 | L 1 3
CreamFL 918 87.6 812 66.3 60.8 53.7 89.4 819 783 | J1L1% | 7L1 64.9 57.2
PmemFL 93.2 80.5 84.0 68.1 62.7 56.8 91.3 87.6 821 73.1 66.8 59.1 14 0%
FedMAC 93.0 89.0 838 67.8 62.3 56.2 91.0 87.2 817 72.8 66.3 535 | 119.3%
MFCPL 93.5 89.8 84.7 68.5 63.0 58.9 93.1 88.7 83.9 | 192% 73.5 67.0 583 | 115.2%
Moparis | 94.1 90.1 86.3 | 17.8% | 69.0 62.1 60.1 | [8.9% | 92.2 88.2 845 | 17.7% | 74.0 67.4 59.1 | 114.9%
T represents the performance decrease from p,, = 0.0 to p,, = 0.5. Centralized results are from a single run.
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Fig. 5. Model performance (Avg. Macro-F1 Score %) under moderate Non-I1ID Skew (# = 0.5) and 50% missing modalities (p,, = 0.5).
Table 4

Performance under high label skew (8 = 0.1).

AVMNIST CREMA-D UCLHAR | CRISIS-MMD
Method 1% 200 pp=0.25 pm=05 | (0505) | pu=0.0 pp=025 pnu=05| (0505)1 | pn=0.0 Pu=025 pu=05 | (050.5) | Pu=0.0 Pu=025 pn=05 | (0—0.5)"
Centralized | 97.6 92.8 8.9 | 19.7% 7%.5 61.5 60.8 | 9.7 88.5 s1.8 | 112.9% | 795 72.6 65.7 | 1138%
FedAvg 865 79.2 695 | L17.0% | 572 50.1 42.8 815 4.3 65.7 | 1158% | 613 54.1 7.2
FedProto 90.3 84.1 748 62.1 563 48.7 86.2 79.1 713 | [14.9% | 662 59.3 53.8
FedlnMM | 9238 86.9 79.7 64.8 584 52.6 88.8 819 75.8 68.7 61.7 58.1
CreamFL 923 85.8 78.3 6.1 57.2 511 88.1 80.3 73.2 68.1 60.7 56.7
PmemFL 93.4 §1.5 80.3 65.3 38.9 54.1 88.9 82.5 76.3 673 60.1 51.2
FedMAC 93.1 87.0 799 65.9 8.6 53.5 88.8 82.2 76.1 67.2 59.2 55.7 .
MFCPL 93.0 87.2 80.0 9 65.0 58.7 538 | | 89.5 83.7  79.9 68.5 61.5 578 | 110.7%
MobpALIsS ~ 94.3 88.1 83.4 | ]10.9% | 66.2 59.5 551  [11.1% | 88.9 83.2 79.3 | 70.2 61.7 60.0 | |10.2%

T represents the performance decrease from p,, = 0.0 to p,, = 0.5. Centralized results are from a single run.

(p,, = 0.5), showing the learning dynamics under severe data fragmen-
tation.

In this high-heterogeneity regime ( = 0.1 with p,, up to 0.5), the cen-
tralized upper bound already exhibits notable degradation, with Macro-
F1 reductions between 9.7% and 13.8% when moving from p,, = 0.0 to
Py = 0.5 in Table 4. Under the same conditions, all federated methods
incur additional losses compared to milder settings, and MODALIS is no
exception. For AVMNIST, for example, MODALIS decreases from 94.3% at

» = 0.0 to 83.4% at p,, = 0.5, corresponding to a relative drop of 10.9%,
whereas FedAvg and FedProto degrade by 17.0% and 15.5%, respectively,
over the same range. Similar behavior is observed on CREMA-D, UCI-
HAR, and CRISIS-MMD, where MODALIS consistently shows the smallest
relative performance loss among all compared methods. These results
indicate that the prototype-based multimodal design substantially im-
proves robustness to strong heterogeneity, while not eliminating the in-
herent performance penalties associated with extreme information loss.

6.3.3. Cross-modal knowledge transfer on unimodal clients

To directly assess the ability of different frameworks to transfer use-
ful knowledge across modalities, the performance of client groups that
possessed only a single modality was analyzed in the most challenging
setting (p,, = 0.5, = 0.1). Table 5 reports the F1 scores for these spe-
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cific unimodal clients. The results demonstrate the strong capacity of
MODALIS for cross-modal knowledge transfer. On AVMNIST and CRISIS-
MMD, unimodal clients using MODALIS achieve the highest F1 scores
across all methods, and on CREMA-D, they are essentially tied with
the best-performing baseline. For instance, on the AVMNIST dataset,
MODALIS image-only clients achieved an F1 score of 82.1%, represent-
ing a 19.9% relative gain over FedAvg and outperforming all other ad-
vanced baselines. On UCI-HAR, MFCPL slightly surpasses MODALIS for
both accelerometer-only and gyroscope-only clients, reflecting the ef-
fectiveness of its class-wise prototype matching in this particular sensor
configuration.

6.3.4. Cross-dataset transferability

While the primary experiments train and evaluate MODALIS on each
dataset separately, it is also important to understand how well a config-
uration tuned in one environment transfers to other, dissimilar tasks. In
the present setup, the datasets differ not only in distribution but also in
label spaces and, in some cases, modality semantics (e.g., spoken dig-
its versus social-media crisis posts). As a result, fully zero-shot deploy-
ment of a model trained on AVMNIST directly to CRISIS-MMD, without
retraining any parameters, is not well-defined: the class sets, loss func-
tions, and input domains are incompatible. Instead, a practically rele-

PhD Thesis — Enrique Toméas Martinez Beltran

99




DECENTRALIZED FEDERATED LEARNING WITH MULTIMODAL PROTOTYPES FOR
HETEROGENEOUS DATA

E.T. Martinez Beltrdn et al.

Information Fusion 132 (2026) 104251

AVMNIST CREMA-D UCI-HAR CRISIS-MMD
80} +=++ Centralized +++ Centralized e + Centralized =++ Centralized
~e- Fadhug | eseseessareenees Sof =+ Fodiwg | eesesanersssiateenan - e G5} o« Fadhug seseesseseereeriea .
a5 FedProto " FadProto ' 60 FedProto FedProto
CreamFL CreamfL CreamFL CreamFL
go| —- FedinMm 55[ - FedinMM 75 =+ Fedinun B0F - FeaiMi
—+— PmecmFL —+— PmomFL —7— PmomFL —+— PmemFL
_- “— FadMAC _ FedMAC - FedMAC — “— FadMAC
EI5 o wrceL 2 50F o mrceL E 700 o wrcrL ] Ry
© —i— Modalts 2 Modalis 2 —— Modalls o =i Modalis
g 70 3 r1 8 . § 85 : 2 50 .
@ i 0 45 1 @
e N 5 ot !
i / 60 4 a5 J
s 40 # / ‘
60, P / 55 i oy
Pl P pr a0 o~
551 a5 35 ” o o
i ks 50 ' .
50 - o 35 /
. ] e a0 — [,
50 100 750 200 50 00 150 200 50 100 150 0 50 100 T50 200
Rounds Rounds Rounds Rounds
Fig. 6. Model performance (Avg. Macro-F1 Score %) under high Non-IID skew (# = 0.1) and 50% missing modalities (p,, = 0.5).
Table 5
Performance on client subgroups possessing only a single modality, evaluated under the high heterogeneity setting (p,, = 0.5, f = 0.1).
° AVMNIST CREMA-D UCI-HAR CRISIS-MMD
Method
Image Audio Image Audio Accelerometer Gyroscope Text Image
FedAvg 68.5+1.0 67.2+1.1 40.1+1.4 38.7+1.5 64.3+1.2 62.9+1.3 45.8+1.6 43.9+1.7
FedProto 73.1+0.8 71.5+0.9 46.2+1.1 44.9+1.2 69.8+0.9 68.3+1.0 51.9+1.3 50.0+1.4
FedInMM 78.3+0.7 76.8+0.8 50.2+1.0 48.8+1.1 74.3+0.8 73.0+0.9 56.3+1.1 54.5+1.2
CreamFL 76.5+0.9 74.9+1.0 48.1+1.2 46.7+1.3 71.6+1.0 70.2+1.1 53.6+1.4 51.7+1.5
PmcmFL 79.0+0.6 77.4+0.7 51.5+0.9 50.1+1.0 75.0+0.7 73.6+0.8 57.5+1.0 55.6+1.1
FedMAC 78.8+0.6 77.0+£0.7 51.0+0.9 49.5+1.0 74.8+0.7 73.3+0.8 57.0+1.0 55.3+1.1
MFCPL 80.0+0.6 78.5+0.7 52.8+0.8 51.5+0.9 78.6+0.6 77.3+0.7 58.0+0.9 56.1+1.0
MODALIS 82.1+0.5 80.5+0.6 53.0+0.9 51.7+1.0 78.1+0.6 76.8+0.7 58.9+1.0 57.0+1.1

2 These clients use only their available modality for inference, but their models are trained within the respective FL/DFL frameworks.

vant notion of cross-dataset transferability is considered, in which the
algorithmic configuration (hyperparameters and architectural choices)
is tuned on a source dataset and then reused without modification when
training on other target datasets.

To this end, two settings are compared for MODALIS, FedAvg, and
the multimodal baseline MFCPL on CREMA-D, UCI-HAR, and CRISIS-
MMD under moderate heterogeneity (8 = 0.5, p,, = 0.25): (i) an oracle
per-dataset tuning, where a small grid search is allowed on each target
dataset; and (ii) an AVMNIST-tuned configuration, in which all hyper-
parameters are fixed to the values selected on AVMNIST and are not re-
optimized on the target. The results, summarized in Table 6, show that
MODALIS incurs only a modest performance degradation when trans-
ferring its AVMNIST-tuned configuration: on CREMA-D, UCI-HAR, and
CRISIS-MMD, the Macro-F1 decreases by approximately 1.9, 1.2, and
1.9 points, respectively, while still attaining the best absolute scores
across all methods. By contrast, FedAvg shows larger relative drops of
4.1% — 6.1% under the same protocol. MFCPL occupies an intermediate
position: it clearly improves over FedAvg in both tuned and transferred
configurations, but its transfer-induced degradation remains noticeably
higher than that of MODALIS, with decreases of about 3.6, 2.0, and 3.5
points on CREMA-D, UCI-HAR, and CRISIS-MMD, respectively. These
findings indicate that some dataset-specific tuning remains beneficial in
practice, but MODALIS is the most robust to cross-dataset hyperparame-
ter transfer. A single configuration tuned on AVMNIST yields near-oracle
performance on other tasks, whereas both FedAvg and MFCPL are more
sensitive to per-dataset tuning.

6.4. Resource cost and training time analysis

As established theoretically in Lemma 1, MODALIS achieves sub-
stantial communication efficiency by exchanging low-dimensional pro-
totypes rather than full model parameters. This section complements
that analysis with a quantitative study of the overall resource foot-
print, including computation time and node-level CPU, GPU, and RAM
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utilization (see Table 7). The results show that a MODALIS client trans-
mits approximately 0.11 MB per round, which is more than 40x smaller
than communication-heavy methods such as FedAvg and PmemFL (each
sending around 4.75-4.80 MB) and is still substantially below advanced
multimodal baselines such as FedInMM and FedMAC. This reduction
in communication directly translates into faster communication-bound
rounds in bandwidth-constrained environments.

The reported CPU and GPU usages primarily reflect the cost of
batched tensor operations (forward and backward passes) in the modal-
ity encoders, multi-way transformer fusion, adaptive gating, projection
heads, and loss computations, which are offloaded to the GPU, together
with orchestration, PyTorch runtime overhead, data loading, and com-
munication management handled by the CPU. RAM utilization captures
the joint footprint of model parameters, intermediate activations, and
small prototype buffers. As shown in Table 7, MODALIS exhibits GPU
utilization of approximately 70% and RAM utilization of roughly 31%
on the evaluation node, which is very close to multimodal FL methods
with similarly rich architectures such as PmemFL, FedMAC, FedInMM,
and MFCPL. CPU utilization for MODALIS (approximately 44%) is like-
wise on par with these advanced baselines. In contrast, FedAvg and Fed-
Proto show somewhat lower GPU and RAM usage, but require signifi-
cantly more communication per round. Overall, these results indicate
that MODALIS targets moderately capable edge devices or edge servers,
where the additional local computation relative to FedAvg or FedProto
is on the same order as that of other state-of-the-art multimodal FL meth-
ods and is compensated by the substantial communication savings.

Finally, the drastically reduced communication payload, combined
with moderate local resource usage, enables MODALIS to achieve com-
petitive end-to-end convergence times. In the simulated, computation-
intensive setting considered, MODALIS converges in approximately 4.5
hours, which is comparable to or faster than other advanced multimodal
approaches such as FedinMM, FedMAC, PmcmFL, and MFCPL, while
achieving the highest final Macro-F1 score of 83.4%. This behavior un-
derscores that the prototype-centric design delivers a favorable trade-off
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Cross-dataset hyperparameter transfer under moderate heterogeneity (§ = 0.5, p,, = 0.25).

Method  Target dataset Per-dataset tuned (%) AVMNIST-tuned (%) A (%)
CREMA-D 52.7£0.6 49.7£0.7 157
FedAvg  UCLHAR 78.6£0.5 75.440.6 141
CRISIS-MMD 57.5£0.7 54.0£0.8 16.1
CREMA-D 62.8+£0.4 59.24+0.5 1 3.6
MFCPL UCI-HAR 88.51+0.3 86.5+0.4 120
CRISIS-MMD 68.2+£0.4 64.7£0.5 135
CREMA-D 63.3+0.4 62.14+0.5 +1.9
MopaLis UCI-HAR 89.3£0.3 88.24+0.4 1.2
CRISIS-MMD 68.7+£0.4 67.4£0.5 1 1.9
Table 7
Resource cost and training time using AVMNIST (§ = 0.1, p,, = 0.5).
Method Communication Cost (MB)'? Training Time (min)™® Total Time (hr) CPU (%) GPU (%) RAM (%) F1 score (%)
Centralized N/A N/A ~1.9 ~ 52 ~ 78 ~ 34 87.9+0.2
FedAvg ~ 4.75 ~ 2.03 ~ 6.1 ~ 37 ~ 54 ~ 26 69.5+0.9
FedProto ~ 0.03 ~1.12 ~ 3.7 ~33 ~ 50 ~ 24 74.8+0.6
FedInMM ~ 4.85 ~1.43 ~ 4.8 ~ 41 67 ~29 79.7+0.5
CreamFL ~4.75 ~ 1.45 ~ 4.8 ~ 39 ~ 64 ~28 78.3+0.6
PmemFL ~ 4.80 ~ 1.42 ~ 4.7 ~43 ~ 69 ~ 30 80.3+0.4
FedMAC ~4.85 ~ 1.44 ~4.8 ~ 42 ~ 68 ~ 30 79.9+0.5
MFCPL ~ 027 ~ 1.46 ~ 4.6 ~ 41 ~ 66 ~ 29 80.0+0.5
MOoDALIS (our work) ~0.11 ~ 1.35 ~ 4.5 ~ 44 ~ 70 =~ 31 83.4+0.4

2 The results are reported as the average uplink payload per client message in each communication round.

between computational efficiency, communication cost, and model per-
formance.

6.5. Ablation studies

To gain deeper insight into the behavior of MODALIS, this section
presents a set of ablation and sensitivity studies focusing on: (i) the main
architectural components and loss terms; (ii) the impact of the under-
lying communication topology; and (iii) the sensitivity of key hyper-
parameters governing the multi-objective loss, prototype updates, and
embedding dimensionality, with the explicit goal of quantifying how
robust MODALIS is to moderate changes in these settings and whether
extensive per-scenario fine-tuning is required. Unless otherwise stated,
all experiments are conducted on the AVMNIST dataset under moderate
heterogeneity (§ = 0.5, p,, = 0.25).

Ablation study of MODALIS components. The first study evaluates the
contributions of the core architectural blocks and each term in the multi-
objective loss of Eq. (4). Table 8 reports the resulting average Macro-F1
scores and relative computational overhead for variants in which a sin-
gle component is removed or modified at a time.

Removing the Contextual Null Embedding module (N,,) resulted
in an absolute F1 score reduction of 47.1%, confirming that naive
imputation of missing modalities severely harms performance even
when all other components are kept unchanged. Eliminating the gat-
ing module () or masked fusion F similarly results in large drops, in-
dicating that both adaptive modality weighting and explicit masking of
imputed or absent modalities are necessary to obtain robust multimodal
representations. The adaptive EMA update for prototypes also plays an
important role: replacing it with a fixed momentum degrades accuracy
while slightly reducing per-round computation, showing that the small
added complexity of the adaptive scheme yields a favorable accuracy-
efficiency trade-off. Ablations on the loss function further reveal that
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both L, and Ly, are critical under heterogeneous data, resulting in
absolute drops of 28.1% and 39.8%, respectively. In addition, Ly and
Lpg serve as lighter regularizers, providing consistent yet more mod-
est improvements. Turning off the core prototype exchange mechanism
and forcing clients to train in isolation with their prototypes resulted in
a 35.1% drop, confirming that collaborative learning through prototype
sharing is the cornerstone of success. These results strongly justify the
comprehensive design of MODALIS, as the severe degradation in model
performance vastly outweighs the minimal computational time savings
gained from removing any single component. The study also validated
the choice of a single local epoch (T = 1), as increasing T to five lo-
cal epochs significantly harmed performance due to client drift, while
drastically increasing computation time.

Topology sensitivity. To assess robustness with respect to the commu-
nication topology, MODALIS was evaluated under several decentralized
graphs with the same number of clients. Table 9 compares the default
static ER graph with edge probability p.z = 0.9 to: (i) a fully connected
graph; (ii) a dynamic ER graph with p;; = 0.9 in which neighbors are
resampled randomly at each round; (iii) a sparser static ER graph with
peg = 0.3; (iv) a sparse dynamic ER graph with p; = 0.3; and (v) a ring
topology with two neighbors per client.

Fully connected and dense ER graphs achieve the highest scores, as
expected: the fully connected topology offers a small improvement to
90.5%, and dynamic ER with pyz = 0.9 reaches 90.3% relative to the
static ER baseline. Both static and dynamic sparse ER topologies in-
cur only moderate degradation, with Macro-F1 dropping to 88.2% and
88.5%, despite their substantially lower average degree. The ring topol-
ogy exhibits the largest drop (a 5.0-point decrease), reflecting the slower
information mixing inherent to very sparse, low-diameter graphs. Im-
portantly, the dynamic ER graphs perform comparably to their static
counterparts at the same density, indicating that the prototype-based
aggregation mechanism is robust to moderate topology dynamics and
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Table 8
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Ablation study of MODALIS components using AVMNIST dataset (§ = 0.5, p,, = 0.25).

Variant configuration

Macro-F1 (%) Time per round (s)

MopbaLis (full model)

Architectural components
w/o Contextual Null Embed (Ay)
w/o Gating Module (G)
w/o Masked Fusion in F
w/o Adaptive EMA (fixed m; = 0.9)

90.1:+£0.2 81.0
43.041.5 (J47.1) 78.3 (13.3%)
68.0+0.9 (122.1) 79.6 (11.7%)
55.0+1.1 (135.1) 77.1 (14.8%)
79.040.7 (J11.1) 72.9 (110.0%)

Loss components from Eq. (4)
w/o LrarL,
W/O LpcL
w/o LyoL
W,/"O Lpr

62.0+1.0 (128.1)

( 78.3 (13.3%
50.3+1.2 (139.8)

(

(

)

74.3 (18.3%)

87.440.4 (12.7) )
89.2+0.3 (10.9) )

79.6 (11.7%
79.6 (11.7%

Protocol variants
T = 5 local epochs per round
Local prototypes only (no exchange)

82.240.7 (17.9)
55.0+1.3 (35.1)

340.2 (1320%)
64.8 (120.0%)

Table 9
Impact of network topology on MODALIS using AVMNIST (§ = 0.5, p,, = 0.25).

Topology configuration Macro-F1 (%)  Time per round (s)

Static ER (pgr = 0.9) 90.140.2 81.0
Fully connected 90.540.2 (10.4) 82.5
Dynamic ER (pgr = 0.9) 90.3£0.3 (10.2) 81.4
Sparse static ER (pgg = 0.3) 88.240.5 (11.9) 79.2
Sparse dynamic ER (ppr = 0.3)  88.5+0.4 (/1.6) 79.8
Ring (2 neighbors per client) 85.1+0.6 (15.0) 78.6

does not rely on a fixed neighbor set. These trends empirically support
the theoretical dependence on the mixing properties of the communica-
tion matrix captured by p in Assumption 4. When scaling to large N, pre-
serving a small-world or expander-like structure with bounded average
degree keeps the spectral gap large and the effective diameter small, so
prototype information continues to propagate efficiently even with hun-
dreds or thousands of clients. In contrast, very sparse, chain-like topolo-
gies have diameters that grow linearly with N, and thus require sub-
stantially more communication rounds or additional mechanisms (e.g.,
hierarchical aggregation or occasional long-range links) to reach a com-
parable level of prototype consensus.

Hyperparameter sensitivity and representation capacity. A complemen-
tary sensitivity analysis investigates the hyperparameters that most
directly control prototype learning and the multi-objective loss in
Eq. (4). Table 10 reports the effect of varying: (i) the weights of
the alignment and contrastive losses (wgar,wpcp); (ii) the bounds of
the adaptive EMA momentum (my,, m,,,); (iii) the Ly parameters
(t,u,s); and (iv) the embedding dimensionality d of the shared rep-
resentation and prototype space. In all cases, differences are reported
relative to the common baseline configuration (wga;=0.5, wpc=0.2,
(Myins Mina)=(0.5,0.99), (z, 1, $)=(0.1,0.3,30), d=128).

The results exhibit a broad and smooth plateau around the default
configuration. For wg,;, setting the weight to zero reduces Macro-F1
from 90.1% to 86.8%, and a small weight of 0.1 yields 87.5%. Increasing
wgary, to 1.0 slightly reduces performance to 89.8%, indicating that the
method is not overly sensitive to moderate over-weighting as long as the
task loss remains dominant. A similar pattern holds for wpc : removing
the term altogether reduces Macro-F1 to 86.9%, while values in the range
[0.05,0.5] keep performance within 1.2 points of the baseline.
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Table 10
Sensitivity of MODALIS to key hyperparameters on AVMNIST (§ =0.5,p,, =
0.25).

Group Setting Macro-F1 (%)

Baseline - 90.14+0.2
wpar = 0.0 86.8+£0.5 (13.3)

Loss weight wrar, xl;:LL::O[‘)Al,s 8730i011(§i§b)
wrpar, = 1.0 89.8+0.3 (10.3)
wpcr, = 0.0 86.94+0.5 (13.2)

88.940.4 (11.2)
90.1+0.2

wpCL = 0.05

Loss weight wpcr, w 0.2
pcL = 0.

wpcr, = 0.5 89.5+0.3 (10.6)
(0.1,0.5) 88.10.5 (12.0)
(0.3,0.9) 89.40.3 (10.7)
EMA bounds (Mumin, Mmax) (0.5,0.99) 90.1+0.2
(0.7,0.995)  89.2+0.4 (10.9)
(0.9,0.999)  88.9+0.4 (11.2)
(0.1,0.3,30) 90.140.2
(0.07,0.3,30) 89.7+0.3 (/0.4
o , (0.2,0.3,30)  89.140.3 (11.0
DCL params (7, p, s) (0.1,0.0,30)  86.440.6 (13.7

)
(0.1,0.5,30)
)

(0.1,0.3,50)  88.8+0.4 (|1.3

)

(11.0)

(13.7)

89.540.4 (10.6)
(J1.3)

(11.5)

)

d=64 88.6+0.3 (}1.5

. . d =96 89.5+0.3 (/0.6
Embedding dim. d d—128 90.140.2

d = 256 90.4+0.3 (10.3)

The EMA bounds (m;,, my,,) show a gradual effect: very conserva-
tive updates (0.1, 0.5) reduce Macro-F1 to 88.1%, while slightly tighter or
looser ranges such as (0.3, 0.9) or (0.7,0.995) remain within 0.7-0.9 points
of the baseline. Extremely slow adaptation (0.9, 0.999) results in a drop
to 88.9%. For the DCL parameters, removing the angular margin (x4 = 0)
is particularly detrimental, decreasing Macro-F1 from 90.1% to 86.4%.
Changing the temperature from 0.1 to 0.2, or slightly adjusting x or s,
results in much smaller drops (between 0.4 and 1.3 points), indicating
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that the contrastive term is robust to moderate perturbations around the
default.

Finally, the representation capacity experiments show that increas-
ing the embedding dimension d from 64 to 128 improves Macro-F1
from 88.6% to 90.1%, whereas further increasing d to 256 yields only
a marginal additional improvement to 90.4% at the cost of doubling
the prototype dimensionality and hence the communication payload.
This behavior is consistent with the communication-cost analysis in
Lemma 1, which shows that beyond a certain point, additional embed-
ding capacity yields diminishing returns relative to the linear growth in
prototype size

7. Discussion

The empirical results presented in Section 6 strongly support the ef-
ficacy of MODALIS. This section contextualizes these findings by high-
lighting the framework’s core contributions relative to the state of the
art, analyzing its key trade-offs, and candidly addressing its limitations,
thereby outlining clear directions for future research.

Novelty and core contributions: The primary contribution of
MODALIS is the synthesis of a fully decentralized communication proto-
col with a sophisticated, multimodal-aware client architecture. Unlike
prior art, which typically addresses decentralization and multimodal
heterogeneity in isolation, MODALIS tackles both simultaneously. Its
prototype-centric protocol directly circumvents the communication bot-
tlenecks and knowledge dilution issues inherent to parameter-averaging
DFL methods. Architecturally, the framework’s novelty lies in its end-to-
end approach to handling incomplete data. The Contextual Null Embed-
ding module represents a significant design advance over static impu-
tation, enabling intelligent, feature-conditioned generation of missing
modality representations. This robust input processing is then comple-
mented by an adaptive gating mechanism that dynamically weighs the
importance of each modality, followed by a masked multi-way trans-
former for fusion, which explicitly prevents less reliable imputed data
from corrupting the final representation. Furthermore, this entire pro-
cess is guided by a multi-objective loss function that provides a prin-
cipled mechanism for enforcing representation consistency, not only
across the decentralized network (Lga;, Lpcr) but also across modali-
ties within a single client (£ ). This synergy is what enables effective
cross-modal knowledge transfer, a capability validated by the strong
performance of unimodal clients (see Table 5).

Interpreting performance under heterogeneity: The resilience of
MODALIS is most evident in high-stress scenarios (# = 0.1). As shown in
Table 4, while the performance of all methods degrades with increasing
heterogeneity, MODALIS consistently maintains the highest F1 scores.
For example, on AVMNIST with p,, = 0.5, MODALIS achieves an F1 score
of 83.4%, a significant +3.1% absolute gain over the next-best federated
method, PmemFL, and a 13.9% gain over the standard FedAvg. This su-
perior performance can be directly attributed to the prototype-guided
multi-objective loss function. By regularizing local training with aggre-
gated prototypes from neighbors (via losses such as Lps; and Lpcp),
MoDALIS effectively counteracts client drift induced by local data bi-
ases, enabling the network to converge to a more robust and generalized
solution. Furthermore, the outstanding performance of unimodal clients
(Table 5) confirms the effectiveness of the cross-modal knowledge trans-
fer mechanism. A client possessing only image data, for example, suc-
cessfully leverages audio prototypes from its neighbors to regularize its
training, a feat made possible only by the coherent cross-modal repre-
sentations enforced by the framework’s design.

Efficiency and decentralization trade-offs: The MODALIS
prototype-exchange mechanism yields substantial communication
savings, estimated at over 40X compared to full model exchange
methods (Table 7), which is a critical advantage for deployment in
bandwidth-constrained environments. A noteworthy comparison is
with FedProto, a centralized prototype-based method that is even
more communication-efficient. The consistent underperformance of
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FedProto relative to MODALIS highlights a key trade-off: MODALIS
leverages decentralized, peer-to-peer communication to achieve a
higher-quality consensus on prototypes, resulting in better accuracy
with only a modest increase in communication overhead compared to
server-centric prototype approaches.

Communication, computation, and privacy: From a system-
design perspective, the prototype-centric protocol of MODALIS scales
gracefully with the number of clients, since each device exchanges a
fixed-size prototype library only with its neighbors, so the per-round
communication cost scales with the node degree rather than the total
network size. The convergence analysis in Section 5 makes this depen-
dence explicit through the mixing parameter p. Moreover, the empirical
study in Sections 6.4 and 6.5 shows that MODALIS maintains competi-
tive wall-clock training time and moderate resource usage compared to
recent multimodal FL baselines, despite its richer architecture and fu-
sion modules. At the same time, Section 5.3 clarifies that the current de-
sign offers only intuitive privacy advantages over gradient sharing and
does not provide formal guarantees, such as those provided by DP. In
particular, clients with very few samples per class are more vulnerable
to membership inference and related attacks, because their class proto-
types are averaged over a small number of examples and may encode
more sample-specific features.

Topology and convergence: Scaling to much larger networks (e.g.,
N > 10%) primarily affects the number of rounds required for proto-
types to mix globally, rather than the local computation or per-round
communication budget of each client. For well-connected small-world
or expander-like topologies, the graph diameter and mixing time grow
only logarithmically with N, so the spectral gap and, consequently, the
parameter p remain favorable. In this regime, prototype convergence
degrades slowly as the network grows, at the cost of a modest increase
in communication rounds. In contrast, very sparse or elongated graphs
have large diameters and poorer mixing properties, which translate into
larger consensus-error terms in Theorem 1 and empirically slower prop-
agation of information across distant regions of the network, as con-
firmed by the topology-sensitivity study in Section 6.5 comparing dense
ER graphs, sparser graphs, and a ring topology. For large deployments,
degree-capped small-world overlays and hierarchical or clustered com-
munication backbones can keep node degree and per-round commu-
nication bounded while preserving a small effective diameter and fast
prototype convergence. For resource-constrained devices, lightweight
variants of MODALIS with smaller backbones, lower-dimensional em-
beddings, or pruned auxiliary losses are a promising direction for low-
power federated multimodal learning.

Limitations and Scope: Despite its strong performance, MODALIS
has several limitations. First, the present study explores sparser and dy-
namic ER topologies. However, the experiments still assume a fixed set
of participating clients and abstract away explicit client churn, physi-
cal node mobility, and realistic network latencies. This design isolates
the impact of the proposed multimodal prototype-learning mechanisms
from confounding networking effects. Moreover, while the neighbor-to-
neighbor communication model scales favorably in terms of per-round
cost, in extremely large or very sparsely connected networks, the num-
ber of rounds required to achieve a given level of global consensus may
increase due to slower information mixing. In many real-world decen-
tralized systems, such as mobile ad-hoc networks, clients may join or
leave at any time, and links can become unreliable. Therefore, extend-
ing the framework to support dynamic topologies is an essential next
step. Second, as noted in Section 5, prototype sharing offers stronger
privacy than gradient sharing but falls short of formal guarantees, such
as differential privacy. Adding rigorous privacy mechanisms will be
necessary for applications that handle highly sensitive data. Third, the
cross-dataset transfer analysis in Section 6.3.4 is intentionally limited to
configuration-level transfer, where a single set of hyperparameters and
architectural choices tuned on a source dataset is reused when train-
ing on other datasets. Fully zero-shot deployment of a model trained
end-to-end on one dataset directly to another with a different label or
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modality structure is not addressed in the current work, and more ad-
vanced forms of cross-domain adaptation, such as feature-level trans-
fer or fine-tuning under distribution shift, remain an important direc-
tion for future research. Fourth, although the experimental protocol
already includes challenging configurations with Dirichlet parameter
$ = 0.1 and missing-modality proportion p,, = 0.5, even more extreme
regimes are expected to induce stronger degradation of representation
quality and downstream performance. Addressing such pathological set-
tings may require additional mechanisms, such as adaptive client selec-
tion, curriculum-style training schedules, or task-aware regularization,
which lie beyond the scope of the present study and represent an im-
portant avenue for future work.

8. Conclusion

This paper presented MODALIS, a DFL framework engineered to op-
timize collaborative training on heterogeneous multimodal data, de-
livering significant performance gains while drastically reducing net-
work consumption. By combining a communication-efficient prototype-
exchange protocol with a sophisticated client-side architecture and a
multi-objective loss function, MODALIS enables effective collaborative
learning without a central server. The core innovations, including con-
textual null embeddings for missing modalities and prototype-guided
alignment losses, were shown to be critical for achieving state-of-the-
art performance. Empirical results across four datasets confirmed that
MODALIS establishes a new benchmark for decentralized multimodal
intelligence. It significantly outperforms existing methods by improving
F1 scores by up to 4% under severe data heterogeneity, while simultane-
ously reducing communication costs by over 40x compared to standard
parameter-averaging approaches.

Future research will proceed in several key directions. The primary
focus will be on extending the framework to accommodate dynamic
network topologies, enabling it to handle client churn and evolving
connectivity. Another crucial avenue is to incorporate formal privacy
guarantees and robustness to adversarial attacks, making the framework
suitable for deployments with strict security requirements. Finally, in-
vestigating methods to enhance scalability for scenarios with extremely
large numbers of classes or modalities and exploring the integration of
fairness-aware mechanisms to ensure equitable performance will be im-
portant for broadening the practical impact of this work.
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